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To the Editor,
The complete lockdown because of coronavirus 

disease 19 (COVID-19) pandemic was imposed by 
the Government in Italy on March, 9th 2020. Our 
Modena University Hospital is located in Emilia-
Romagna which was the second most affected Italian 
Region (1,2). The intensive care unit was used to ad-
mit infected patients from other regions of northern 
Italy. In our unit we mostly dealt with breast recon-
struction (3-5), head and neck reconstruction (6-10), 
post-bariatric surgery (11) and hand surgery (12,13). 
Surgical elective procedures were halted in order to 
allow an appropriate use of all the hospital resources. 
Moreover, limitations for plastic surgery consultations 
and for follow-up of previous surgical procedures were 
imposed in order to minimize the risk of contagion in 
waiting rooms and outpatient clinics. All the first ap-
pointments booked for non-urgent problems such as 
post-bariatric procedures, macromastia, benign tumors 
or delayed breast reconstruction were postponed. Sur-
gical emergencies were allowed: traumas, tumors and 
soft tissue infections such as necrotizing fasciitis. We 
have identified telemedicine as an alternative way to 
follow patients during this time of the lockdown espe-
cially in the following situations: patients already hav-
ing an appointment in the outpatient clinic at the time 
of lockdown to decide whether to cancel, postpone or 
maintain their appointment; visual information of the 
clinical condition in order to evaluate the severity of 
skin lesions and surgical complications for the decision 

to keep or postpone the appointment; the appropriate 
time for suture or drains removal in order to avoid un-
necessary in-patient visits. 

Our most important priority was to determine 
the technology resources available in our hospital.  Our 
hospital did not have the possibility to use a telecon-
ferencing software for audiovisual encounter which 
matched our needs: certification of platform security 
in terms of privacy and data transmission matters, in-
tegration with the patient’s medical record for docu-
mentation and billing purposes, high server capacity to 
support remote video visits without interruption. De-
vices with a microphone and a high-resolution cam-
era were not available in our unit. Moreover, we have 
experienced other difficulties. Surgeons in our depart-
ment are not prepared to use real-time remote video 
technology for patient management. Guidelines for an 
appropriate selection of patients which could be served 
via telemedicine had to be created.

Telemedicine concerns the remote use of medi-
cal skills where the need arises. It is used in order to 
facilitate patient management and optimize healthcare 
resources. For these reasons, it must be regulated by 
healthcare organizations for legal, ethical, medico-
legal and risk management aspects (14,15). This is a 
different way for healthcare organization to change the 
doctor-patient relationship approach with new levels 
of responsibility. While device manufacturers are re-
sponsible for the technical aspects, healthcare facili-
ties should guarantee security of telematic procedures 



G. D. Santis, T. Palladino, et al.2

in terms of virtual patient access and telematic data 
management by suppling appropriate technological 
facilities. In particular, the clinicians should ensure the 
telematic treatment process supervision through con-
stant dialogue with new professional figures such as 
the telemedicine system administrator (15).

The use of telemedicine may involve different 
technical problems (16-21). In terms of responsibil-
ity, service providers are not liable for damage deriv-
ing from technical default, except in the case of serious 
misconduct. Furthermore, if telemedicine becomes a 
standard practice, not using it could constitute  legally 
punishable negligent behavior. Legal issues about 
medical liability for diagnostic and/or therapeutic 
 errors can be related to data and privacy protection 
and informed consent for electronic health service 
with certified digital signature. Health data transmis-
sion through the use of telematic systems implies that 
patient information could remain available to an un-
known number of subjects. Legal issues about conflicts 
of jurisdiction among nations for malpractice prob-
lems and a possible telematic service inaccessibility for 
technological malfunctions should be taken into con-
sideration. The high risk of compensation for damages 
related to these problems requires the insurance cover-
age to be reviewed, extending the insurance guarantee 
to these events as well. Furthermore, detailed trace-
ability of telematic operators’ activities might be a risk 
management task such as verifying accurate training of 
clinicians to limit possible medical errors and adverse 
events and ensure safe patient care.

The United States Department of Health and 
Human Services has implemented the Health Insur-
ance Portability and Accountability Act (HIPAA) 
compliance guidelines for the COVID-19 pandemic, 
allowing the use of consumer applications (eg, Face-
Time or Whatsapp) based on “good faith” attempts 
to provide patient care during the pandemic (22-24). 
Nevertheless, in Italy the use of video communication 
tools has not been liberalized.  

During an audiovisual encounter, electronic med-
ical record is essential to document the medical com-
munication, the duration of the encounter, the pos-
sible verbal consent and for billing purposes. For the 

medical staff, the need for learning and training about 
the use of virtual platform is mandatory. Guidelines 
about patient selection and telemedicine workflow and 
patient education on telemedicine are important is-
sues. Telemedicine has to be within patient care guide-
lines of the unit and within scope of practice as defined 
by the hospital/state. Even if we have experienced an 
important need to use telematic solutions, liability and 
risk management issues has greatly limited this pos-
sibility in our unit. The need of telemedicine in the 
time of COVID-19 pandemic has encouraged us to 
implement future virtual encounters in order to reduce 
unnecessary in-person visits by taking into considera-
tion all legal, ethical and medico-legal aspects.

Conflict of interest: Each author declares that he or she has no 
commercial associations (e.g. consultancies, stock ownership, equity 
interest, patent/licensing arrangement etc.) that might pose a con-
flict of interest in connection with the submitted article

References

1.  Baccarani, Alessio MD, FACS; Pappalardo, Marco MD; 
Starnoni, Marta MD; De Santis, Giorgio MD Plastic 
 Surgeons in the Middle of the Coronavirus Disease 2019 
Pandemic Storm in Italy, Plastic and Reconstructive  Surgery -  
Global Open: May 2020 - Volume 8 - Issue 5 - p e2889 doi: 
10.1097/GOX.0000000000002889

2.  Starnoni, Marta MD; Baccarani, Alessio MD, FACS; Pap-
palardo, Marco MD; De Santis, Giorgio MD Management 
of Personal Protective Equipment in Plastic Surgery in the 
Era of Coronavirus Disease, Plastic and Reconstructive 
Surgery - Global Open: May 2020 - Volume 8 - Issue 5 - p 
e2879 doi: 10.1097/GOX.0000000000002879

3.  Starnoni M, Baccarani A, Pinelli M, Pedone A, De San-
tis G. Tattooing of the nipple-areola complex: What not to 
do. A case series. Ann Med Surg (Lond). 2020;55:305-307. 
Published 2020 May 30. doi:10.1016/j.amsu.2020.05.041

4.  Starnoni M, Pinelli M, Franceschini G, De Santis G. A Rare 
Case of Nipple-Areolar Complex Partial Necrosis following 
Micropigmentation: What to Learn?. Plast Reconstr Surg 
Glob Open. 2019;7(11):e2494. Published 2019 Nov 27. 
doi:10.1097/GOX.0000000000002494

5.  Baccarani A, Starnoni M, De Santis G. Ultrasonic Cut-
ting and Coagulating Device in Implant-based Breast 
Reconstruction. Plast Reconstr Surg Glob Open. 
2018;6(11):e2020. Published 2018 Nov 1. doi:10.1097/
GOX.0000000000002020



Liability Issues in Plastic Surgery Telemedicine 3

6.  Starnoni M, De Santis G, Pinelli M. Fibula Free Flap Elevation 
without Tourniquet: Are Harmonic Scalpel Shears  Useful?. 
Plast Reconstr Surg Glob Open. 2019;7(9):e2409. Published 
2019 Sep 10. doi:10.1097/GOX.0000000000002409

7.  Pinelli M., Starnoni, M., De Santis, G. (2020). The Use of 
Cold Atmospheric Plasma Device in Flap Elevation. Plastic 
and Reconstructive Surgery - Global Open. Publish Ahead 
of Print. 1. 10.1097/GOX.0000000000002815.

8.  Benanti E, Starnoni M, Spaggiari A, Pinelli M, De Santis G. 
Objective Selection Criteria between ALT and Radial Fore-
arm Flap in Oral Soft Tissues Reconstruction. Indian J Plast 
Surg. 2019;52(2):166-170. doi:10.1055/s-0039-1693504

9.  Spaggiari A, Benanti E, Starnoni M, Sala P, Baccarani A, 
Santis G. Lower Lip and Chin Reconstruction with Func-
tional Myocutaneous Gracilis Flap. Indian J Plast Surg. 
2019;52(2):242-245. doi:10.1055/s-0039-1693511

10. Baccarani A, Starnoni M, Zaccaria G, et al. Obtura-
tor Nerve Split for Gracilis Free-flap Double Reinnerva-
tion in Facial Paralysis. Plast Reconstr Surg Glob Open. 
2019;7(6):e2106. Published 2019 Jun 19. doi:10.1097/
GOX.0000000000002106

11. Starnoni M, Pinelli M, De Santis G. Surgical Wound Infec-
tions in Plastic Surgery: Simplified, Practical, and Stand-
ardized Selection of High-risk Patients. Plast Reconstr 
Surg Glob Open. 2019;7(4):e2202. Published 2019 Apr 23. 
doi:10.1097/GOX.00000000000

12. Starnoni M., Colzani G., De Santis G., Leti Acciaro A.. 
Management of locked volar radio-ulnar joint dislocation. 
Plast Reconstr Surg Glob Open. 2019. 7(10):e2480.

13. Starnoni M., Colzani G., De Santis G., Leti Acciaro A.. 
Median nerve injury caused by screw malpositioning in per-
cutaneous scaphoid fracture fixation. Plast Reconstr Surg 
Glob Open. 2019. 7(6):e2292.

14. Loeb AE, Rao SS, Ficke JR, Morris CD, Riley LH 3rd, 
Levin AS. Departmental Experience and Lessons Learned 
With Accelerated Introduction of Telemedicine Dur-
ing the COVID-19 Crisis. J Am Acad Orthop Surg. 
2020;28(11):e469-e476. doi:10.5435/JAAOS-D-20-00380

15. Kim DW, Choi JY, Han KH. Risk management-based 
security evaluation model for telemedicine systems. BMC 
Med Inform Decis Mak. 2020;20(1):106. Published 2020 
Jun 10. doi:10.1186/s12911-020-01145-7

16. Ray I, Poolsapassit N. Using attack trees to identify ma-
licious attacks from authorized insiders. In: di Vimercati 
SC, Syverson P, Gollmann D, editors. Computer security 

– ESORICS 2005. ESORICS 2005. Lecture notes in com-
puter science. Berlin: Springer; 2005. pp. 231–246.

17. Hollander JE, Carr BG. Virtually perfect? Telemedicine for 
Covid-19. N Engl J Med. 2020. 10.1056/NEJMp2003539.

18. Alloghani M, Al-Jumeily D, Hussain A, Aljaaf AJ, 
Mustafina J, Petrov E. Healthcare services innovations 
based on the state of the art technology trend Industry 4.0. 
In: 2018 11th Int Conf developments in n eSystems engi-
neering (DeSE), vol. 2018. Cambridge. p. 64–70. 10.1109/
DeSE.2018.00016.

19. Camara C, Peris-Lopez P, Tapiador JE. Security and pri-
vacy issues in implantable medical devices: a comprehen-
sive survey. J Biomed Inf. 2015;55:272–289. doi: 10.1016/j.
jbi.2015.04.007.

20. Al-Janabi S, Rawat S, Patel A, AlShourbaji I. Design and 
evaluation of a hybrid system for detection and prediction of 
faults in electrical transformers. Int J Electr Power Energy 
Syst. 2015;67. 10.1016/j.ijepes.2014.12.005.

21. Mahdi M, Al-Janabi S.  International conference on big data 
and networks technologies. Cham: Springer; 2019. A novel 
software to improve healthcare base on predictive analytics 
and mobile services for cloud data centers; pp. 320–339

22. Department of Health and Human Services, USA. 2020. 
https://www.hhs.gov/sites/default/files/covid-19-hipaa-
and-first-responders-508.pdf [Accessibility verified April 
6, 2020].

23. Department of Health and Human Services, USA. 
BULLETIN: HIPAA Privacy and Novel Coronavirus. 
2020.https://www.hhs.gov/sites/default/files/february-
2020-hipaa-and-novel-coronavirus.pdf [Accessibility veri-
fied April 6, 2020].

24. Calton B., Abedini N., Fratkin M. Telemedicine in the time 
of coronavirus. J Pain Symp Manage. 2020 doi: 10.1016/j.
jpainsymman.2020.03.019. S0885-3924(20)30170-6 [pub-
lished online ahead of print, 2020 Mar 31]

Received: 20 July 2020
Accepted: 21 July 2020
Correspondence:
Dr. Marta Starnoni 
Division of Plastic Surgery, Modena University Hospital,
Largo Pozzo 71, 41124 Modena, Italy
Phone-number: +393208268625
E-mail: martastarn@gmail.com


