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Abstract: The technological advancements promote the rise of the fourth industrial revolution,
where key terms are efficiency, innovation, and enterprises’ digitalization. Market globalization,
product mass customization, and more complex products need to reflect on changing the actual
design methods and developing business processes and methodologies that have to be data-driven,
AI-assisted, smart, and service-oriented. Therefore, there is a great interest in experimenting with
emerging technologies and evaluating how they impact the actual business processes. This paper
reports a comparison among the major trends in the digitalization of a Factory of the Future, in
conjunction with the two major strategic programs of Industry 4.0 and China 2025. We have focused
on these two programs because we have had experience with them in the context of the FIRST
H2020 project. European industrialists identify the radical change in the traditional manufacturing
production process as the rise of Industry 4.0. Conversely, China mainland launched its strategic
plan in China 2025 to promote smart manufacturing to digitalize traditional manufacturing processes.
The main contribution of this review paper is to report about a study, conducted and part of the
aforementioned FIRST project, which aimed to investigate major trends in applying for both programs
in terms of technologies and their applications for the factory’s digitalization. In particular, our
analysis consists of the comparison between Digital Factory, Virtual Factory, Smart Manufacturing, and
Cloud Manufacturing. We analyzed their essential characteristics, the operational boundaries, the
employed technologies, and the interoperability offered at each factory level for each paradigm. Based
on this analysis, we report the building blocks in terms of essential technologies required to develop
the next generation of a factory of the future, as well as some of the interoperability challenges at a
different scale, for enabling inter-factories communications between heterogeneous entities.

Keywords: digital factory; virtual factory; cloud manufacturing; Industry 4.0; China 2025

1. Introduction

The digitalization of a factory is deeply impacted by the new trends emerging under
the umbrella of programs developed in the on-going fourth industrial revolution, which
aims to automatize traditional manufacturing process and systems, taking benefits from
the modern technologies developed by the ICT. Digitalization includes the application of
technologies at a different scale, shifting from software downing to infrastructure, and
systems to revolutionize traditional production processes and business. In this scenario,
different programs have emerged to identify major trends in the digitalization of a factory.
Thanks to our involvement in the FIRST H2020 project (vF Interoperation suppoRting
buSiness innovaTion) (https://www.h2020first.eu, accessed on 24 October 2021), we had
experience concerning the European program Industry 4.0 and the Chinese program China
2025; the FIRST project is a mobility project that involves European and Chinese universities
and companies, focusing on virtual factories. We did not find a comparison in the literature
between the two programs, in our opinion because of the difficulties of consulting Chinese
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documents and repositories, so we decided to compare them. Therefore, in this review
paper, we report about our work. European industrialists identify the radical change in the
traditional manufacturing production process as the rise of Industry 4.0 [1]. Conversely,
China mainland launched its strategic plan China 2025 to promote smart manufacturing as
an objective for digitalizing traditional manufacturing processes.

On the one hand, the digitalization of factories is considered a revolution that will
bring a lot of benefit to factories, so it has attracted a lot of attention, both from en-
trepreneurs and from researchers [2]; on the other hand, there are sparse and different
approaches that have common as well as different aspects. The latter makes it difficult
to choose the most appropriate approach, because of the lack of standards and of the
difficulties in understanding the pros and cons for the specific factory. From the above
considerations, this scenario calls for investigation.

Industry 4.0 and China 2025 programs share the goal of realizing the next Factory of
the Future towards the development of an ICT-enabled intelligent manufacturing [3,4]. In
these two programs, the link between industrial machines, humans, and manufacturing
systems is achieved by forming virtual collaborative networks to quickly respond to the
market changes supported by Cyber-Physical Systems (CPS) as the system’s backbone.
They enable the integration of all resources related to the manufacturing process. The
traditional Product Lifecycle Management (PLM) is the process of managing the entire
product lifecycle of the supply chain. This process ranges from the preliminary activity,
such as product prototyping, down to product design and its realization. Data originated
from the activities of PLM mainly focuses on physical products rather than virtual models.
The lack of convergence between physical products and virtual models gets data in the
product lifecycle isolated, fragmented, and stagnant, which is useless for manufacturing
enterprises [2]. In this scenario, Cyber-Physical Systems (CPS) have the central role of
enabling a digital twin model. One of the key aspects of the digital twin model is es-
tablishing a link between physical products and virtual models. The digital twin model
enables the designer to test, predict, and verify product performance by simulating a design
scheme and manufacturing process before diving into the production process. A general
definition of the Digital Twin model is given by [5] as: “Digital twin model is an integrated
multi-physics, multi-scale, probabilistic simulation of a complex product and uses the best
available physical models, sensor updates, to mirror the life of its corresponding twin”.

To this end, the digital twin model consists of three parts. A physical part where
products and manufacturing assets compose the existing shop floor layer. A virtual part
where virtual models of products and manufacturing assets enable constructing a virtual
model to test, simulate, and verify product performances. The last part is a link between
the physical layer and the virtual layer to synchronize and integrate the physical and the
virtual world. To address this new shortcoming, a paradigm shift is needed to build the
next generation of Factory of the Future.

The digital-twin-driven manufacturing process enables industries to face new chal-
lenges arisen from the change of market requirements. For example, the new emerging
trend known as product mass customization puts final customers at the center of the man-
ufacturing process by allowing mass customization of products. The driven digital-twin
manufacturing process fits these requirements by allowing industries to rapidly change
manufacturing processes or customize them according to customer requirements. The im-
plementation of the digital twin model is addressed at different layers of the supply chain.

The main contribution of this review paper is to report about the investigation of
the state-of-the-art w.r.t. paradigms, frameworks, and tools to realize the digital twin
model in the two considered programs, i.e., Industry 4.0 and China 2025. In this sense,
different literature trends identify new paradigms for the realization of the factory of the
future. The paradigm Virtual Factory (VF) has been used primarily referring to European
factories, Digital Factories (DF) and Smart Factories (SF) paradigms having a widespread
in European and China, and Cloud Manufacturing (Cmfg) known as a new paradigm for
the digitalization of Chinese industries taking its advantage from the cloud computing
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paradigm. In our study, we point out the common aspects of the approaches as well as
the differences among them, comparing in particular Cloud Manufacturing and Virtual
Factories. As a final contribution of our study, we envision the building blocks of the
factories of the future comprising multiple technologies at a different scale. In particular,
we analyzed core technologies which promote the digitalization of the supply chain, as
well as some interoperability issues to address while enabling inter-factories cooperation.

The paper is organized as follows. We introduce in Section 2 the methodology adopted
in this research to extract relevant papers in the field. Then, we introduce the character-
istics of Digital Factories, discussing their extensibility as Smart and Virtual Factories
(Section 3), then we describe the Cloud Manufacturing, providing an example of its ap-
plication (Section 4). Starting from the above descriptions, we propose in Section 5 a
comparison between Virtual Factory and Cloud Manufacturing, while Section 6 highlights
the main architectural components for the enablement of a factory of the future, starting
from the paradigms examined in the previous sections. Some of the interoperability chal-
lenges to enable seamless inter- and intra-factory communications are presented. Finally,
Section 7 collects some discussions and the conclusions about our study, and sketches some
future works.

2. Research Method

To measure how widespread these paradigms are, we performed a literature count
within two different databases to collect and identify relevant works on the topic. Google
Scholar (https://scholar.google.com/, accessed on 24 October 2021), which indexes scien-
tific literature, has been employed to identify articles from a European Perspective. Con-
versely, the popular Chinese search engine Baidu Scolarly (https://xueshu.baidu.com/,
accessed on 24 October 2021), which indexes scientific literature written in the Chinese
language, has been employed to identify relevant literature on the topic from Chinese
scientific journals.

As most of the scientific journals in China are not published in English, much of
the current scientific development is not readily available to non-Chinese-speaking scien-
tists [6].

To overcome the language barrier, we employed some of the automatic translation
tools, such as Google Translate (https://translate.google.com/, accessed on 24 October
2021), to be able to identify the keywords reported in Table 1 for non-English literature.

Table 1. Keywords in English and Chinese languages for identification of trends in FoF.

Keyword-EN Keyword-CH

Digital Factory 数字化工厂

Smart Factory 智能工厂

Cloud Manufacturing 制造

Virtual Factory 虚拟工厂

We applied the following searching criteria for restricting research results on search
engines: (i) period-filter works on the time frame that ranges from 2017 to 2019. (ii) work
titles. It requires that the keyword appears in the work title, thus avoiding retrieving
articles out of the scope (i.e., articles that occasionally mention the keyword). The same
research parameters have been applied to both search engines by specifying the same filters.
Finally, to avoid results overlapping, we restricted results on Google Scholar and Baidu
Scholar by filtering only articles written in English and Chinese.

The keywords reported in Table 1 produce the results represented in Figure 1. The
search of keywords “Cloud Manufacturing” and “Smart Factory”, respectively, produce
(607, 413) and (686, 890) match on both search engines, which indicates an emerging
trend of these paradigms over the three years. Keywords “Digital Factory” and “Virtual

https://scholar.google.com/
https://xueshu.baidu.com/
https://translate.google.com/
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Factory” produce the following matches: (151, 171) and (79, 111). We followed the two-
state approach described by [7] to select quality and relevant articles by determining the
following characteristics: (i) keywords, (ii) scope of the work, (iii) goal, (iv) content, and
(v) relevance to the field. During the first round, we obtained many results for “Cloud
Manufacturing” and “Smart Factory” while we obtained few for the other two paradigms.
Therefore, during the second round of search, we applied more search filters. For Smart
Manufacturing and Cloud Manufacturing, we reduced the matching results by specifying
more matching criteria. We removed works that occasionally cite the keywords without
discussing them. In addition, we expanded the publication time for “Digital and Virtual
Factories”, considering the time frame 2012–2018 as obtaining more relevant results. The
second round produces 58 research works that were grouped into four categories [8] based
on the topic.

1. “Concept and perspectives” includes 22 selected research works to define scope, goal,
and perspectives in the application of “Digital Factory”, “Virtual Factory”, and “Cloud
Manufacturing”.

2. “Interoperability” contains 9 selected works that outline major challenges in the in-
tegration between virtual and real factory, as well as challenges arisen during the
integration of different paradigms (i.e., transition from digital to smart factory).

3. “Key technologies” includes 14 research works to describe the most attractive technolo-
gies for implementing a Cyber-Physical System of a Factory of the Future.

4. “Applications in Industry” contains 11 relevant works in which authors report their
experience in realizing systems for Industry 4.0. In the next sections, we describe
Digital Factories, Virtual Factories, and Cloud Manufacturing characteristics.

Figure 1. Matching results on search engines of keywords reported in Table 1.

In the following, we analyze the main characteristics of the four approaches reported
in Table 1.

3. Characteristics of Digital Factory

A digital factory refers to a new type of manufacturing production organization that
simulates, evaluates, and optimizes the production processes and systems. Digital factories
are not confined only to the production stage; instead, they extend to address the entire
product lifecycle.

The production process in a digital factory occurs from the early stage of product
design down to the lowest stage of product planning and realization. As key features of
the design stage, digital design, modeling, and simulations contribute to shortening the
time for designing and manufacturing products [9].

Models and simulations are extended to all tangible and intangible assets of the factory.
3D-motion simulation is applied to virtual models on various stages to improve the product
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and process planning on each level [10]. The digital factory represents a bridge for the
existing gap between product design and manufacturing [11]. Thus, the digital factory
covers the entire product lifecycle at different manufacturing levels, focusing on the virtual
representation of the factory’s manufacturing assets, virtual plant visualization, intelligent
control, and optimization of the product lifecycle through model simulation.

To this end, the digital twin model is based on different models representing physical
manufacturing assets (i.e., 3D-model, discrete event model) and virtual simulation technol-
ogy to simulate and predicts the performance of virtual models, as well as an integration
platform to realize two-way connectivity between digital and real factory [12].

In the digital factory, the product design shifts from traditional 2D drawings to a
collaborative 3D model design based on CAD [13]. In this context, it enhances the following
aspects: (i) product performances (i.e., manufacturability, cost) are predicted by model
simulations, thus the entire manufacturing process is optimized; (ii) product design is
collaborative, meaning that multiple design departments (within the company boundaries)
take part in the product design.

One of the significant concepts of a digital factory is representing the physical objects
composing the shop floor in a virtual space. The connection between the physical and the
virtual world of a factory is realized through virtual models [14].

3D-Virtual Reality (VR) technologies replicate the shop floor in a virtual space, and
simulation results optimize the design process without the need for sample manufacturing.
Through three-dimensional modeling and virtual simulation technology, the design layer
predicts the production performance and improves and optimizes the product life-cycle
based on simulation results.

The digital factory’s core is represented by the integration of existing manufacturing
systems at different operational layers and the adoption of 3D modeling technologies,
virtual simulation, and Virtual Reality/Augmented Reality technologies. The digital
factory promotes technological support for the entire product life cycle by creating a digital
twin model.

To this end, the authors of [15] propose a framework that enables the development
of a feasible semantic model that supports the easy creation of digital twins for physical
assets of a factory. The shop floor hardware virtualization encompasses a data model that
encapsulates the machines technical specifications composing the factory floor.

Conversely, at the control layer, virtual simulation plays a central role in modern man-
ufacturing companies that adopt virtual reality to design and verify production systems
such as machine simulation, process verification, and factory layout planning and simu-
lation. Simulation of virtual resources is made available through a variety of commercial
tools such as Arena [16], DELMIA [17], and Flexsim [18]. For example, South Korea’s
Samsung Heavy Industries use DELMIA software to build a 3D layout of the factory floor
and simulate the shipbuilding process in a virtual environment, from the concept down to
the deployment [19].

The model-based simulation also helps to identify bottlenecks in the production line
whose identification in the real world would have required a long-term verification with
high costs (i.e., to maximize the production by reducing the number of failures caused by
poor processes and failures of mechanical parts). As an example, authors in [20] built a
Flexsim model starting from real data of a packaging production line. The model helped
in identifying machine failures of the hardware composing the shop floor. Therefore,
continuously updating simulation models with monitoring data improves the accuracy
and precision of the predictions [21].

In addition, the recent advancements in the field of Augmented reality helps to
solve common problems in the manufacturing plant. The increasing cost of labor and the
loss of knowledge due to the retirement of highly skilled employees are minimized by
adopting Augmented Reality technologies. As an example, AR is used to train newcomers
by providing visual training on mastering manufacturing equipment. Information is
displayed directly on the eye screen through the use of standard AR glasses. This approach
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reduces the cost of training newcomers and enables the instruction of employees to handle
hardware failures by displaying procedures to recover from failures, thus improving the
maintenance. As a result, Augmented Reality has been successfully employed towards
assembly tasks in the manufacturing plants [22].

3.1. From Digital to Smart Factory

The design of an intelligent shop floor layer of a digital factory is related to the new
concept of a smart factory. A digital factory is the key enabler of a smart factory for the
next generation of a Factory of the Future. A smart factory connects the main actors of
the supply chain (people, products, and materials) to realize seamless communication and
integration (man-and-machine) for the smart manufacturing realization. The adoption
of high-end manufacturing equipment (i.e., smart devices, industrial robots, and robotic
arms) and the integration of well-established equipment with IoT devices and sensors
allows collecting real-time data and information from the factory floor. Smart factory
adds decision-making capabilities to the shop floor, and data collected from equipment is
analyzed to improve the lowest manufacturing layer’s production process.

In the literature, many definitions of smart factories are given. A most inclusive
one defines a smart factory as [23]: “a manufacturing solution that provides such flexible
and adaptive production processes that will solve problems arising on a production facility with
dynamic and rapidly changing boundary conditions in a world of increasing complexity. This
special solution could, on one hand, be related to automation, understood as a combination of
software, hardware and/or mechanics, which should lead to optimization of manufacturing resulting
in reduction of unnecessary labor and waste of resource. On the other hand, it could be seen
in a perspective of collaboration between different industrial and nonindustrial partners, where
the smartness comes from forming a dynamic organization”. Authors highlight this system’s
potential to enable cooperation between industry stakeholders and the optimization of
manufacturing processes.

For a smart factory, the digital factory represents a necessary prerequisite for its en-
ablement. A smart factory is, in turn, necessary for the development of the next generation
of smart manufacturing. Within a smart factory, the digital factory’s capabilities are im-
proved by adding an extra layer that provides real-time data from the shop floor, thus
simplifying the construction of faithful 3D models of the digital factory. The shop floor
data collection enables the digital factory to better design models, improving accuracy as
well as simulation results (see Figure 2).

3D
modelling,

product
lifecycle
is model-

driven

Simu-
lation,
opti-

mize the
product

realization

Virtual
Reality,
virtual

represen-
tation
of the
factory

Data
Analysis,

IoT
devices
collect

data from
the shop

floor

Figure 2. Digital Factory lifecycle. The Smart factory enables data sensing from the shop floor.

In implementing a Smart Factory system, the Internet of Things (IoT) plays a key role.
IoT sensors’ data sensing enables the digital factory to enrich virtual models with real-time
data inferred from the shop floor. Sensing capabilities improve model accuracy as well as
provide real-time statistics about the manufacturing process of the supply chain. A sensing
layer links the smart factory with existing applications of digital factories.
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Therefore, a smart factory requires both vertical interoperability between shop-floor
automation devices and services, as well as horizontal interoperability between enterprises
and cloud service platforms [24].

As an open challenge, the integration between smart and digital factory [25] requires
to provide an interface between entities of the digital factories and IoT devices of the smart
factory. The integration requires to guarantee semantic and functional interoperability
between heterogeneous technologies. IT applications should be enabled to receive data
from smart devices from the digital factory layer, process these data, and update the virtual
models. From the smart factory layer, the devices should receive feedback produced by the
digital factory to optimize the manufacturing processes and help to make better decisions.
This requirement poses the challenges of enabling interoperability on three levels [26]:
(i) data transfer protocols, (ii) semantic of data, and (iii) data presentation.

A proposed reference model for enabling interoperability among different assets of In-
dustry 4.0. is the Reference Architectural Model Industry 4.0 (RAMI 4.0) [27]. RAMI 4.0. has
been employed as service-oriented reference architecture (see Figure 3) for implementing
projects of Industry 4.0.

Figure 3. RAMI 4.0. Reference service-oriented architecture for Industry 4.0 [28].

RAMI 4.0. defines a service-oriented architecture (SOA) where applications are offered
as a service and communicate over a network. The architecture aims to decouple complex
application logic in order to communicate with each other through exposed services. Its
architecture consists of three different axes views, each one describing a crucial aspect for
industry 4.0 (see Figure 3).

The Hierarchy Levels axis positioned to the horizontal right axis refers to the standard
IEC62264 / IEC61512, which defines standard functionalities for factories. This axis in-
cludes the label “Connected World”, “Field Devices”, and “Product”. They refer to the
connection between products and IoT within the factory, enabled by IoT sensing capabili-
ties. Different IoT technologies are used to this purpose as field actuators (based on Remote
Frequency Identifier RFID technology and IoT sensors forming Wireless Sensor Networks).
These technologies act like an external service to its associated environment, referred to as
horizontal integration (across the factories).

The Life Cycle & Value Stream positioned to the left horizontal axis refers to the product
life cycles based on IEC 62890. Each product in the factory has its life cycle, which requires
physical and virtual assets. Physical assets include manufacturing machines, hardware,
components, and tools. Virtual assets include software, operating systems, project files,
and data. In RAMI 4.0. these criteria are maintained with differentiation between product
“instances” and “types”. When a product is being designed, it will be referred to as a type.
When the product shifts from design to production, it will be referred to as an instance.
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Whenever a product needs to be redesigned or new features must be added, it will move
again to the type state.

The layers on vertical axis represent the integration among six layers, ranging from
business, functional, information, communication, integration, and asset.

Another reference architecture proposed for the deployment of IoT based industrial
systems that are better built and integrated with a shorter time to market is the Industrial
Internet Reference Architecture (IIRA) [29]. The architecture consists of 4 layers, each
representing a specific viewpoint of the system (see Figure 4).

Figure 4. Industrial Internet Reference Architecture (IIRA) viewpoints for smart manufacturing [30].

The Business Viewpoint comprises the stakeholder requirements on the type of system
they want to realize and its objectives. From a general perspective, it resembles all primary
motivations on why to realize a specific type of system and how the end-users will use the
system. The Usage Viewpoint comprises all the scenarios, as well as the behaviour of the
system and its interactions. The next layer is the Functional Viewpoint, which includes
all the system characteristics and the interrelation among system components as well as
external actors. The last layer is the Implementation Viewpoint, which deals with the
technologies needed to implement functional components.

Comparing the RAMI 4.0 and IIRA architecture described above, the Internet Ref-
erence Architecture proposed an alignment among the two architectures (https://www.
iiconsortium.org/pdf/JTG2_Whitepaper_final_20171205.pdf, accessed on 24 October 2021)
presented in Figure 5.

The IIRA Usage and Implementation Viewpoints are complementary to RAMI 4.0, as
shown in Figure 5, since in the RAMI 4.0 reference model, there is no counterpart feature.
The Business Viewpoint of IIRA is complementary to the RAMI 4.0 life cycle dimension
as it includes additional concepts that are useful to better define the needs of the various
actors and organizations involved in the product life cycle. The layer dimension of RAMI
4.0 is similar to the Functional Viewpoint, except that RAMI 4.0 is more specific to the
manufacturing domain and, therefore, it fits better in manufacturing applications. The cross-
cutting functions and system characteristics of IIRA are, in that sense, complementary to
the layer dimension. Connectivity is the only divergence found between the two reference
models [30]. RAMI 4.0 focuses on a Service Oriented Architecture, while IIRA lacks a
microservices-oriented communication schema. However, there are some similarities in
the protocol stacks of the two reference models.

https://www.iiconsortium.org/pdf/JTG2_Whitepaper_final_20171205.pdf
https://www.iiconsortium.org/pdf/JTG2_Whitepaper_final_20171205.pdf
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Figure 5. Industrial Internet Consortium alignment between RAMI 4.0 and IIRA [30].

3.2. Relationship between Digital Factory and Virtual Factory

The European concept of Virtual Factory is a major expansion upon virtual enterprises
in manufacturing. The virtual organization approach integrates collaborative business
processes from different enterprises to simulate, model, and test different design options to
evaluate performance, thus to save time-to-production [31].

Both digital factory and virtual factories share common reference models for realizing
a Factory of the Future. In a digital factory, decision-making technologies play a key role in
real plant simulation and optimization.

Similar applications are found in a digital factory, where its implementation extends
to design and production processes across multiple departments within the company
boundaries. This trend emerges in companies that implement a digital factory to support
a collaborative process among departments. For example, the China Aerospace Science
and Technology 211 company adopts a full step-by-step design process, ranging from
3D-to-process to 3D-to-site and 3D-to-factory. It can be outlined that the adoption of 3D
models drives process collaboration through the entire development process. Therefore,
three-dimensional modeling is a key enabler of a collaborative process, promoting the
sharing of product data flexibly within the digital factory boundaries.

Similarly, 3D virtual environments and discrete event simulation models are proposed
for modeling, simulating, and evaluating manufacturing assets [31] in a virtual factory.
In contrast, while a digital factory is likely to define its operational boundaries inside the
company, a virtual factory extends the factory’s capabilities across multiple organizations
to provide a unified virtual environment to test, model, and simulate factory layouts and
processes [32].

Ultimately, there is a strong overlap between the digital factory and the virtual factory.
While the digital factory provides cooperation within departments, the virtual factory
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extends this cooperation among multiple enterprises. Therefore, for the rest of the chapter,
we will refer to a virtual factory as an extension of the digital factory. The concept of
collaborative manufacturing is also an important characteristic of cloud manufacturing
described in the next section.

4. Characteristic of Cloud Manufacturing

Cloud manufacturing is an emerging trend popular in China, which benefits from
cloud computing and information technology to achieve resource-sharing across small and
medium-sized enterprises (SMEs). It has become a national trend due to rapid industrializa-
tion and the advancement of information technology. Cloud Manufacturing can be defined
as a model for enabling ubiquitous, convenient, on-demand network access to a shared
pool of configurable manufacturing resources (e.g., manufacturing software tools, manu-
facturing equipment, and manufacturing capabilities) that can be rapidly provisioned and
released with minimal management effort or service provider interaction [33]. Therefore,
on-demand services, resource virtualization, and decentralized services of centralized re-
sources promote new networked manufacturing forms to respond quickly to unpredictable
demands of the market. Cloud Manufacturing inherits the concept of “everything is a
service” from cloud computing. It proposes a new paradigm of Manufacturing as a Service
(MaaS), which encapsulates manufacturing assets (software tools, production systems,
capabilities) into cloud services providing on-demand access to consumers. Further, cloud
manufacturing promotes a new collaborative manufacturing business model, represented
in Figure 6. Collaborative cloud manufacturing promotes the active role of the customers
during the production process. Customers interact with manufacturers via a cloud platform
by specifying their product requirements. Mass customization of products is enhanced
by creating a network of enterprises Distributed Manufacturing Systems (DMS), having
different roles in the production process.

Figure 6. Collaborative cloud manufacturing model taken from [34].

The nature of services provided in the cloud is extremely variegated due to the neces-
sity to cover the traditional manufacturing processes and the related products life cycle.
According to [35], service delivery models (SDM) are typical of Cloud Computing, and
they can be divided into: Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), and
Software-as-a-Service (SaaS). In contrast to traditional cloud computing, services are pro-
vided both by cloud computing resources and manufacturing resources (smart robots,
production systems, equipment). Services provided by the cloud can range from pure
manufacturing services (i.e., equipment for product realization) to manufacturing software
services (provided through a cloud computing resource). Cloud delivery models fit accord-
ingly to the different manufacturing steps. As an example, considering the product life
cycle, the following delivery models are suitable for the different production stages:
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• Product Design, Product Simulation, and Product Management delivered as SaaS
• Product Planning delivered as PaaS
• Product Realization (requiring the use of physical equipment composing the factory

floor) delivered as IaaS

In addition to the standard cloud manufacturing services mode, cloud manufacturing
promotes a new form of enterprises collaboration through the on-demand access of virtual-
ized and decentralized resources via a cloud platform. For example, virtual enterprises set
up a collaborative network that supports a different form of coupling, such as loose and
tight coupling. According to the diverse enterprise needs, loose coupling is selected for
occasional use of manufacturing assets, while a tight coupling is chosen whenever a global
manufacturing process relies on services offered by multiple enterprises. Therefore, a cloud
architecture promotes enterprise collaboration by enabling multiple forms of alliances
according to diverse needs. Through the unified management of resources/capabilities,
cloud manufacturing promotes the sharing of decentralized resources of manufacturing
resources/capabilities highlighted by the manufacturing grid and includes integrating and
sharing hard manufacturing resources.

Cloud manufacturing has four typical deployment modes inherited from cloud com-
puting [33] (public cloud, private cloud, hybrid cloud, and community cloud).

• In the public cloud, service providers subscribe and publish their services in a multi-
tenant environment. A cloud platform provides on-demand use of services to an open
community of customers.

• Private cloud restricts the operational mode within enterprises boundaries. In a private
cloud, all actors belong to the same organization.

• A community cloud is shared among companies which group together sharing the
infrastructure.

• Hybrid cloud mixes the previous mode to integrate different types of cloud (e.g.,
public, private). Forming a bridge between different clouds requires cloud owners to
select proper resources sharing models. Authors in [36] proposed a framework for the
development of hybrid cloud, bridging multiple cloud platforms.

The success case of cloud manufacturing in China mainly includes small- and medium-
sized enterprises that have established their information systems [37]. Despite the cloud
manufacturing aims to cover the entire manufacturing product life-cycle, ranging from
collaborative product design down to services integration and virtualization and sharing
of manufacturing resources, at present, the development of a full-featured cloud manu-
facturing application case is still under development [35]. Nevertheless, many industries
start to experiment with developing a cloud manufacturing platform at different levels
of awareness. The collaborative cloud platform proposed in [38] aims to balance uneven
resources distribution and fragmentation in the integration of different services in the mold
industry. The cloud platform acts as a trading platform where enterprises publish and
trade their manufacturing assets. The platform’s main functionalities include enterprise
registration as a service provider or customer, manufacturing assets registration, service
discovery, service selection, service evaluation, and transaction management.

Similarly, the features of the platform are extended [39] to enable integration at the
process level, as well as the tight coupling of different manufacturing management sys-
tems (i.e., MES, ERP). The collaboration model between enterprises is based on a social
network model that guarantees interaction among partners in a relatively stable network
environment. According to the diverse business requirements, enterprises seek new part-
ners through the public market page, remove partners from an alliance, or join multiple
networks simultaneously. The platform Tianzhi Net (www.cosimcloud.com, accessed on
20 September 2021) enables enterprises business collaboration of local industrial chains [39].
The example reported in Figure 7 shows a network alliance based on a social network
model enabled by a cloud platform.

www.cosimcloud.com
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Figure 7. An example of a collaborative network established via a cloud platform.

5. Comparison between Cmfg and vF

In this Section, we compare Cloud Manufacturing (Cmfg) and Virtual Factory (vF)
based on some of their main features. Firstly we introduce the operational boundaries to
examine the degree of interoperability across factories. We examine different approaches
to provide interoperability at each architectural layer. Then, we describe the main actors
of a vF and Cmfg. Finally, we briefly introduce potential applications for simulating and
optimizing a factory. Table 2 summarizes this comparison. The comparison takes into
consideration for each of the discussed paradigms the following characteristics: (i) Opera-
tional Boundaries (ii) Data Interoperability, (iii) Service interoperability, (iv) Operational Roles,
(v) Simulation and Optimization

Table 2. Key features of vF and Cmfg.

vF Cmfg

Operational Boundaries inter-factories Expand to multiple heterogeneous
cloud environments

Data Interoperability common reference model for
unified data representation (VFDM)

Ontology-based models as: OWL, RDF
XML description language

Services Interoperability service-oriented architecture

Operational Roles Distinguish between resources
consumer/provider and vF owner Inherited from cloud computing

Simulation and Optimization
As an IT platform provide optimization by
simulations of the
real plant of the factory

SaaS applications to monitor
and controls the production process

Operational Boundaries. While one of the goals of a virtual factory is the enabling of
a wide collaboration to expand the business outside company boundaries, cloud manu-
facturing encompasses resources virtualization, decentralized services, and collaborative
deployment models to achieve enterprise collaboration. The concept of cloud manu-
facturing also includes dynamic resource allocation and different pricing models (i.e.,
pay-per-use, subscription, pay-for-resources), which not only opens up powerful forms of
collaborations but also promotes a networked production process to support the emerging
trend of the mass-customization.

Data Interoperability. One of the major challenges in a virtual factory is enabling
interoperability among SMEs. To this end, different works have been proposed in the
literature to support interoperability. The cloud-based storage architecture proposed
by [40] promotes the sharing of data across virtual factory activities through a Storage as a
Service cloud model. The storage is based on the concept of buckets, which are specific
isolated storage spaces managing data for different data types. These buckets manage
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different types of data in multiple databases. In the European research project Virtual
Factory Framework (VFF) [41], the proposed Virtual Factory Data Model (VFDM) provides
a unified common definition of data shared among the software tools connected to the
framework, using a shared meta-language. Similar challenges arise in cloud manufacturing,
where the goal is to enable interoperability in heterogeneous environments composed of
multiple cloud services. Authors in [41] propose to deal with data interoperability issues
in cloud manufacturing with an architecture based on Virtual Function Blocks (VFB).
Data manipulation is driven by function blocks, which guarantees the data related to the
manufacturing process to be consistent among heterogeneous cloud environments. To this
end, a Cloud manufacturing architecture [42] utilizes the Ontology Web Language (OWL)
to model cloud resources, as well as other approaches which are proposed to provide
a unified data modeling, such as ontology-based models (RDF and SPARQL) or cloud
resource and service description based on XML language [41]. The described proposal
enables interoperability over the three levels: (i) data transfer protocol, (ii) semantic of data,
(iii) data presentation. Those solutions are based on the adoption of standard IT protocols
like HTTP for data transfer, ontologies for providing semantic to the data (Resource
Description Framework (RDF), OWL), and standard data format as the JSON format for
data representation.

Service interoperability. In a virtual factory, a collaborative process includes the com-
position and integration of existing manufacturing services supported by technologies from
the service-oriented computing (SOA) [43]. In cloud manufacturing, each manufacturing
asset is virtualized via a virtual resource layer and deployed as a service through a service-
oriented layer, composing the cloud manufacturing architecture. For example, for virtual
enterprises and collaborative networks, cloud manufacturing supports different forms
of collaboration, such as loose coupling and tight coupling, and builds different forms
of alliances through its highly flexible cloud architecture, as mentioned before. Cloud
manufacturing enables the integration of decentralized social manufacturing assets to
achieve high levels of sharing and collaboration. In cloud manufacturing, enterprises
perform service development and provide manufacturing services to each other. It can
be seen that the concept of cloud manufacturing and service-oriented manufacturing is
completely consistent. Therefore, integration of cloud manufacturing services relies on
the adoption of service-oriented architecture as in a virtual factory. As an example, we
report the work of [44], in which authors propose a service-oriented architecture based on
a service broker to orchestrate services of multiple heterogeneous clouds.

Operational Roles. The Cmfg paradigm differentiates operational roles, such as
resource consumers, resources providers, and cloud operators. Although these roles are
immutable in a standard cloud environment, as pointed out in the previous section, cloud
manufacturing opens up new forms of collaborative models in which operational roles,
as well as sharing policies, are interchangeable. Therefore, the roles of the actors in a
multiple cloud collaborative environment need to be further studied to support a dynamic
form of collaborations, flexible sharing policies, as well as diverse pricing models for each
manufacturing asset. At the same time, the human role is taking into consideration during
the design of a virtual factory [45]; in particular, the parties involved in a service-oriented
virtual factory are defined as [43]: service resource, service provider, service consumer, and
service broker. These roles, respectively, identify the parties which offer physical services,
the consumer of these services, and the owner who controls and governs the virtual factory.
Therefore, although the virtual factory roles are coherent with the ones defined in the Cmfg,
as proposed in the Cloud, deployment models, as well as pricing models, need to be further
examined to enable a flexible collaboration between virtual factories.

Simulation and Optimization. From a virtual factory as an IT platform perspective,
the potential is extended to plan, simulate, and control the shop floor to assess the future
impact of production and maintenance planning decisions [46]. Similarly, in a cloud envi-
ronment, cloud-based services monitor the production planning and control the discrete
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manufacturing environment (i.e., machine availability monitoring and collaborative and
adaptive process planning [47], simultaneous shop scheduling, and material planning [48]).

6. Building Blocks of a Factory of the Future

After the analysis of each paradigm, we derive a reference framework for the real-
ization of the digital twin model. Figure 8 reports the analyzed paradigms as well as
the contribution to the realization of the factory of the future. The results highlight new
features on different levels: IoT technologies are the core system for real-time data analysis
and smart sensing and perception. This layer serves others layer as a data producer. Vir-
tual models of the Digital Factory can benefit from the real-time data collected from the
shop floor to enable virtual modeling of the real factory simulation and verification of the
production processes. On the Digital Factory side, the digitalization of the intra-factory
level opens up a new form of virtualization through the adoption of a 3D model-driven
production (CAD), Augmented reality (AR), and Virtual Reality.

Conversely, the IoT plays a key role also for the realization of the Cmfg. Shifting
from the intra-factory to the inter-factory levels where factories’ capabilities are offered as
a service, IoT enables a multi-model abstraction of factories’ assets to govern the digital
factory operations. In the Cmfg, each manufacturing resource is abstracted and exposed as
a Service according to the principles of Cloud Computing, enabling new forms of collab-
oration. Collaborative production, tracking materials, and shared production processes
are enabled by the implementation of Cmfg platforms. As discussed previously, Cmfg
is promoting the enablement of a new form of manufacturing processes, from which the
concept of Service emerges. Hard manufacturing resources are abstracted in order to
be offered and traded on Cmfg platforms as services. These platforms have different
deployment models and enable collaboration on a different scale. Private Cloud refers to a
Cloud infrastructure of exclusive usage of a single manufacturer. This option is suitable
to benefit from the advantages of Cloud computing without offering services to external
actors. On the contrary, Public Cloud is the deployment model enabling the shares of
services. Public Cmfg infrastructure can be accessed by consumers to acquire and utilize a
variety of services. These services can be in the form of software, platforms, or hardware.
This deployment model is the most promising to the enablement of a new form of collab-
orative manufacturing process since its possible to open up services at an inter-factory
level. Hybrid Cloud is a mixed model between public and private modes. As an example,
a hybrid Cloud enables factory federation. Multiple factories can agree on sharing com-
mon infrastructure and build an exclusive platform on top of it where they execute their
manufacturing process. This model opens up the concept of federated Cloud, in which
companies organize their own process on the Cloud without actually offering services to
the external entities. This form of collaboration is restricted at factory levels without going
on public services. Meanwhile, there are multiples challenges to be addressed in order to
realize a complete architecture for the digital-twin. Model accuracy and fidelity require
a high and complete synchronization between virtual and real shop floor. This requires
each entity of the shop floor to be mapped in the virtual space. As seen previously, this
requires a high degree of interoperability between system entities, which is not always
possible due to the high heterogeneity of technologies nowadays deployed on the shop
floor and due to lack of standards. The role of the data in the digital twin model must be
studied. New trends in Big Data and Deep Learning must be taken into account in order to
maximize model simulations and optimization of design processes, but also for predicting
failures and maximize the production processes. In this sense, models for smart analysis
and prediction for manufacturing processes must also be studied in relation to computing
capabilities enabled by the Cmfg.
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Figure 8. Factory of Future building blocks.

7. Final Remarks

In this section we report some discussion about our study and our conclusions, and
we sketch some future work.

7.1. Discussion

The presented study highlights different trends for the realization of factories of the
future, which involves applications of multiple technologies at different scales of the supply
chain. As described in Section 6, the results highlight new features on different layers. At
the lowest layer of the supply chain, IoT technologies are the core system for real-time data
analysis, smart sensing, and perception. Thanks to these sensing capabilities, new forms
of virtualization are enabled by the adoption of a 3D model-driven production (CAD),
Augmented reality (AR), and Virtual Reality technologies typical in a Digital Factory. At
an inter-factory level, each manufacturing resource is abstracted and exposed as a service
according to the principles of Cloud Computing, enabling new forms of collaboration by
offering collaborative production, tracking materials, and shared production processes
enabled by cloud services traded over Cmfg platforms.

In this scenario, IoT plays the important role of enabling a multi-model abstraction
of factories assets to govern the digital factory operations to the inter-factory level where
factories’ capabilities are offered as a service. Conversely, building accurate models of
those complex systems requires a high and trustable synchronization between the virtual
and real shop floor of the supply chain. This requires a high degree of interoperability
between system entities. In this sense, the challenge of enabling data interoperability in
the digital twin model must be further examined, as it plays the crucial role of enabling
transparent communications among heterogeneous entities of the factories.

7.2. Conclusions

This review paper analyzed the state-of-art paradigms that emerged for realizing
the Factory of the Future in the context of Industry 4.0 and China 2025, two programs
we had experience of in the context of the FIRST H2020 project. As shown from the
proposed study, digital factory and cloud manufacturing share the same goal of realizing
the manufacturing plant digitalization with different characteristics. During the literature
review, it emerged that Cmfg is much more popular in the Chinese scientific literature,
while Digital Factories are popular in Europe. Motivated by these differences, the study
aimed at identifying common characteristics as well as differences among those paradigms
to determine relevance among the two, as well as point out main interoperability challenges
that arise while integrating those two type of factories. From a common digital factory
perspective, the aim is to automate and digitalize the intra-factory level with the help of new
technological advancements, such as: virtual reality, augmented reality, and simulations
to optimize the production of the shop floor. Instead, from an inter-factory collaboration



Appl. Sci. 2021, 11, 9980 16 of 18

perspective, the most promising paradigms are the paradigm of cloud manufacturing
and the European concept of Virtual Factory. In this type of inter-communication, an
emergent challenge regards the enablement of interoperability among factories; moreover,
expanding business between European and Chinese factories requires further examining
interoperability issues between Digital Factories and Cloud manufacturing.

7.3. Future Work

For an effective interoperability among those paradigms, as future work, we plan to
review the state of the art in the application of software agents for the realization of the
different activities related to the Digital Twin model.

In fact, as shown in this review paper, Digital Factories represent an enabling key
paradigm to enhance global multi-tier supply chain agility, as it aims at using digital tech-
nologies to promote the integration of product design processes, manufacturing processes,
and general collaborative business processes across factories and enterprises. A digital
factory consists of multi-layered integration of the information related to various activities,
along with the real factory and related resources.

From the point of view of software agents [49], they are decentralized software com-
ponents that exhibit some main features, such as autonomy, reactivity, proactivity, and
sociality, which can be enhanced with other ones such as mobility and learning capabilites;
all these features lead them to be “intelligent” in a Distributed Artificial Intelligence (DAI)
fashion [50]. Thanks to the features of software agents, a proper implementation adds
flexibility to software systems and applications, thus leveraging the development of au-
tonomous systems [51,52]. In particular, software agents have been considered in the
development of digital abstractions, aiming at providing a means to manage real factories
and all the required interactions in a flexible way.

Therefore, for our next study, we will research the state-of-the-art implementations of
software agents for the realization of different activities related to the digital twin model.
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