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Abstract

In many aspects of life on earth, individuals may engage in cooperation with others to con-
tribute towards a goal they may share, which can also ensure self-preservation. In evolution-
ary game theory, the act of cooperation can be modelled as an altruistic act of an individual
producing some form of benefit that can be utilised by others they are associated with at
some personal cost. In various scenarios, individuals make use of information that they can
perceive within a group to aid with their decision-making regarding who they should associ-
ate and cooperate with. However, cooperative individuals can be taken advantage of by
opportunistic defectors, which can cause significant disruption to the population. We study a
model where the decision to establish interactions with potential partners is based on the
opportune integration of the individual’s private ability to perceive the intentions of others
(private information) and the network position (ranking) of potential partners (public informa-
tion). We find that there are rankings, such as degree and eigenvector, which can lead to a
significant increase to the prosperity of the network, but this greatly increases the likelihood
of a network succumbing to cheater invasion. Other rankings, such as betweeness, can
instead lead to more stable resilient networks whilst also cultivating some degree of payoff.
Our results highlight how commonly used network rankings can be utilised to aid with con-
nection formation within networks and in turn can be utilised to improve the well-being of
these networks, helping with stability and allowing for individuals to cultivate cooperation
amongst each other. Private information should also continue to be considered when exam-
ining the dynamics of these networks as it appears to be a primary driver of encouraging
individual agency.

1 Introduction

In various areas of life on earth, the act of cooperation between individual entities can be
observed in many forms. The occurrences of cooperation can be observed within aspects of
modern society, including within the global economy and in governments across the world
[1-4]. The phenomena of cooperation is also found to occur in the natural world, including
within animal social groups and cellular biology [5, 6]. When modelling these entities within
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the context of a network, it becomes possible to observe the finer dynamics of cooperation that
may occur within these networks, such as how social capital, which could be considered as
high connection count or providing access to other parts of the network, can have an effect on
cooperative dynamics [7]. The processes of these networks can be expanded upon by consider-
ing how interactions between individuals can go on to affect their well-being and the decisions
that they undertake, which are commonly considered within the field of evolutionary game
theory [6].

Within the context of game theory, the act of cooperation is considered as an act where an
individual chooses to incur some personal cost which will result in some form of benefit being
produced for others who are associated with that individual [2]. For example, a worker bee in
a colony may choose to put aside their own reproductive potential in order to aid with the pro-
tection of the colony. This act will indirectly raise the reproductive potential of other bees
within the colony [6]. Ideally, other individuals in these kinds of scenarios will engage in like
minded behaviour in order to contribute towards cooperative efforts within the group and
improve general well-being. The costs incurred by individuals choosing to cooperate are ulti-
mately outweighed by the benefits produced by others within the network [8]. The scale of
these cooperative dynamics can range between interactions involving only two individuals to
large interconnected networks of individuals where individual connection count can vary.
This allows for representing different kinds of communities of varying scale and connectivity.

However, as has been observed in different games [6] and during historical events [9], the
altruistic behaviour of these cooperative individuals can be taken advantage of by opportunis-
tic defectors that may be present. In game theory, a defector or cheater is considered as an
individual who chooses to engage in behaviour that potentially maximises their own payoff
whilst ultimately being detrimental to individuals they are associated with, as they will not pro-
duce any benefits that others can take advantage of. These defectors will still take advantage of
the benefits produced by other cooperative individuals, who are still incurring some cost. The
game that is commonly used to illustrate this conflict is the prisoner’s dilemma [7]. Here, both
players will have the option to either cooperate or to defect against their opponent. When
examining the payoff matrix of this game, it becomes clear that defection is the more optimal
strategy of the two available options, as it allows the player to potentially maximise their pay-
offs whilst also mitigating any losses. The conflict between cooperation and defection is com-
monly considered within evolutionary game theory [6], where the payoffs of these interactions
can contribute to the fitness of individuals. Depending on how fitness is defined within a
model, the fitness of individuals can gradually change over time [10], in response to changes in
their local environment, can affect how they perform and can also impact the likelihood of
reproducing.

Within these kinds of scenarios, individuals may utilise information that is available to
them in order to aid with decision making [11]. In work carried out by Shirado et al. [12], the
researchers conducted experiments where autonomous bots were utilised using various behav-
iours in order to aid with the rewiring of connections between individuals. Their findings
showed that some bot strategies could be used to help steer individuals within the network
towards cooperative acts. The assumption made within this paper is that a bot could concretely
identify an individual as either a cooperator or a defector. In the real world outside the context
of such a experimentation model, identifying the intentions of individuals could prove difficult
and would likely require significant resources in order to aid with the classification of individ-
uals, which could ultimately prove inaccurate over time as circumstances shift [13, 14].

One of the potential ways to address this is to consider existing methods of evaluating net-
works in order to aid with an individual’s decision-making when determining who they will
associate with. In previous work carried out by Yang et al. [15], researchers explored how the
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presence of private and public information could influence the formation of connections as
newcomers join a network of individuals. The connections that a newcomer may form during
this process are limited by their choice of role-model, which is influenced by the fitness of indi-
viduals. The potential connections that a newcomer may form during this process is limited to
the role-model and all individuals associated with the role-model. The choice of role-model
will also influence the strategy that is adopted by the newcomer, which will determine how
that newcomer will interact with its neighbours and, by extension, how that newcomer will
contribute to the general well-being of the network. During decision-making, newcomers
make use of two kinds of information, private and public. Private information is based on how
well an individual can perceive if another individual is trustworthy. Newcomers within this
model utilised the current degree average of the network to serve as some form of indication
from what they can perceive from publicly observable information.

This paper expands upon this dynamic by allowing newcomers to utilise different kinds of
network rankings to serve as public information in order to assist newcomers when determin-
ing who to associate with. The intuition here is that by allowing newcomers to use different
methods of publicly perceiving the current state of the network, this will lead to generally dif-
ferent network structures. The effects of these changes to network structures can be analysed
by examining the general well-being of networks as well as their resilience to the possibility of
cheater invasion.

To evaluate the dynamics of these networks, we make use of an agent-based model which
simulates multiple networks based on the currently defined configurations. During these sim-
ulations, newcomers will utilise different network rankings to provide indications regarding
publicly observable information. We determine how utilising different network rankings can
affect the resilience of these networks against cheater invasion and how some rankings are
capable of kerbing the number of connections formed between individuals and therefore
improving network stability against cheater invasion, a factor which ultimately has an effect on
the short and long term fitness on individuals. These rankings are evaluated during several
simulation sets where the priority of these indications are adjusted, affecting the likelihood of
newcomers forming connections with potential neighbours. We find that there are specific
rankings that are capable of resulting in networks where a degree of cooperation is cultivated
amongst individuals whilst remaining resilient against cheater invasions.

2 Materials and methods
2.1 Computational model

The model utilised for this paper is based upon work previously carried out by Yang et al. [15]
in order to explore how the use of different network rankings can potentially be used to
increase network resilience against cheater invasions. In this previous work, the researchers
consider networks where newcomers join at each step, where they will choose another individ-
ual to act as a role-model, which is a decision that is based upon the level of fitness of all indi-
viduals within the network. Following this, the newcomer will then adopt a strategy and then
determine which other individuals they will be associated with.

Within this model, we utilise the prisoner’s dilemma in order to model interactions
between individuals and to consider the conflict that can arise from cooperative scenarios [2].
The payoff matrix utilises parameter b, which determines the value of the benefits that are pro-
duced by individuals who choose to cooperate. Parameter c is used to determine the costs that
are incurred when an individual chooses to engage in cooperation. Throughout all simula-
tions, we assume that b = 9 and ¢ = 8, which will adhere to the condition of b > ¢ > 0. The pay-
off P; of node i is determined by the sum payoff of an individuals interactions with all of its
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neighbours in the network. For example, assuming a cooperator has K cooperative neighbours
and J defectors it is connected with, that individual will receive a payoff as described in Eq (1).

P, =K(b—¢)+](=¢) (1)

For a cheater, assuming a cooperator has K cooperative neighbours and J defectors, that
individual will instead receive a payoff as described in Eq (2).

P, = K(b) +J(0) (2)

Parameter ¢ is used to determine the level of selection strength, which increases the influ-
ence that an individuals payoft will have when a newcomer is selecting a role-model. In con-
junction with P;, this parameter is used to calculate the fitness (f;) of individuals on the
network, which is described in Eq (3). During simulations, we assume & = 0.01 in order to
establish medium selection strength when calculating this value for individuals.

fi=0+8)" (3)

The model utilised in this paper is adapted from previous works [15], where networks are
simulated over 10® steps to determine how particular network configurations would affect
network dynamics. Where this model differs here we simulate multiple networks using the
same configurations and then observe how the network performs when subjected to a forced
cheater invasion. By running simulations where a large series of networks are observed dur-
ing cheater invasion, this will allow for a comprehensive examination of how networks will
generally perform under certain conditions. For all configurations that are considered dur-
ing simulations, 1000 networks will be ran for each set. At each step, newcomers join a net-
work of fixed size, and will choose a role-model based on individual level of fitness, similar
to previous works [15].

As the model is simulated, each network will first be initialised using Erdés-Réyni [7, 16] in
order to randomly generate the starting structure, with 30% of all possible edges being created
between N = 100 nodes.

Following this choice, a newcomer will then utilise private and public information in order
to evaluate potential neighbours, which includes the role-model and any individuals who
share a connection with the role-model, and then the newcomer will determine which connec-
tions it will create as it joins the network.

At each step during a network simulation, a newcomer will be integrated into the network
(see Fig 1). First, a random individual is selected to act as the newcomer’s role-model (see Fig
1a). The selection is influenced by individual level of fitness, as described in Eq (3). The higher
this value, the more likely an individual will be selected to act as a newcomer’s role-model. Fol-
lowing this, the newcomer will then adopt the strategy of its chosen role-model (see Fig 1b).
Following this, private and public information are then utilised by the newcomer in order to
determine which connections it will form between the role-model and any individual the role-
model is currently connected with (see Fig 1c). After a newcomer’s connections have been
established, the newcomer will then engage in a round of the prisoner’s dilemma with all indi-
viduals it has chosen to form a connection with, which will determine its total payoff as
described in Eqs (1) or (2) based on its selected strategy.

2.2 Private information

As in previous works [15, 17], two Gaussian distributions (see Fig 1d) are utilised to model a
newcomers ability to determine the intentions of a potential neighbour as private information.
Both distributions are created with a variance of ¢* = 0.5 and both peaks are set 1 apart from
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Fig 1. An illustration of the process that is undertaken as a newcomer joins the network at each step during the
simulation. Firstly, a newcomer will select an existing node to act as its role-model, which is influenced by node fitness
and 6 = 0.001 (a). Following this, the newcomer will adopt a strategy by copying the role-model (b). Lastly, the
newcomer will then proceed to choose which connections to form between the role-model and the role-models
neighbours, which is done by making use of available public and private information (c) [15]. To model private
information, two Gaussian distributions are used to represent an individuals ability to identify either cooperators or
defectors respectively (d).

https://doi.org/10.1371/journal.pone.0313198.9001

each other, with a ¢ of -0.5 for ¢, and a y of 0.5 for ¢, The use of these two overlapping distri-
butions ¢. and ¢, are used in order to model an individual’s imperfect ability to differentiate
between potential cooperators and defectors respectively. For each node x (which can be either
the role-model or any other nodes connected with the role-model) where a connection can be
formed, a value is either sampled from ¢, if node x is a cooperator or ¢, if node x is a defector.
Should the decision threshold T exceed the sampled value, then the private information will
indicate that a connection should be made with node x. Otherwise, private information will
instead indicate that a connection should not be created with node x. Increasing the value of
across simulations will increase the likelihood that private information will indicate that a con-
nection should be made. Whilst this will mean that newcomers will be more likely to form
more connections with other nodes, this will also mean that the likelihood of connecting with
a defector will also increase (see Fig 1d).

2.3 Individual network rankings as public information

In previous works [15, 17], public information is modelled as a newcomer evaluating the num-
ber of connections a potential neighbour possesses against the current network average. If the
number of connections exceeded the network average, then public information would indicate
that a connection should be formed with that node. Here, we expand upon this by considering
additional methods of public information by evaluating a potential neighbour based on
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information regarding network topology. Here, we utilise the degree centrality method [18], as
described below, in order to understand how utilising additional methods of network evalua-
tion can lead to changes in the dynamics of these cooperative networks. In addition to connec-
tion average, we also consider here two other common rankings used to analyse networks in
order for newcomers to evaluate potential neighbours. Firstly, betweeness centrality [19] which
considers the traversability that a node offers within a network and eigenvector centrality [20]
which considers the social capital of not just a particular node but also of its local neighbours
[7]. In addition to these proposed rankings, we also consider how the network average of these
values are utilised when evaluating individuals. To further consider the use of additional meth-
ods as part of node decision-making, we also consider the possibility of if the signal indicated
from public information is randomly determined rather than being based on a defined
method. In conjunction with the random method, parameter rc is used to determine the prob-
ability that public information will indicate positively when newcomers are utilising this
method of node evaluation. With these implemented into the model, the following rankings
are then considered:

o Degree High (Deg. Hi.)—evaluates if an individuals degree centrality [18] exceeds the net-
work average, if so, public information will indicate a connection should be formed.

« Degree Low (Deg. Lo.)—evaluates if an individuals degree centrality [18] falls below the net-
work average, if so, public information will indicate a connection should be formed.

o Betweeness High (Bet. Hi.)—evaluates if an individuals betweeness centrality [19] exceeds
the network average, if so, public information will indicate a connection should be formed.

« Betweeness Low (Bet. Lo.)—evaluates if an individuals betweeness centrality [19] falls below
the network average, if so, public information will indicate a connection should be formed.

« Eigenvector High (Eig. Hi.)—evaluates if an individuals Eigenvector centrality [20] exceeds
the network average, if so, public information will indicate a connection should be formed.

o Eigenvector Low (Eig. Lo.)—evaluates if an individuals Eigenvector centrality [20] falls
below the network average, if so, public information will indicate a connection should be
formed.

« Random, rc = 0.8 (Rand.8.)—public information indicates that a connection should be
formed with a probability of rc = 0.8.

2.4 Information based decision-making

The indications that are provided from private and public information (see Sections 2.2 and
2.3) are then utilised by newcomers to determine if they will form a connection with a node x,
which will either be the role-model or any of the nodes that are currently connected to the
role-model (see Fig 1c). The indications for whether or not a connection should be formed are
described in Sections 2.2 and 2.3. Both of these indications provided by private and public
information are weighted in order to consider the likelihood of a connection being formed
with node x should only one of these indicate positively. Parameter p will determine the likeli-
hood that a connection will be formed with node x when only public information indicates a
connection should be made. Similarly, parameter g will determine the likelihood that a con-
nection will be formed with node x when only private information indicates positively.
Throughout simulations, p and g are adjusted in order to assign varying weight to each type of
information.
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Given the node x, the chosen role-model or a neighbour of the chosen role-model and the
indications from public and private information, the newcomer decides whether to connect
with a node x in the following way:

o If both public and private information indicate a connection should be made, form connec-
tion with node x

If both public and private information indicate a connection should not be made, reject con-
nection with node x

o If public information indicates to make a connection but private information does not, a
connection with node x will be created with probability p

o If private information indicates to make a connection but public information does not, a
connection with node x will be created with probability g

Following a newcomer deciding which connections it will form within the role-model’s
local neighbourhood (Fig 1c), the network is then updated. Following this, an individual is
randomly selected to be replaced by the newcomer, which keeps the population size fixed as in
the Moran process [6]. Following this, the currently selected network ranking is recalculated
for all individuals and for the network average, which will be utilised by the next newcomer
that joins the network.

2.5 Perturbation & network evaluation

As described in Section 2.1, newcomers that join the network will adopt the strategy of its cho-
sen role-model. Following the first 10,000 rounds of a network (see Fig 2a), an individual is
randomly selected to mutate, changing its strategy to defection. We allow a network to prog-
ress for 10,000 rounds in order to allow for a sufficient amount of time for a network to settle
into its general state based upon the current parameters that have been set for the simulation.

Recovery Case (a) :

Fig 2. After 10,000 steps, an individual is randomly selected to change its strategy to cheating, a methodology adapted from previous works [15]. The
network will continue to be simulated whilst both strategies are present. Should the network progress to a state where only cooperators are present, this will
be considered as a recovery (a). Otherwise, if a network progresses to the point where only cheaters remain, this will considered as a successful invasion (b).
Snapshots produced via NetworkX for Python.

https://doi.org/10.1371/journal.pone.0313198.9002
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Controlling the step of mutation allows for controlled observations of multiple cheater inva-
sions, which should provide some insight into how the use of certain network rankings can aid
with network resilience to cheater invasion. Within the model, we consider an invasion as
resolved should the network progress to a state where only one strategy remains following the
start of an invasion.

To evaluate the use of certain rankings for public information, we observe and log the out-
comes of these cheater invasions. Following the start of an invasion, should the network return
to a state where only cooperative individuals remain, we consider this as an instance of a recovery
(see Fig 2a). Should a network instead progress to a state where only defectors remain, we con-
sider this as an instance of an invasion (see Fig 2b). The number of these occurrences are logged
for each simulation set will be considered when evaluating the general well-being of these net-
works. A high number of recoveries will suggest that a network is resilient to potential cheater
invasion whereas a low number of recoveries will suggest that the conditions of a network make
it susceptible to the propagation of defection across the network. In addition to these, we also
consider the average number of steps that occurred for these invasions to resolve and are divided
into their respective outcomes. For recoveries, the average number of steps to reach this point
will be considered as recovery time. For successful invasions, the average number of steps to
reach this point will be considered as invasion time. These additional metrics will also allow for
determining if particular network configurations are capable of speeding up the average rate of
recovery in networks or if they are capable of slowing down the rate of cheater invasions.

Once a network invasion has resolved, the outcome of the current network is logged, and
simulation data is updated as required. The model will then initialise and simulate a new net-
work based on the current configurations. This will continue until all 1000 networks for a set
of parameters have been simulated. During the simulation of these networks and in addition
to the previously described metrics for evaluating the outcomes of invasions, several additional
metrics are also utilised. Pre-invasion payoff is used to determine the average level of payoffs
of individuals across networks at the step just before an existing individual is chosen to mutate
into a cheater. Pre-invasion connections is used to determine the average number of connec-
tions that are present within networks at the same point as the pre-invasion payoff. We also
consider the payoff ratio of individual i at the step just before a cheater invasion begins, which
is calculated as a normalised value based upon the maximum potential payoff that could be
obtained by a cooperative individual.

3 Results

To evaluate how the usage of different network rankings can affect the emergence of coopera-
tion and the resilience of networks against cheater invasion, several series of simulations are
carried out. As previously described, each set of simulations carried out will simulate 1000 ran-
dom networks that each utilise the same parameters in order to obtain a concise idea of how
particular configurations can affect networks. These simulations are separated into four
groups, based on the balance of information prioritisation, which is adjusted via the p and g
parameters within the model (see Section 2.4). For each set, parameter 7 is also adjusted to
determine the decision threshold of newcomers when evaluating potential neighbours as part
of private information, which is adjusted in increments of 0.2 with a minimum of -2 and a
maximum of 2.

3.1 Networks favouring less connected individuals leads to greater stability

For the first series of simulations, networks were observed when prioritisation for both types
of information are low (p = 0.25, g = 0.25), meaning newcomers are less likely to form new
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Fig 3. Networks rankings favouring more connected individuals become more densely interconnected even when signals are low, reflecting previous
works [21]. Top row consists of visual snapshots of networks at the step and bottom row consists of degree distribution plots visualising the number of
connection counts of individuals, both at the step just before an existing individual is selected to mutate into a cheater where 7 = 1.6 where prioritisation of
both information types are low (p = 0.25, q = 0.25). Snapshots produced via NetworkX libraries for Python and distribution plots produced via Jupyter
notebook.

https://doi.org/10.1371/journal.pone.0313198.g003

connections when at least one information type does not indicate a connection should be
formed.

As can be observed in Fig 3, the choice of network ranking utilised by individuals has an
impact on the number of connections that are formed between individuals. This becomes
most apparent when 7 > 0 and generally remains the case for other observed rankings in all
simulations that were carried out. Newcomers that utilise degree (Deg. hi) and eigenvector
(Eig. hi) rankings that favoured more interconnected individuals results in a significant
increase in average connectivity and the occurrences of bimodal distributions when observing
connectivity at the point of invasion (see Fig 3). All other rankings utilise, of which most
favour less connected individuals, result in significantly less connections between individuals,
with betweeness low (Bet.lo) emerging as the better of these methods with moderate gains in
connectivity. The observations regarding connectivity are also tightly aligned with that
observed for the average payoffs (see Fig 4b). As connectivity increases, so too does the average
payoft that newcomers generally receive amongst their cooperative neighbours. However, this
significant increase to payoff for some rankings does come with a heavy price of significantly
less recoveries occurring (see Fig 4a). It would appear that with the significant increase of con-
nectivity and payoff comes a significant decrease to the likelihood that a network will recover
from a cheater invasion, which reflects what has been observed in previous works [21]. In the
circumstance where defectors successfully invade a network, resulting in no remaining cooper-
ators, this essentially renders any gains in payoff before an invasion moot. Of the other meth-
ods, betweeness low (Bet. lo) performs the best with some increases to payoff (see Fig 4b) at a
minor cost to recovery ratio (see Fig 4a). The choice of rankings also has a noticeable impact
on the average recovery time of networks. Aligning with observations regarding connectivity
and payoff (see Figs 3 and 4b), average recovery time increases when the utilised network rank-
ing favours more interconnected individuals (see Fig 4a). Other utilised rankings appear to
only result in minor increases when 7 > 0. These suggest that not only are these networks are
more resilient to cheater invasion, but can also resolve the invasion quicker (see Fig 3).

3.2 Betweeness offers strong resilience to invasion as private information is
prioritised
For the next series of simulations, networks are adjusted so that private information is priori-

tised over public information (p = 0.25, g = 0.75), meaning that newcomers are more likely to
form connections when only private information indicates positively.
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Fig 4. Networks favouring more connected individuals results in a significant decrease to the likelihood of network recovery. Plot
(a) visualises the metrics (see Section 2.5) of ratio of recoveries that occurred for each network rankings utilised by newcomers. Plots (b)
and(c) visualises the average payoffs of individuals before an induced invasion and the average number of rounds that occurred when
recoveries were successful respectively. Both (b) and (c) are sampled from networks where 7 = 1.6, as indicated by the blue dashed line
on plot a. Data obtained by running the model with 1000 networks simulated per simulation set where prioritisation of both information
types are low (p = 0.25, g = 0.25). 7 represents the decision threshold. Plots produced via Jupyter Notebook.

https://doi.org/10.1371/journal.pone.0313198.9004

When the signal of g is increased, the general level of network connectivity also increases
when compared against previous observations (see Fig 5). Similar to previous observations
(see Fig 3), networks favouring more connected individuals (Deg. Hi & Eig. Hi) continue to
garner the highest level of connectivity within networks Fig 5. When q is increased, the num-
ber of connections formed when there is a random chance (rc = 0.8) of public information
indicating a connection should be formed significantly increases, overtaking other methods it
was previously similar to (see Fig 5). Betweeness high (Bet. Hi) also results in an increase to
connectivity under these circumstances, overtaking betweeness low (Bet. lo). As with previous
observations, these changes to connectivity are also tightly reflected in the average payoffs of
individuals within these networks (see Fig 6b), with individuals generally cultivating a greater
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Fig 5. Connectivity of networks increases as private information is prioritised, although some methods, such as betweeness, appear to be capable of
kerbing the number of connections formed, which contributes towards network stability. Top row consists of visual snapshots of networks at the step
and bottom row consists of degree distribution plots visualising the number of connection counts of individuals, both at the step just before an existing
individual is selected to mutate into a cheater where 7 = 1.6 where private information is prioritised (p = 0.25, g = 0.75). Snapshots produced via NetworkX
libraries for Python and distribution plots produced via Jupyter notebook.

https://doi.org/10.1371/journal.pone.0313198.g005

payoft with more connections being present within networks. With this greater level of payoft
comes the greater impact on the general recovery ratios of these networks (see Fig 6a), with
degree high (Deg. hi) and eigenvector high (Eig. hi) methods being more affected than previ-
ous observations (see Fig 4a). Although random (rc = 0.8) performs better here, this also
comes with a greater risk of succumbing to cheater invasions than other methods it was previ-
ously aligned with (see Fig 4). When private information has a stronger signal via g, there is a
noticeable shift in the general level of connectivity of networks utilising betweeness high (see
Fig 5) which by extension leads to some increases in payoff at a cost to the recovery ratio (see
Fig 6a and 6b). Betweeness low is able to maintain a similar level of payoft whilst also being
able to avoid a large decrease to recoveries. When private information is prioritised, a hierar-
chy emerges in terms of average recovery time (see Fig 6¢). Degree and Eigenvector methods
continue to result in generally longer recovery times when favouring more connected individ-
uals. Interestingly, at points during observations, the random method (rc = 0.8) can actually
result in longer recovery times than networks where there were significantly less recoveries,
which may further suggest randomly selecting individuals can also potentially compromise the
well-being of these networks [22]. Betweeness low (Bet. lo) attains a quicker recovery rate than
betweeness high (Bet. hi), which could be explained by the differences in connectivity (see

Fig 5). Methods favouring less connected individuals appear to result in fairly quick resolu-
tions to cheater invasions (see Fig 6¢), although this hints at low levels of connectivity in these

networks.

3.3 Prioritising public information extends the regime of cooperation
collapse

Following on from previous simulations, networks are then adjusted so that public informa-
tion is now prioritised over private information (p = 0.75, g = 0.25), meaning that newcomers
will be more likely to form connections when only public information indicates a connection
should be formed with a potential neighbour.

When only p is increased, the number of connections formed between individuals decreases
when compared against simulations where g was increased (see Fig 7). This, by extension, also
leads to a noticeable decrease in the payoffs cultivated between individuals (see Fig 8b). This
initial observation suggests that individuals are less likely to form connections when prioritis-
ing available public information rather than when they prioritise their individual ability to dif-
ferentiate between individuals, something which has also been observed in previous works
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Fig 6. General increases to network connectivity and payoff observed as prioritisation for private information is increased in networks, along with
potential decreases to recovery ratios. Plot (a) visualises the metrics (see Section 2.5) of ratio of recoveries that occurred for each network ranking utilised
by newcomers. Plots (b) and (c) visualises the average payoffs of individuals before an induced invasion and the average number of rounds that occurred
when recoveries were successful respectively. Both (b) and (c) are from networks where 7 = 1.6, as indicated by the blue dashed line on plot a. Data obtained
by running the model with 1000 networks simulated per simulation set where prioritisation of both information types are low (p = 0.25, ¢ = 0.75). T
represents the decision threshold. Plots produced via Jupyter Notebook.

https://doi.org/10.1371/journal.pone.0313198.9006

[11]. The point where recovery ratio begins to suffer occurs at lower values of 7 (see Fig 8a)
when compared against previous observations (see Fig 6a). The point where this initial
decrease begins to occur aligns with the point where the initial increases in payoffs are
observed. Degree high (Deg. hi) and eigenvector high (Eig. hi) continue to struggle with net-
work resilience beyond 7 > 0, although the number of recoveries for these networks is some-
what higher than previous observations where private information is prioritised (see Fig 6a).
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Fig 7. Prioritising public information leads to increases in network connectivity, but is generally lower than when private information is prioritised.
Top row consists of visual snapshots of networks at the step and bottom row consists of degree distribution plots visualising the number of connection
counts of individuals, both at the step just before an existing individual is selected to mutate into a cheater where 7 = 1.6 where public information is
prioritised (p = 0.75, g = 0.25). Snapshots produced via NetworkX libraries for Python and distribution plots produced via Jupyter notebook.
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The impact on network recovery where other methods are utilised is minimal, the results sug-
gest this may be related to the low connection count. Average recovery time (see Fig 8¢) is
comparably overall lower than previous simulations (see Fig 6¢), with methods favouring less
connected individuals typically resulting in a fairly quick turn-around to resolve a cheater

invasion.

3.4 Rankings kerb network connectivity as strong signals are present

For the last series of simulations, networks are readjusted so that both types of information are
prioritised (p = 0.75, g = 0.75), meaning that newcomers are highly likely to form new connec-
tions with potential neighbours when at least one information type indicates a new connection
should be made.

When both p and q are increased, this results in the highest level of connectivity observed
within these simulated networks (see Fig 9), which by extension, also results in a significant
increase to the average payoffs of individuals (see Fig 10b). As with previous simulations
where only g = 0.75, the random method (Rand .8) results in significantly more connections
under these circumstances. This, along with other changes here, illustrates the impact of pri-
vate information as connectivity greatly increases when the signal from g is high, even when
there is a high chance of public information indicating a connection should be formed. The
initial increases in connectivity also appear to occur for lower values of 7 as in previous simula-
tions, which suggests that this may be caused by public information playing a stronger role in
decision-making. As previously observed (see Fig 6a), this increase to connectivity and payoffs
does come at a cost of network well-being, with the lowest recovery ratios observed here out of
all simulation sets (see Fig 10a). Betweeness low (Bet. lo) results in somewhat more recoveries
than betweeness high (Bet. hi) (see Fig 10a) for a minor impact to cultivated payoffs (see Fig
10b). Random networks (Rand .8) are able to attain a greater degree of payoff (see Fig 10b),
but this does carry a greater risk of network collapse (see Fig 10a). Networks where more con-
nected individuals are favoured result in a significantly low number of recoveries for the high-
est values of 7. Recovery times also appear impacted by these high signals, with the longest
potential average recovery times observed here (see Fig 10c). Eigenvector high (Eig. hi) results
in the longest recovery times, with degree high (Deg. hi) and random (Rand .8) resulting in
similar high recovery times.

With all of the results gathered from the computation model, we also consider the potential
trade off between prosperity and stability within these networks. This is illustrated in Fig 11

PLOS ONE | https://doi.org/10.1371/journal.pone.0313198  November 26, 2024 13/20


https://doi.org/10.1371/journal.pone.0313198.g007
https://doi.org/10.1371/journal.pone.0313198

PLOS ONE Aiding the resilience of cooperation through the use of network rankings

(p =0.75, q = 0.25)

Recovery Ratio (a)

10
08
0.6
0.4 { — Deg.hi
Deg.lo
-~ Bet.hi
—— Bet.lo
024 ___ Eig.hi \
—— Eig.lo
Rand.8
0.0 T
-2.0 -15 -1.0 -0.5 00 05 10 15 20
Pre-Invasion Payoff (b) Average Recovery Time (c)
100
3500
80 3000
2500
60
2000
0 1500
1000
20
500
1 . | .
Deglo Bethi Eiglo Rand.8 Betlo Deghi Eighi Deg.lo Bethi Eiglo Rand8 Betlo Eig.hi Deghi

Fig 8. Prioritising public information results in less recoveries occurring at lower values of 7 when compared against previous
networks (see Fig 6). Plot (a) visualises the metric (see Section 2.5) of ratio of recoveries that occurred for each network ranking utilised
by newcomers. Plots (b) and (c) visualises the average payoffs of individuals before an induced invasion and the average number of
rounds that occurred when recoveries were successful respectively. Both (b) and (c) are from networks where 7 = 1.6, as indicated by the
blue dashed line on plot a. Data obtained by running the model with 1000 networks simulated per simulation set where prioritisation of
both information types are low (p = 0.75, q = 0.25). T represents the decision threshold. Plots produced via Jupyter Notebook.

https://doi.org/10.1371/journal.pone.0313198.9008

where both of these factors are weighted against each other as different network rankings are
utilised. When considering only the potential payoffs of individuals, ranking methods such as
degree highest and eigenvector highest fare the best with significantly more average payoff
than other networks, regardless of information prioritisation (see Fig 11). Rankings where less
connected individuals are favoured generally do not attain as much payoff between individu-
als, particularly degree low and eigenvector low, which is due to significantly less connections
being formed amongst individuals. However, as stability becomes a more favoured factor, the
effectiveness of degree high and eigenvector high is significantly diminished as these prove
highly ineffective at avoiding successful cheater invasions. Here, other methods such as degree
low and eigenvector low emerge as offering significantly better resilience to cheater invasion,
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in. Top row consists of visual snapshots of networks at the step and bottom row consists of degree distribution plots visualising the number of connection
counts of individuals, both at the step just before an existing individual is selected to mutate into a cheater where 7 = 1.6 where prioritisation of both
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which can also be attributed to low connectivity (see Fig 11). When considering both of these
factors, betweeness emerges as one of the generally better methods of ranking, as it offers
strong network resilience to cheater whilst also allowing for some payoff to be cultivated

amongst individuals.

4 Discussion

By utilising a novel computation model where newcomers make use of network rankings as
part of their decision-making process, we have been able to illustrate this choice of ranking as
public information can have an effect on cooperative complex networks. Particularly, the resil-
ience of these networks against cheater invasion and how changes to network topology can
also effect the payoffs cultivated by cooperative individuals before an invasion.

One of the key observations from the results is that the choice of ranking utilised by new-
comers to serve as public information can have a significant effect on the likelihood of fending
off cheater invasions, especially when the chosen method does not favour more interconnected
individuals. In previous works [15, 17], public information is modelled as indicating positively
when an individual’s connection count exceeds that of the network average. This is considered
as the degree highest (Deg. hi) method within the context of the model utilised here. Like these
previous works [15, 17], once T exceeds a certain point, collapses in cooperative networks
become far more commonplace (see Figs 6a, 8a & 10a), which can be attributed to the abun-
dance of connections serving as the ideal conditions for a cheater invasion to be successful (see
Figs 4, 6, 8 & 10). While individuals benefit greatly for a period under these circumstances due
to a significant gain to payoffs (see Figs 4b, 6b, 8b & 10b), these gains are rendered moot in the
long run where successful invasions will ultimately result in all individuals receiving no payoft,
a very possible occurrence under these conditions (see Fig 11).

As illustrated in the results, this is something that cannot realistically be addressed by sim-
ply considering the inverse of only favouring individuals with low connection counts. In the
case of degree lowest (Deg. lo), while these networks are highly resistant to cheater invasion
(see Figs 4a, 6a, 8a & 10a), this does come at the significant cost of very little payoff being culti-
vated by cooperative individuals (see Figs 4b, 6b, 8b & 10b). Networks may be capable of
avoiding networks being taken over by cheaters, but as a consequence, individuals will be con-
tributing very little to the network due to little connectivity (see Figs 4, 6, 8 & 10). In Fig 11,
the trade-off between stability and prosperity is explored. Whilst some rankings offer ways of
cultivating significantly higher individual payoffs, this can be greatly impacted when also
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Fig 10. Strong information signals leads to the greatest impact to recovery rates (a), although some methods can mitigate the effects of
this. Plot a visualises the metric (see Section 2.5) of ratio of recoveries that occurred for each network ranking utilised by newcomers.
Plots (b) and (c) visualises the average payoffs of individuals before an induced invasion and the average number of rounds that
occurred when recoveries were successful respectively. Both (b) and (c) are from networks where 7 = 1.6, as indicated by the blue dashed
line on plot a. Data obtained by running the model with 1000 networks simulated per simulation set where prioritisation of both
information types are high (p = 0.75, g = 0.75). 7 represents the decision threshold. Plots produced via Jupyter Notebook.

https://doi.org/10.1371/journal.pone.0313198.9010

considering the general stability of networks (see Figs 11 and 12). Whilst high payoffs can be
attained by individuals for a time, but this will likely lead to significant and costly disruption in
the long term or networks can be highly resilient against cheater invasion at a significant cost
to overall individual contribution to the well-being of these networks.

Of the methods evaluated as part of this model, betweeness strikes some balance here (see
Figs 11 and 12). In the networks where betweeness is utilised by newcomers, these typically
result in some moderate gains to overall payoff (see Figs 4b, 6b, 8b & 10b) with a minor cost to
potential recovery rates (see Figs 4a, 6a, 8a & 10a). Some reasoning for this could be how the
usage of both of these rankings leads to some increases to connectivity whilst leaning towards
a lower level of connectivity per individual within the network (see Figs 4, 6, 8 & 10). These
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Fig 11. The trade-off between stability and prosperity can be controlled by individual rankings. The use of network rankings as public information can
result in significant gains in payoff (here calculated as the normalised average payoffs of individuals) whilst other methods are significantly more robust in
terms of stability (represented here using recovery ratio). When considering a balance of these factors, betweeness low emerges as a method offering
moderate gains in payoffs and robust resistance against potential cheater invasions. Each plot value calculated here considers the level of prosperity against
recovery ratio using a weight w to prioritise one of these values over the other. Each value calculated here = (1 — w)PayoffRatio + (w)RecoveryRate. Left to
right, w = [0.0, 0.25, 0.5, 0.75, 1.0]. Plots produced via Jupyter notebook.
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Fig 12. The choice of network metric employed as public information can lead to noticeable gains in payoffs amongst individuals at an
increased risk of successful cheater invasion. Depending on the strength of information signals, methods such as betweeness can enable
individuals to cultivate some degree of payoff amongst each other whilst avoiding any significant increases in the number of observed cooperative
collapses. Each plot visualises the average payoff of individuals at the point just before an induced cheater invasion against the recovery ratio,
which is illustrated here on a color scale. 7 represents the decision threshold. Plots produced via Jupyter Notebook.

https://doi.org/10.1371/journal.pone.0313198.g012
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network configurations seemed to have led to more isolated communities of individuals,
where they can make moderate gains in terms of payoff, whilst also avoiding the very high
level of connectivity that are the ideal conditions for cheater invasions. While the random
method (Rand .8) avoids the most significant drops in recoveries, networks using this are
mired by noticeably reduced recovery times (see Figs 4c, 6¢, 8c & 10c). The random method
also results in an increase in connectivity (see Fig 5) but does not seem to have strong influence
in kerbing the number of connections present in these networks. These suggest that the ran-
dom method may be a somewhat less reliable choice that other rankings in terms of managing
network connectivity.

These proposed methods to collect public information could be utilised differently through-
out the life cycle of these networks in order to more properly utilise them. The proposed rank-
ings could be utilised with the aid of bots for example, following the the work carried out by
Shirado et al. [12]. The researchers examined the use of bots to aid with individual decision
making during a public goods game. These bots would aid with allowing participants to rewire
their connections with others, which could be based on their neighbours chosen strategies. Of
the bot strategies employed, the most reliable appeared to be one where bots would offer differ-
ent rewiring options based on what occurred in the previous round. For example, if someone’s
neighbour cheated in the previous round, the bot would opt to suggest removing that connec-
tion rather than suggest creating a new connection with another cooperative individual if that
didn’t occur. It may warrant further investigation to consider how adjusting how particular
rankings are utilised at various points in a network could also benefit the well-being and reli-
ance of these networks. Other network rankings and new proposed methods should also be
considered in future works in order to determine how newcomers in these networks can be
better informed when determining who to associate with. These methods should also take any
required processing time and resources into account, some of the rankings utilised here, par-
ticularly betweeness and eigenvector, had a significant impact to processing these simulations
and it is likely that the computational cost would greatly increase with networks of populations
that exceed N = 100. Different network structures of varying sizes should also be considered as
part of future works in order to determine the effects of these methods in those scenarios.
Here, Erdés-Réyni was utilised to initialise the starting structure of the network, where in
future works, methods such as ring and scale-free networks should also be considered. The use
of these network rankings and their potential effects should also be considered against real-
world network structures to further determine how they could potentially aid individuals, a
starting point for this could be based upon social networks such as x.com.

Lastly, although the focus of this paper is to consider different methods to serve as public
information to newcomers, the findings here also emphasize the importance that individual
private information can have within these networks. As already highlighted in Figs 6 and 10,
when newcomers utilise a stronger signal from private information (g = 0.75), a significant
increase to connectivity occurs, particularly when compared with networks where only public
information is prioritised (p = 0.75). When newcomers rely mostly on public information,
they become less likely to form connections, which feeds back into available public informa-
tion and suggests that this discourages too many connections being formed between individu-
als. A similar occurrence was found in previous work [11], where networks stagnated in terms
of cultivated cooperation, avoiding any sharp collapses but otherwise resulting in little payoff
between individuals. While in future works the proposed questions and scenarios may revolve
around what additional information and resources could be provided to individuals within
these networks, private information should also continue to be considered when examining
the dynamics of these networks as it appears to be a primary driver of encouraging individual
agency.
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Opverall, the findings of this paper illustrates how the ability to rank potential partners using
standard network rankings can help to control the trade-off between prosperity and stability
(see Figs 11 and 12). Of the proposed rankings, betweeness emerges as one of the more reliable
methods for aiding with the resilience of networks whilst allowing for some room for individu-
als to cooperate with their associated neighbours. As part of future work, more refined
approaches to utilising these rankings should be considered as well as considering other rank-
ings and methods for evaluating potential neighbours, particularly those that are computation-
ally efficient [23].

Author Contributions

Conceptualization: Adam Lee Miles, Matteo Cavaliere, Guoli Yang.
Data curation: Adam Lee Miles.

Formal analysis: Adam Lee Miles.

Investigation: Adam Lee Miles.

Methodology: Adam Lee Miles.

Project administration: Adam Lee Miles.

Software: Adam Lee Miles.

Supervision: Matteo Cavaliere.

Validation: Adam Lee Miles, Matteo Cavaliere, Guoli Yang.
Writing - original draft: Adam Lee Miles.

Writing - review & editing: Adam Lee Miles, Matteo Cavaliere, Guoli Yang.

References
1. Brodie B. Strategy in the Missile Age. Princeton University Press; 2015.

2. Levin S. Crossing Scales, Crossing Disciplines: Collective Motion and Collective Action in the Global
Commons. Philosophical Transactions of the Royal Society B: Biological Sciences. 2010; 365
(1537):13-18. https://doi.org/10.1098/rstb.2009.0197 PMID: 20008381

3. Tappin BM, Pennycook G, Rand DG. Thinking Clearly About Causal Inferences of Politically Motivated
Reasoning: Why Paradigmatic Study Designs Often Undermine Causal Inference. Current Oopinion IN
Behavioral Sciences. 2020; 34:81-87. https://doi.org/10.1016/j.cobeha.2020.01.003

4. Hauser OP, Hendriks A, Rand DG, Nowak MA. Think global, act local: Preserving the global commons.
Scientific Reports. 2016; 6(1):36079. https://doi.org/10.1038/srep36079 PMID: 27808222

5. Avilés L. Cooperation and Non-Linear Dynamics: An Ecological Perspective on the Evolution of Social-
ity. Evolutionary Ecology Research. 1999; 1(4):459-477.

Nowak MA. Evolutionary Dynamics: Exploring the Equations of Life. Harvard university press; 2006.
Easley D, Kleinberg J. Networks, Crowds, and Markets. Cambridge university press Cambridge; 2010.

8. Sanchez A. Physics of Human Cooperation: Experimental Evidence and Theoretical Models. Journal
Of Statistical Mechanics: Theory and Experiment. 2018; 2018(2):024001. https://doi.org/10.1088/1742-
5468/aaa388

9. Lloyd WF. WF Lloyd on the Checks to Population. Population and Development Review. 1980; 6
(3):473-496. https://doi.org/10.2307/1972412

10. WuB, ZhouD, FuF, Luo Q, Wang L, Traulsen A. Evolution of Cooperation on Stochastic Dynamical
Networks. PLoS One. 2010; 5(6):e11187. https://doi.org/10.1371/journal.pone.0011187 PMID:
20614025

11.  Miles AL, Cavaliere M. Cooperation Dynamics in Dynamical Networks with History-Based Decisions.
PLoS One. 2022; 17(11):e0275909. https://doi.org/10.1371/journal.pone.0275909 PMID: 36378640

PLOS ONE | https://doi.org/10.1371/journal.pone.0313198  November 26, 2024 19/20


https://doi.org/10.1098/rstb.2009.0197
http://www.ncbi.nlm.nih.gov/pubmed/20008381
https://doi.org/10.1016/j.cobeha.2020.01.003
https://doi.org/10.1038/srep36079
http://www.ncbi.nlm.nih.gov/pubmed/27808222
https://doi.org/10.1088/1742-5468/aaa388
https://doi.org/10.1088/1742-5468/aaa388
https://doi.org/10.2307/1972412
https://doi.org/10.1371/journal.pone.0011187
http://www.ncbi.nlm.nih.gov/pubmed/20614025
https://doi.org/10.1371/journal.pone.0275909
http://www.ncbi.nlm.nih.gov/pubmed/36378640
https://doi.org/10.1371/journal.pone.0313198

PLOS ONE

Aiding the resilience of cooperation through the use of network rankings

12

13.

14.

15.

16.

17.

18.

19.

20.

21.

22,

23.

Shirado H, Christakis NA. Network Engineering Using Autonomous Agents Increases Cooperation in
Human Groups. iScience. 2020; 23(9):101438. https://doi.org/10.1016/j.isci.2020.101438 PMID:
32823053

L’heureux A, Grolinger K, Elyamany HF, Capretz MA. Machine learning with big data: Challenges and
approaches. leee Access. 2017; 5:7776-7797. https://doi.org/10.1109/ACCESS.2017.2696365

Paleyes A, Urma RG, Lawrence ND. Challenges in deploying machine learning: a survey of case stud-
ies. ACM computing surveys. 2022; 55(6):1-29. https://doi.org/10.1145/3533378

Yang G, Csikasz-Nagy A, Waites W, Xiao G, Cavaliere M. Information Cascades and the Collapse of
Cooperation. Scientific Reports. 2020; 10(1):1-13. https://doi.org/10.1038/s41598-020-64800-z PMID:
32409658

NetworkX—Erdos Renyi;. Available from: https://networkx.org/documentation/stable/reference/
generated/networkx.generators.random_graphs.erdos_renyi_graph.html.

Miles AL, Cavaliere M. Opinion Diversity and the Resilience of Cooperation in Dynamical Networks.
Mathematics; 9(15):1801. hitps://doi.org/10.3390/math9151801

NetworkX—Degree Centrality;. Available from: https://networkx.org/documentation/stable/reference/
algorithms/generated/networkx.algorithms.centrality.betweenness_centrality.html.

NetworkX—Betweenness Centrality;. Available from: https://networkx.org/documentation/stable/
reference/algorithms/generated/networkx.algorithms.centrality.betweenness_centrality.html.

NetworkX—Eigenvector Centrality;. Available from: https://networkx.org/documentation/stable/
reference/algorithms/generated/networkx.algorithms.centrality.eigenvector_centrality.html.

Cavaliere M, Sedwards S, Tarnita CE, Nowak MA, Csikasz-Nagy A. Prosperity is Associated with Insta-
bility in Dynamical Networks. Jounal Of Theoretical Biology. 2012; 299:126—138. https://doi.org/10.
1016/}.jtbi.2011.09.005 PMID: 21983567

Rand DG, Arbesman S, Christakis NA. Dynamic Social Networks Promote Cooperation in Experiments
with Humans. Proceedings of the National Academy of Sciences. 2011; 108(48):19193-19198. https:/
doi.org/10.1073/pnas.1108243108 PMID: 22084103

Vieira MV, Fonseca BM, Damazio R, Golgher PB, Reis DdC, Ribeiro-Neto B. Efficient search ranking in
social networks. In: Proceedings of the sixteenth ACM conference on Conference on information and
knowledge management; 2007. p. 563-572.

PLOS ONE | https://doi.org/10.1371/journal.pone.0313198  November 26, 2024 20/20


https://doi.org/10.1016/j.isci.2020.101438
http://www.ncbi.nlm.nih.gov/pubmed/32823053
https://doi.org/10.1109/ACCESS.2017.2696365
https://doi.org/10.1145/3533378
https://doi.org/10.1038/s41598-020-64800-z
http://www.ncbi.nlm.nih.gov/pubmed/32409658
https://networkx.org/documentation/stable/reference/generated/networkx.generators.random_graphs.erdos_renyi_graph.html
https://networkx.org/documentation/stable/reference/generated/networkx.generators.random_graphs.erdos_renyi_graph.html
https://doi.org/10.3390/math9151801
https://networkx.org/documentation/stable/reference/algorithms/generated/networkx.algorithms.centrality.betweenness_centrality.html
https://networkx.org/documentation/stable/reference/algorithms/generated/networkx.algorithms.centrality.betweenness_centrality.html
https://networkx.org/documentation/stable/reference/algorithms/generated/networkx.algorithms.centrality.betweenness_centrality.html
https://networkx.org/documentation/stable/reference/algorithms/generated/networkx.algorithms.centrality.betweenness_centrality.html
https://networkx.org/documentation/stable/reference/algorithms/generated/networkx.algorithms.centrality.eigenvector_centrality.html
https://networkx.org/documentation/stable/reference/algorithms/generated/networkx.algorithms.centrality.eigenvector_centrality.html
https://doi.org/10.1016/j.jtbi.2011.09.005
https://doi.org/10.1016/j.jtbi.2011.09.005
http://www.ncbi.nlm.nih.gov/pubmed/21983567
https://doi.org/10.1073/pnas.1108243108
https://doi.org/10.1073/pnas.1108243108
http://www.ncbi.nlm.nih.gov/pubmed/22084103
https://doi.org/10.1371/journal.pone.0313198

