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ABSTRACT Retail is one of the most significant and competitive economic sectors, and interactive systems
such as informative totems play an increasingly important role in enhancing the visitor experience within
shopping mall environments by offering value-added services. Over the years, these systems have evolved
toward AI-driven context awareness to personalize content based on the people interacting with them. To
maintain soft real-time responsiveness, however, existing systems typically rely on cloud-based processing
of AI workloads. This raises significant privacy concerns, as sensitive visitor data must be transmitted
to external systems or third-party services. Although prior literature demonstrates notable progress in
integrating AI-driven context awareness into interactive systems for shopping mall environments, current
solutions do not enable fully edge-confined execution of AI workloads and therefore cannot guarantee
that sensitive data remain local. To address this gap, this paper presents an industrial case study aimed at
developing a Cooperative Intelligent Totem System, in which all AI tasks are executed locally within an
edge infrastructure composed of a cooperating totem and roof nodes, without relying on any external systems
or third-party services. Experimental results show that the system achieves accurate AI-driven perception,
consistently satisfies the one-second responsiveness requirement, and scales up to 18 simultaneous users
when supported by multiple cooperating roof nodes, all while keeping sensitive data strictly confined to the
edge.

INDEX TERMS Context-aware interactive totems, cooperative edge intelligence, workload sharing, edge-
processing.

I. INTRODUCTION

Nowadays, retail represents one of the most relevant and
competitive economic sectors [1], [2]. In 2024, U.S. retail
sales reached $5.29 trillion, with forecasts projecting growth
to $5.42 trillion in 2025 [3]; In Europe, retail sales rose 1.5%
year-over-year through October 2025, while in the first six
months of 2025 retail sales grew +2% driven by tourism and
experiential formats in shopping malls [4]. In fact, enhancing
the visitor experience within a shopping mall is recognised
as one of the key factors contributing to increased sales [5],
[6]. Therefore, to enhance the visitor experience, modern

shopping mall managers must deliver shopping experiences
that meet visitor expectations and strengthen engagement [7].

Among the technologies driving this evolution, digital sig-
nage has emerged as an effective enabler for creating appeal-
ing store layouts and delivering engaging communication [8].
In particular, interactive systems, such as interactive totems,
enhance the visitor experience within the shopping mall by
offering value-added services such as checking product avail-
ability, navigating shopping mall layouts, and displaying ad-
vertising content [2], [9], [10].

In order to continuously adapt to the surrounding envi-
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ronment, interactive totems are evolving toward AI-driven
context awareness [11], namely the capacity to understand
who is in front of the totem and tailor the interaction through
AI-based perception. Here, context-awareness is achieved
via AI-driven analysis of visitors (e.g., age, gender, spoken
language), enabling the interactive totem to tailor content
to the detected audience. AI-algorithms have proven highly
effective for this purpose [12], [13], enabling tailored recom-
mendations and improvedmanagement of shoppingmalls [5],
[9], based on sensitive perceptual data (e.g., facial images and
utterances).

A critical requirement for interactive totems is the ability to
provide soft real-time responsiveness (hereinafter referred
to as real-time responsiveness), as delays in interaction may
cause visitors to disengage [5]. To achieve this real-time
responsiveness, many existing interactive systems rely on
cloud-based execution of computationally heavy AI algo-
rithms [5], where higher processing capacity is available.
However, sending sensitive visitor data to the cloud raises
significant privacy concerns, as personal data may be exposed
to third-party infrastructures [14], [15]. For this reason, there
is a growing consensus, in both research and industry, that
keeping AI-based processing of sensitive data confined to
the edge (i.e., a processing with no data shared with exter-
nal systems or third-party services) is a robust strategy for
reducing unnecessary exposure [16], [17]. This architectural
choice aligns with widely accepted data-protection principles
such as data minimization and purpose limitation [18]. As
a result, edge-confined processing has become a preferred
technical solution in domains involving sensitive perceptual
data, including smart cameras, mobile devices, and ambient
intelligence. Since interactive totems rely on similar classes
of perceptual data, adopting an edge-confined processing
strategy is a natural and technically justified design choice,
enabling responsible data handling while still supporting real-
time, personalized interaction.

While the literature shows significant progress in integrat-
ing AI-driven context awareness within interactive systems
[19]–[25], existing solutions do not provide a fully edge-
confined AI-based processing of sensitive data. Specifically,
no AI-driven interactive system deployed in shopping malls
provides simultaneously: (i) AI-driven context-awareness, (ii)
real-time responsiveness, and (iii) edge-confined processing.

To address this gap, this paper presents an industrial case
study aimed at developing a Cooperative Context-Aware
Totem System, in which all AI tasks are executed locally
within an edge infrastructure, without relying on external
systems or third-party services (e.g., cloud platforms). Specif-
ically, the main results of this case study consist of:

• The design of the proposed Cooperative Context-Aware
Totem System, composed of cooperating totem and
roof nodes, developed to satisfy the user requirements
elicited through a user-centered analysis of the context of
use, while ensuring (i) AI-driven context awareness, (ii)
real-time responsiveness, and (iii) edge-confined pro-
cessing.

• The implementation of a prototype of the Cooperative
Context-Aware Totem System on two AMD Zynq Ul-
traScale+ platforms.

• The evaluation of the implemented prototype in terms of
the accuracy of its AI tasks, its real-time responsiveness,
and its scalability, conducted in a laboratory setting that
emulates a real shopping mall environment.

The remainder of this paper is structured as follows. Sec-
tion II reviews the related work. Section III presents the case
study, detailing the definition of user requirements through
a user-centred design methodology. Section IV describes the
proposed cooperative intelligent totem system. Section V
reports the experimental results and provides a discussion.
Finally, Section VI concludes the paper and outlines future
work.

II. RELATED WORK
A growing body of work has investigated AI-based interac-
tive systems for shopping mall environments, spanning both
academic research and commercial products. These systems
typically combine sensing modules with AI inference to anal-
yse the presence and behaviour of visitors and to generate
real-time responses. However, existing systems differ widely
in how sensing, inference, and data handling are organised,
which results in different degrees of support for (i) AI-driven
Context-Awareness, (ii) real-time responsiveness, and (iii)
edge-confined processing. The following analysis reviews
existing systems with respect to these three capabilities, with
a comparative summary provided in Table 1.

Academic research. Sung et al. [19] propose a mixed-reality
AI-based interactive system deployed in a shopping mall
environment, where visitors interact with an augmented vir-
tual guide using real-time speech recognition and synthesis.
Specifically, the system was designed to enable immediate
vocal interaction and to enhance visitors engagement. How-
ever, the authors do not describe how sensitive data (i.e.,
spoken utterances) are processed or stored, nor whether they
are handled locally or shared with external systems or third
parties (e.g., cloud services).
Bhuvana et al. [20] propose an emotion-aware analytics

approach applicable to shopping mall environments, based on
facial expression recognition and posture analysis to estimate
visitor engagement and support AI-based interactions with
service robots. The authors describe how multi-modal vision
techniques could provide insights into the emotional states
and behavioral cues of visitors in real-time. However, the
proposed approach remains conceptual and does not present a
deployed system or a full processing pipeline. In addition, the
authors do not specify how sensitive data (i.e., facial images)
are processed or stored, nor whether such data are handled
locally or shared with external systems or third parties (e.g.,
cloud services).
Beem et al. [21] present a cloud-based personalisation in-

teractive system for e-commerce settings, described through
a case study of a fashion retailer that combines Amazon
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TABLE 1. Comparison of existing academic and commercial AI-based interactive systems

Type Work (i) AI-driven Context-Awareness (ii) Real-time Responsiveness (iii) Edge-confined Processing

Academic Research
Sung et al. [19] ✓ ✓ ✗

Bhuvana et al. [20] ✓ ✓ ✗

Beem et al. [21] ✓ ✓ ✗

Commercial Product

Hikvision [22] ✓ ✗ ✗

Victek [23] ✓ ✓ ✗

Tacteasy [24] ✓ ✓ ✗

IntelligentKiosk [25] ✓ ✓ ✗

Personalize [26] with a fine-tuned GPT model for dynamic
content generation. The authors emphasize the significance of
AI-driven personalisation and outline the technical challenges
associated with real-time recommendation pipelines. How-
ever, the system is limited to digital retail environments and
relies entirely on cloud-based services, with no information
provided on the handling of sensitive data.

Taken together, existing academic research works show
a range of approaches for enabling (i) AI-driven context-
awareness and (ii) real-time responsiveness, but provide lim-
ited detail on how sensitive data (e.g., facial images, spoken
utterances) are processed in practice, and none explicitly
addresses (iii) edge-confined processing.

Commercial products. Several commercial vendors offer
AI-based interactive systems for shopping mall environ-
ments, providing functionalities such as visitor presence sens-
ing, face detection, demographic estimation, and content
adaptation in real-time (e.g., Victek [23], Tacteasy [24], In-
telligentKiosk [25]). These systems typically combine em-
bedded camera modules with cloud-connected management
platforms, supporting context-aware behavior and immediate
responsiveness to visitor presence or movement. However,
publicly available documentation describes only high-level
capabilities and does not specify how captured sensitive data
are processed, stored, or transmitted, nor whether any compo-
nent can operate without reliance on external systems or third
parties (e.g., cloud services). As a result, their data-handling
architectures remain unclear, particularly with respect to the
possibility of (iii) edge-confined processing.

Overall, the reviewed academic and commercial AI-based
interactive systems consistently support capabilities (i) and
(ii), but none provide evidence of capability (iii). This lim-
itation is relevant because recent studies indicate that edge-
confined processing can reduce privacy risks by limiting
the exposure of sensitive data during transmission and stor-
age [12], [15], [27], [28]. The system proposed in this paper
overcomes this limitation by ensuring that sensitive data and
inference processing remain confined to the local edge de-
ployment environment.

III. CASE STUDY
This work builds on an industrial case study conducted in
collaboration with Aitek1, an Italian company specialized in
video analytics and digital signage, within Use Case 6 “Intel-
ligent Totems” of the Fractal European project [29]. The case
study examines the design of a Cooperative Intelligent Totem
System (hereinafter System) deployed in shopping malls, a
context of use defined by concrete physical, organizational,
and user-related constraints that must be explicitly addressed
during system design and evaluation [30].
The goal of this case study is to develop a System prototype

capable of (i) AI-driven Context-Awareness, (ii) real-time re-
sponsiveness, and (iii) edge-confined processing. Achieving
this goal requires a systematic understanding of the context of
use, encompassing the shopping mall environment, the char-
acteristics of the visitors who interact with the System, and
the interaction conditions under which the System is expected
to operate [31]. To this end, a User-Centered Design (UCD)
process [32] is adopted, applying its first two stages, de-
voted to understanding the context of use (Section III-A) and
to specifying the user requirements (Section III-B), whose
outcomes informed the design of the System presented in
Section IV.

A. UNDERSTANDING THE CONTEXT OF USE
Within the context of use considered in this case study, the
environment is a shopping mall, an enclosed indoor place
that aggregatesmultiple stores and shared public spaces and is
characterized by continuous pedestrian circulation and com-
plex spatial layouts that may extend across several floors
connected by escalators or elevators [33], [34].
The physical characteristics of the shopping mall, includ-

ing strong artificial lighting and pervasive background music,
result in an environment that is generally bright and noisy.
Human dynamics within this environment are continuous,
and crowd conditions are highly dynamic, with density levels
fluctuating over time and peaking during weekends, sales
periods, and seasonal events [35], [36].
The technological infrastructure of the shopping mall in-

cludes video surveillance systems used for safety and security
monitoring [37], [38], as well as informative totems typically

1https://www.aitek.it/
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located at points of high pedestrian circulation, such as en-
trances or corridor junctions, which provide mall directories
and advertising [2], [9], [10].

The users involved in this context of use include shopping
mall visitors, store personnel, and shopping mall staff.
Visitors represent the primary user group, comprising a

heterogeneous population with balanced proportions of men
and women, differing in age, nationality, and motivations for
visiting the shopping mall [39]–[41]. These motivations may
be hedonic, such as leisure and social engagement, or utili-
tarian, such as targeted shopping or quick access to specific
services [40], [42], [43]. Such demographic and motivational
differences affect visitors needs and their preferredmodalities
for receiving informative and advertising content, influencing
both what content they consume and how it is most effectively
presented within the shopping mall [44].
Store personnel constitute a secondary user group whose

needs are shaped by marketing-related activities aimed at
promoting products, attracting visitors, and evaluating the
effectiveness of promotional strategies within the shopping
mall environment [45]. These needs encompass the creation
and delivery of tailored content used to engage visitors within
the shopping mall.
Shopping mall staff, including security, administrative, and

customer service personnel, represent responsible for the
overall daily functioning of shopping mall environments.
These employees are integral to operational continuity, visitor
assistance, and the provision of a safe and secure environ-
ment. Their effectiveness relies heavily on situational aware-
ness of activities throughout the shopping mall, timely access
to relevant information for visitor support, and continuous
monitoring of security-related incidents [46], [47].

This analysis of the environment and users completes the
first stage of the UCD process (understanding the context of
use), and provides the basis for the second stage, detailed in
the next subsection.

B. SPECIFY USER REQUIREMENTS
In the second stage of the UCD process, Personas and Scenar-
ios [48] were modeled to represent users from the three user
groups identified in the analysis of the context of use and their
typical interactions with the system. Specifically, Personas
provide concise characterizations of these users, and Sce-
narios describe typical situations in which they engage with
the System in the shopping mall environment. These artifacts
support the subsequent specification of user requirements.

1) Personas and Scenarios
The Personas and Scenarios developed correspond to the
three user groups identified in the analysis of the context of
use: (1) Visitors, (2) Store personnel, and (3) Shopping mall
staff.

1) Elena Lopez - Visitor: Elena López is a Spanish-
speaking senior visitor traveling in Berlin who is unfa-
miliar with the layout of the shopping mall. Her goal is
to locate shops quickly and access information that is

readable and linguistically accessible. When interact-
ing with the System to search for a specific shop, she
relies on the interface to present content in her preferred
language with adequate text readability, enabling her
to identify relevant shop categories and obtain clear
directions.

2) Michael Kant - Store Personnel: Michael Kant works
as part of the store personnel of a clothing shop located
along one of the shopping mall main corridors. His
goal is to promote current offers and assess whether
they attract the attention of passing visitors. Over time,
he observes how visitors behave in the vicinity of his
store and how the System adapts the advertising content
shown to approaching visitors. When certain promo-
tional messages appear to be associated with increased
visitor interest around the shop area, he keeps them
active; when interest remains limited, he updates the
advertising content or reorganizes the shop-front layout
to improve visibility.

3) KatrinaWeber - ShoppingMall Staff: KatrinaWeber
is part of the shopping mall staff and is responsible for
monitoring daily operations and ensuring that visitor
circulation remains smooth. Her goal is to identify
situations that may require an operational intervention.
While overseeing the shopping mall, she reviews infor-
mation provided by the System about localized changes
in visitor presence within specific areas of the shop-
ping mall. In fact, when the System indicates that an
unusual queue is forming near the restrooms due to
increased crowd density, she immediately dispatches
maintenance staff to verify the cause and restore normal
conditions.

These Personas and Scenarios helped clarify user needs
and interaction conditions, which in turn informed the speci-
fication of the User Requirements.

2) User Requirements
The specified user requirements consolidate the needs iden-
tified through Personas and Scenarios, formalizing both the
System functions that must be supported (i.e., functional re-
quirements) and the conditions under which these functions
must be delivered (i.e, non-functional requirements). Their
specification adheres to the overall goal of the case study,
namely developing a System prototype capable of (i) AI-
driven context-awareness, (ii) real-time responsiveness, and
(iii) edge-confined processing.

a: Functional Requirements
• The System shall perform people detection through AI-

based visual sensing analysis to identify the presence
and number of visitors within the area sensed by the
System.

• The System shall perform crowd density estimation
through AI-based visual sensing analysis to identify ab-
normal or critical crowding conditions in its surround-
ings.
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• The System shall perform face detection through AI-
based visual sensing analysis to localize visitors and
enable subsequent tailored interactions.

• The System shall estimate the visitors age and expressed
gender through AI-based visual sensing analysis.

• The System shall detect the visitors spoken language
through AI-based audio sensing analysis.

• The System shall deliver tailored content based on the
detected demographic characteristics of the visitors (i.e.,
age, gender, and language).

Please note that crowd density estimation is specified as a
separate functional requirement because it involves distinct
processing and supports different management actions than
those associated with the people detection function.

The reliance onAI-based sensing and data-driven inference
to implement these functions is essential for achieving (i) AI-
driven Context-Awareness.

b: Non-Functional Requirements
• The System shall deliver the tailored content within one

second from the initial face detection of the visitor.
• The System shall store all sensitive data locally, and any

cooperation shall occur exclusivelywithin the local edge
infrastructure of the System (edge-confined), without
the involvement of external systems or third parties
(e.g., cloud services).

Please note that the one-second latency requirement fol-
lows established usability guidelines [49], which indicate that
system responses occurring within approximately one second
are perceived by visitors as instantaneous.

Meeting these two non-functional requirements supports
the goal of the case study of achieving (ii) real-time respon-
siveness and (iii) edge-confined processing.

The following section details how these user requirements
were translated into the development of the System prototype.

IV. THE PROPOSED COOPERATIVE INTELLIGENT TOTEM
SYSTEM
The design of the proposed System follows the method-
ological framework developed within the European project
Fractal2, whose main objective is to introduce a novel ap-
proach to edge computing based on adaptive and context-
aware computing nodes, referred to as fractal nodes. The
proposed System is implemented as a network of cooperative
fractal nodes forming a local edge infrastructure. The primary
rationale behind this architectural choice is the adoption of
an edge-confined processing strategy: by deploying a fractal
node surrounded by interconnected edge nodes with which
it can share computation, all sensitive data remains strictly
within the local edge infrastructure [50].

When the fractal node must execute computationally de-
manding tasks involving sensitive data, the system enables co-
operation among fractal nodes in order to distribute a portion
of the workload to nearby fractal nodes within the same local

2https://fractal-project.eu/
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edge infrastructure (a mechanism referred to as workload
sharing).
Workload sharing is the key feature that makes the pro-

posed System cooperative: as detailed in Section IV-A, a node
in the proposed System can offload part of its computation to
another nodewhile keeping all processing confinedwithin the
edge domain.
This design preserves real-time responsiveness while en-

suring that no sensitive data leaves the local network, avoid-
ing any interaction with external systems or third parties (e.g.,
cloud services).
Within the proposed System, two types of fractal nodes are

defined: the totem node and the roof node.
The totem node, whose hardware infrastructure is shown

in Fig. 1, integrates a camera and a microphone as sensing
devices, both connected through an Ethernet interface, and
a display as its actuator, connected via DisplayPort. Two
PMOD Wi-Fi connectors are also included, enabling the at-
tachment of two Wi-Fi antennas that support the cooperation
infrastructure (described in Section IV-A3). At the core of the
totem node, a System-on-Chip (SoC) executes all tasks re-
quired to satisfy the user requirements defined in the previous
section.
Given its intended deployment in shoppingmalls, the totem

node is approximately 180 cm tall, with the camera and mi-
crophone positioned at 150–160 cm to ensure ergonomic and
effective interaction with visitors.
The totem node is responsible for direct human–system

interaction and for generating tailored content in real-time.
Its tasks include: Face Detection (FD), which takes as input
frames from the camera and outputs one cropped face im-
age per detected visitor; Age Estimation (AE), which takes
as input a face image and outputs the estimated age; Gen-
der Classification (GC), which takes as input a face image
and identifies the expressed gender; Idiom Recognition (IR),
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which takes as input audio from the microphone and outputs
the recognized spoken language; Rule-Based Recommenda-
tion (RBR), which receives age, gender, and spoken language
data and selects the tailored content; Content Selection (CS),
which displays the selected advertisement on the display; and
Load Balancing (LB), which determines whether, in case of
need, there are available nodes for workload sharing.

The roof node, whose hardware infrastructure is shown in
Fig. 2, is installed above the totem node (typically on the
ceiling of the shopping mall) and is equipped with a camera
connected through an Ethernet interface as its primary sensor.
Two PMODWi-Fi connectors are also included, enabling the
attachment of two Wi-Fi antennas that support the coopera-
tion infrastructure described later in this section. At the core
of the roof node, a SoC executes all tasks required to satisfy
the user requirements defined in the previous section.

The roof node supervises the area surrounding the totem
node, monitors visitor presence, and assists the totem node
by executing offloaded tasks when necessary. Its tasks in-
clude: People Detection (PD), which takes as input frames
from its camera and identifies the presence of visitors; and
Density Estimation (DE), which processes camera frames to
produce an estimate of the number of visitors in themonitored
area. Depending on the detected situation, the roof node also
generates event signals (Alarms 1–5) to trigger the specific
reactions (through task executions) on the totem node.

The next subsection details the operational flow through
which the totem node and the roof node coordinate to satisfy
the user requirements.

A. OPERATIONAL FLOW

The totem node and roof node respond to external stimuli and
interact to provide the required AI-driven context awareness
in real-time and in an edge-confined manner. The operational
flow of these two nodes within the proposed System is formal-
ized through finite state machines, shown in Fig. 3 by their
associated state–transition diagrams. The left side of Fig. 3
shows the state–transition diagram of the totem node, whereas
the right side presents the corresponding diagram for the roof
node.

Each state–transition diagram is composed of circles rep-
resenting the states of the node and directed edges repre-
senting the transitions between states. For readability, states
are named as Ti and Ri (i = 1, 2, ...) for totem node and
roof node, respectively; state names appear in bold in the
diagrams. Inside each state, the name of the tasks executed
in that state (e.g., PD, DE) may be shown. In such cases, the
indicated tasks are executed in parallel on the corresponding
node. Alternatively, a state may contain an action (e.g., Send
Alarm 1), meaning that the corresponding action is performed
in that state. Upon entering a state, the tasks or actions indi-
cated in that state are started, and the node remains in that state
until their execution completes. Transitions between states
are annotated with events or guard conditions (e.g., detection
results, resource availability, or alarm signals) that trigger the

state change and govern the progression of each node through
its operational workflow.
The System operates in two possible modes: no workload

sharing andworkload sharing. The activemode is determined
by the value of a configurable parameter, MAXF, which
depends on the hardware characteristics of the totem node
(details provided in the Section IV-B). When the number of
visitors approaching the totem node is smaller than MAXF,
the totem node can complete all required tasks within the
one-second deadline without assistance from roof nodes, and
thus operates in noworkload sharingmode. Conversely, when
the number of detected faces exceeds MAXF, the totem node
requires computational support from neighboring roof nodes
and switches to workload sharing mode.

1) Operational Flow without Workload Sharing
In this subsection, the operational flow of the System in the
case where the number of visitors approaching the totem node
is smaller than MAXF is described, meaning that the totem
node is capable of completing all required tasks within the
one-second deadline without performing workload sharing.
The totem node starts in state (T0), with its display turned

off. The roof node starts in state R0, where it announces its
availability to assist the totem node through workload sharing
(the cooperation infrastructure is described in Section IV-A3).
The roof node then transitions to state R1, where it mon-

itors the area in front of the totem node using its dedicated
camera. In this state, it continuously executes the PD task to
detect the presence of visitors and, in parallel, runs the DE
task to estimate crowd density.
From state R1, when one or more visitors enter the totem

node area, the roof node transitions to state R3 and sends
Alarm 1 to the totem node. Upon receiving Alarm 1, the
totem node transitions to state T1, powers on the display
corresponding to the activated side, and shows a welcome
message through the CS task.
The roof node then moves to state R4, where it continues

monitoring the scene. When a visitor approaches the totem
node and enters the proximity area, the roof node enters
stateR6 and triggers Alarm 2, and then transitions to stateR7.
If instead the visitor moves away from the totem node area,
the roof node transitions to state R5, sends Alarm 4 to the
totem node (indicating that the display can be turned off), and
then returns to state R1.
In state R7, the roof node continues executing PD and DE.

If the visitor moves out of the totem node proximity area but
remains within the totem node area, the roof node transitions
to state R8, sends Alarm 3, and then returns to state R4.
In states R1, R4, and R7, if the DE task reports a number

of visitors greater than a predefined threshold (representing
an abnormal crowding situation typical of shopping mall
environments), the roof node transitions to state R2, triggers
Alarm 5, and then returns to state R1. Alarm 5 is propagated
to notify the shopping mall security system about the detected
abnormal crowd condition.
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FIGURE 3. Operational Flow among totem and roof nodes.

Upon receiving Alarm 2, the totem node transitions to
state T2 and executes the FD task to acquire facial images
using its camera, while continuing to display the welcome
message through the CS task. If the number of detected faces
is smaller thanMAXF, the totem node transitions to state T5,
where it executes the IR, AE, and GC tasks. The IR task
is executed once per interaction, whereas AE and GC are
executed for each detected face.

Once these tasks are complete, the totem node (for com-
pleteness) verifies that any potential roof node side com-
putations have also finished, although in this scenario no
workload sharing occurs, and transitions to state T6. The
outputs produced by IR, AE, and GC are aggregated and
passed to the RBR task, which selects the tailored content that
best matches the inferred visitor profile.

Finally, in stateT7, the CS task renders the selected tailored
content on the totem node display.

It is assumed that once the visitor receives the tailored
content, they eventually leave the totem node proximity area.
When this occurs, the roof node transitions to state R8,
generates Alarm 3, and then returns to state R4; the totem
node receives Alarm 3 and returns to state T1. If the same
visitor approaches the totem node again, the operational flow
is repeated.

If visitors leave the entire totem node area, the roof node
transitions to state R5 and issues Alarm 4, after which it
returns to state R1. This causes the totem node to switch
off its display and return to state T0, thus reducing energy
consumption when no visitors are present.

This concludes the description of the operational flow
for the case in which the totem node operates entirely au-
tonomously, without requiring workload sharing from the
roof nodes.

2) Operational Flow with Workload Sharing
In this subsection, the operational flow of the System in the
case where the number of visitors approaching the totem

node exceedsMAXF is described. In this condition, the totem
node is not able to complete all required computations within
the one-second deadline on its own and therefore requires
computational support from roof nodes through workload
sharing.
As described in the previous subsection, the roof node

starts in state R0, where it announces its availability to sup-
port the totem node, and then moves to state R1. When
visitors approach the totem node, the roof node eventually
reaches state R7, while the totem node reaches state T2 and
completes the FD task.
At this point, the totem node determines that the number of

detected faces is greater than MAXF. It therefore transitions
to state T3, where it executes the LB task to identify whether
neighboring roof nodes are available for workload sharing. If
one or more roof nodes are available, the totem node prepares
an offloading request and transitions to state T4, where it
sends the input data required for the AE and GC tasks (i.e.,
the cropped facial images to be processed) to the selected roof
node.
After this transmission, the totem node moves to state T5,

where it performs its own instances of the AE and GC tasks
on the remaining subset of images (i.e., those not offloaded
to the roof node).
Upon receiving the offloading request, the roof node transi-

tions to stateR9 andwithdraws its availability announcement.
This is done to ensure that once a roof node has been allocated
to support workload sharing, it cannot be selected again until
the current offloading session is completed. The roof node
then moves to state R10, where it executes its own AE and
GC tasks on the offloaded images.
States T5 and R10 represent the core of the workload-

sharing mechanism: the totem node and the roof node execute
AE and GC computations in parallel, thereby reducing the
overall processing time and ensuring compliance with the
one-second deadline.
Once the roof node completes its assigned computations,
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it sends the results back to the totem node and transitions to
state R0, where it re-announces its availability. Meanwhile,
the totem node waits for the roof node results and for its own
local computations to finish. After receiving and aggregating
all outputs, it transitions to state T6, where the RBR task
selects the tailored content to display. Finally, in state T7, the
CS task projects the selected tailored content on the totem
node display.

It is worth noting that if, in stateT3, the LB task determines
that no roof nodes are available, the totem node becomes
aware that it cannot complete the required computations
within the one-second deadline. As a consequence, it cannot
produce a fully AI-driven context-aware advertisement in
time. In this case, the finite state machine transitions directly
from state T3 to state T6. The RBR task, informed that
the system reached state T6 via the LB path (i.e., without
performing AE and GC on all detected faces), selects a fall-
back content strategy. Specifically, instead of delivering a
tailored advertisement, the RBR task chooses a general, non-
tailored message designed to mitigate the lack of timely AI-
driven context-aware processing (e.g., a generic promotional
banner).

3) The Cooperation Infrastructure Mechanism

As described in the previous paragraph, when the number
of detected faces exceeds MAXF, the totem node verifies
whether roof nodes have available computational resources
(state T3). This state is also referred to as neighbor dis-
covery. If one or more roof nodes are available, the totem
node initiates a workload–sharing procedure to offload part
of the computation (state T4), a state also referred to as task
offloading.

Neighbor discovery is performed using the standard Wi-
Fi infrastructure available in the shopping mall, which al-
lows nodes to publish and subscribe to availability informa-
tion over the existing network. At the transport layer, the
Transmission Control Protocol (TCP) is used, while at the
application layer, the Message Queuing Telemetry Trans-
port (MQTT) protocol is adopted [51]. MQTT is a pub-
lish/subscribe protocol that enables roof nodes to broadcast
their computational availability by publishing messages to
predefined topics. Each node acts as an MQTT client and
subscribes to these topics to receive updates from other nodes
within Wi-Fi range.

In the proposed cooperative infrastructure, a dedicated
MQTT broker runs on a separate device, managing all pub-
lished messages and maintaining the current availability sta-
tus of neighboring nodes. Importantly, the messages ex-
changed over MQTT contain only resource–availability in-
formation and no sensitive visitor data. Thus, the involvement
of an external device running the MQTT broker does not
jeopardize the edge-confined processing strategy and does not
expose sensitive data to third parties.

Furthermore, the Wi-Fi/MQTT-based infrastructure is also
employed by roof nodes to communicate Alarm 1, Alarm 2,

Alarm 3, and Alarm 4 to the totem node, as well as Alarm 5
to the shopping mall security system.
Once a suitable neighbor node is identified, task offload-

ing is carried out using Wi-Fi Direct, which enables direct
peer-to-peer communication between nodes without the in-
volvement of intermediate access points. This mechanism
preserves edge-confined processing, as all exchanged data re-
mains within the local network domain, and reduces latency.
At the transport layer, TCP is again employed, while at the
application layer, the Hypertext Transfer Protocol (HTTP) is
used to transmit task data and to receive the corresponding
results.
In the proposed System, each roof node connects to the

MQTT broker to announce its resource availability (stateR0)
and to receive potential offloading requests (transition ‘‘Re-
quest from Totem’’ in Fig. 3). When the totem node de-
termines that offloading is required, it queries the available
nodes via MQTT (state T3) and initiates workload sharing
with those offering free resources (state T4).
During this process, the totem node transmits the cropped

facial images to the assisting roof nodes, which execute the
AE and GC tasks on behalf of the totem node. Once the
computations are completed, each assisting roof node returns
the results to the totem node, which aggregates all received
outputs and forwards them to the RBR task (state T6). The
RBR task then selects the tailored content, which is finally
displayed through the CS task (state T7).
Through this cooperative workflow, the proposed System

guarantees the execution of AI workloads within the one-
second real-time deadline, while maintaining complete edge-
confined data handling and avoiding any involvement of ex-
ternal systems or third parties (e.g., cloud services).

B. TASK IMPLEMENTATION
This section describes the implementation details of the tasks
executed by the totem node and the roof node. Furthermore,
it presents the hardware infrastructure within the SoC embed-
ded in both the totem and roof nodes, as used in the prototype,
and defines the value ofMAXF, which specifies themaximum
number of faces that the totem node can process locally within
the one-second deadline.

1) Totem Node
The totem node executes the tasks Face Detection (FD), Age
Estimation (AE), Gender Classification (GC), Idiom Recog-
nition (IR), Rule-Based Recommendation (RBR), Content
Selection (CS), and Load Balancing (LB).

a: Face Detection (FD) Task
This task processes a continuous video stream from the totem
node camera to determine whether one or more individuals
are standing in front of the totem node and to locate their
faces.
It takes as input RGB images of size 320 × 320 pixels

captured by the totem node camera and produces cropped
outputs of size 240 × 200 pixels, each corresponding to a
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FIGURE 4. Neural network model architecture of the FD task.

FIGURE 5. Neural network model architecture of AE and GC tasks.

detected facial region. These cropped images are forwarded
to the subsequent age and gender analysis tasks (AE and GC).
The FD task is triggered upon reception of Alarm 2 from the
roof node.

FD relies on AI-based algorithms, specifically on Dense-
Box [52], a fully convolutional neural network designed
for real-time face detection, an essential requirement for
the totem node. DenseBox eliminates the need for re-
gion–proposal stages and directly detects faces with high
efficiency, making it well-suited for edge devices operating
under strict timing constraints. The network architecture is
shown in Fig. 4.

The neural network is developed using the Caffe frame-
work [53] and the task is implemented in C++. The neural
network is trained on the WIDER Face dataset [54], which
contains a large variety of facial images exhibiting diverse
poses, scales, lighting conditions, and occlusions. This vari-
ability makes it an ideal dataset for developing face detectors
that must operate reliably in shopping malls.

b: Age Estimation (AE) and Gender Classification (GC) Tasks
These two tasks estimate the visitor age and gender (in-
terpreted as the expressed gender) from the cropped facial
images produced by the FD task. Both tasks take as input
images of size 240×200 pixels and produce textual numerical
outputs, which are subsequently forwarded to the RBR task.

The AE task is formulated as a regression problem,
whereas the GC task is addressed as a binary classification
problem. Both models are implemented as convolutional neu-
ral networks based on the VGG16 architecture [55], specif-
ically the VGG-Face variant [56], selected for its proven
transferability and high accuracy in face-related recognition
tasks. The network architecture is shown in Fig. 5. The neural

networks used for AE and GC share the same architecture,
differing only in the output layer.
The tasks are implemented in Python using Tensor-

Flow and Keras, and trained offline using the MORPH II
dataset [57], which provides 55135 facial images annotated
with age and gender. This dataset is widely considered one
of the most comprehensive benchmarks available for age and
gender estimation tasks (see [44] for further discussion).
To reflect the insights derived from the analysis of the

context of use (Section III-A), which indicates that men and
women visit shopping malls in approximately equal propor-
tions [58], the original MORPH dataset (originally imbal-
anced with about 85% male and 15% female images) was
rebalanced [59]. Data normalization and random sampling
techniques were applied to obtain a gender-balanced subset.
The resulting dataset, corresponding to approximately 30% of
the original, contains 16978 images, equally divided between
male and female subjects.

c: Idiom Recognition (IR) Task
The IR task processes audio data acquired from a microphone
integrated into the totem node camera to identify the spoken
language of the visitor.
It takes audio files in WAV format as input and produces

a string corresponding to the detected spoken language as
output. The identified language is then provided to the RBR
task, which uses it to adapt the tailored content displayed on
the totem node display.
This task combines deep learning and statistical ap-

proaches to ensure robust accuracy even in noisy environ-
ments and across diverse accents, as emerged from the anal-
ysis of the context of use. For speech-to-text (STT) ap-
proaches, neural network-based automatic speech recognition
models (Whisper [60] and Wav2Vec 2.0 [61]) are used to
transcribe speech before linguistic pattern analysis. In non-
STT approaches, acoustic features are extracted using Gaus-
sian mixture models, hidden Markov models, and support
vector machines to classify languages based on phonotactic
characteristics. This hybrid strategy enables accurate spoken
language detection and stable performance across different
visitor profiles. The task is implemented in Python.

d: Rule-Based Recommendation (RBR) and Content
Selection (CS) Tasks
The RBR task aggregates the outputs of AE, GC, and IR
(i.e., age, gender, and spoken language) and determines which
tailored content should be shown on the display of the totem
node.
It takes as input a JSON-formatted file containing the in-

ferred visitor profile and applies a rule-based decision model
to select the tailored content.
The result of this decision process is forwarded to the

CS task, which renders the selected tailored content on the
corresponding display.
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FIGURE 6. SoC architecture implemented on both the totem node and the
roof node. The SoC integrates a quad-core ARM Cortex-A53 processor
cluster and an FPGA fabric hosting two Deep Learning Processing Unit
(DPU) cores, interconnected through an AXI4-based on-chip interconnect.
Two PMOD Wi-Fi controllers (only one is depicted in the figure for
readability) enable both standard Wi-Fi and Wi-Fi Direct communication
with other nodes. An external DDR3 DRAM module is shared through the
DDR3 memory controller, providing storage for all processing tasks. The
Ethernet controller interfaces with the cameras (and the microphone in
the totem node), while the DisplayPort controller enables video streaming
to the totem node display.

e: Load Balancing (LB) Task
The LB task is responsible for determining whether there are
roof nodes available to support the totem node in completing
all computations within the one-second deadline. It does not
perform the full workload-sharing procedure; rather, it con-
stitutes the decision-making step that checks for the presence
of helper nodes and selects which of them should be involved
in the subsequent offloading phase.

The LB task is designed to be reactive rather than proac-
tive. In the context of shopping malls, visitor arrivals are
highly dynamic and unpredictable, making it inefficient to
reserve resources in advance or maintain pre-allocated com-
putation slots on the roof nodes. Proactive reservation would
lead to unnecessary resource locking and reduced overall sys-
tem efficiency, as roof nodes might remain idle while being
marked as unavailable. A reactive strategy, instead, evaluates
resource availability only when the totem node detects a
workload that exceeds its local processing threshold (MAXF).

A detailed description of the full workload-sharing pro-
cedure and the algorithm governing the LB task is provided
in [28].

Hardware Infrastructure within the System-on-Chip
All the tasks on the totem node are deployed on an AMD Xil-
inx Zynq UltraScale+ SoC device [62]. This heterogeneous
platform integrates a quad-core ARM Cortex-A53 processor
cluster together with a programmable logic fabric that hosts
twoDeep Learning Processing Unit (DPU) cores [63], which
are hardware accelerators optimized for neural-network infer-
ence. The SoC architecture implemented on the totem node is
shown in Fig. 6.

The SoC is soldered on a ZCU102 development board. The

SoC corresponds to the light-blue block highlighted in Fig. 1,
while the ZCU102 board provides the external interfaces re-
quired by the prototype, including the Ethernet interface, the
PMOD connectors for the Wi-Fi modules [64], the external
DRAM, and the DisplayPort output, as shown in Fig. 1.
The quad-core ARM Cortex-A53 runs a Linux operating

system.
Task allocation across the hardware resources is as follows:

the RBR, IR, CS, and LB tasks execute on the ARM cores,
while the FD, AE, and GC tasks are accelerated on the two
DPU cores. Specifically, the two DPU cores are contented by
the execution of FD, AE, and GC. The IR task uses all four
ARMcores to efficiently handle audio input andAI inference.
The scheduling of tasks and the implementation of the finite
state machine shown in Fig. 3 are carried out by a dedicated
runtime manager, developed on top of the Linux operating
system.
With this hardware configuration, the value of MAXF is

set to 2. This value was determined empirically by measuring
the response time of the individual tasks on the prototype
platform. Further details on this evaluation are provided in
Section V.

2) Roof Node
The roof node executes two tasks: People Detection (PD) and
Density Estimation (DE).

a: People Detection (PD) Task
The PD task analyzes the video stream captured by the roof
node camera to identify and track the presence of visitors
within the totem node area.
Each video frame, originally acquired in Full HD (1920×

1080 pixels), is cropped to a square region and resized to
300 × 300 pixels. This pre-processing step preserves the
spatial context surrounding the totem node while reducing the
computational load, enabling real-time inference on an edge-
computing platform.
Based on the detected pedestrian positions, the PD task

generates the alarms discussed in Section IV-A (Alarm 1 to
Alarm 4), which are forwarded to the totem node.
The PD task is based on a customized YOLOv5n

model [65], retrained through transfer learning to specialize
from the original 80 COCO object classes to a single pedes-
trian class. This specialization is motivated by the fact that the
standard YOLOv5n detector includes classes such as bicycle,
car, dog, and chair, which are irrelevant for the shopping mall
environment. Restricting the model to a single class reduces
the output dimensionality and improves both inference speed
and accuracy in crowded indoor environments (as it can be in
a shopping mall environment).
The customized training dataset combines approximately

40000 pedestrian images from COCO [66], 40000 from the
Open Images Dataset [67], and 10000 images captured di-
rectly by the roof node cameras in the target shopping mall
environment. All local images weremanually annotated using
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FIGURE 7. YOLO-based model used by DE and PD tasks.

the VGG Image Annotator tool. The PD task is implemented
in C++.

b: Density Estimation (DE) Task
The DE task receives a video stream from the roof node cam-
era and estimates the density of visitors within the monitored
area.

It takes as input images of size 416× 416 pixels, obtained
by cropping and resizing the original Full HD (1920× 1080)
frames. The DE task outputs a numerical value indicating
the estimated number of visitors in the scene. This value is
compared against a threshold (as discussed in Section IV-A);
if the threshold is exceeded, the roof node triggers Alarm 5
to notify the mall security system of a potential crowding
condition.

DE is implemented using the YOLOv4 convolutional neu-
ral network [68], a state-of-the-art model for real-time ob-
ject detection whose architecture is similar to that shown in
Fig. 7. YOLOv4 was selected due to its favorable trade-off
between accuracy and computational load, making it suitable
for continuous operation on edge devices. The model was
developed using the Darknet framework [69], it was trained
on the COCO dataset [66], and deployed in C++.

Hardware Infrastructure within the System-on-Chip
All the tasks on the roof node are deployed on an AMD Xilinx
Zynq UltraScale+ SoC device [62]. The SoC architecture
implemented on the roof node is similar to the one used for
the totem node and shown in Fig. 6, with the only difference
that the roof node does not include a DisplayPort controller.
As in the totem node, the ZynqUltraScale+ device is mounted
on a ZCU102 development board, which provides all external
interfaces required by the prototype.

The quad-core ARM Cortex-A53 runs a Linux operating
system identical to that deployed on the totem node.

The PD task executes directly on the camera unit, enabling
continuous operation with minimal latency. The DE task runs
on one of the DPU cores, benefiting from hardware accel-

eration for convolutional neural networks. The scheduling
of tasks and the implementation of the finite state machine
shown in Fig. 3 are carried out by a dedicated runtime man-
ager developed on top of the Linux operating system.

V. EXPERIMENTAL RESULTS
The experimental activities aim to verify whether the pro-
posed System satisfies the functional and non-functional re-
quirements reported in Section III-B2.
To this end, a prototype composed of one totem node

and one roof node was implemented and evaluated in a
laboratory environment emulating a real shopping mall. The
hardware platform consists of two ZCU102 development
boards, each hosting an AMD Xilinx Zynq UltraScale+ SoC.
For both boards, a Linux-based operating system was built
using PetaLinux 2021.2 [70]. The system software was de-
veloped with the Vitis 2021.2 toolchain [71], and the deep-
learning workloads were deployed on the DPU cores using
Vitis AI 2.5 [72]. The overall prototype architecture is shown
in Fig. 8, which shows the interconnection between the two
nodes and the MQTT broker running on a Raspberry Pi
board [73].
All experiments were conducted within the facilities of

Aitek. A snapshot of the experimental setup is shown in Fig. 9,
where the green rectangle outlines the total area observed by
the roof node, the red polygon marks the totem node area, and
the yellow bounding box highlights the detected visitor.
The objectives of the experimental evaluation are threefold:

(1) Verification of functional requirements. This objec-
tive consists of two parts. First, the correct execution of
all tasks is verified, both in isolation and when invoked
according to the sequence defined by the finite state
machine in Fig. 3. Ensuring that tasks do not block or
hang is essential, particularly because the proposed im-
plementation executes multiple AI workloads on an edge
device with limited computational resources, where sus-
ceptibility to overload is inherently higher [74]. Second,
the quality of the tasks FD, PD, DE, AE, GC, and IR
is evaluated by measuring their inference accuracy on
dedicated test sets, as detailed in Section V-A.

(2) Verification of non-functional requirements. This ob-
jective involves assessing the real-time responsiveness
of the system and confirming that the overall processing
pipeline remains below the one-second limit, as required
by the real-time constraint. Section V-B reports the as-
sociated results.

(3) Scalability evaluation. This objective involves assess-
ing how the proposed System behaves as the number of
visitors increases, and how the response time behaves
when additional roof nodes are introduced to support
workload sharing. Section V-C reports the associated
results.

The experimental campaign was conducted under both
operational flows described earlier: (i) the operational flow
without workload sharing (see Section IV-A1), and (ii) the
operational flow with workload sharing (see Section IV-A2).
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FIGURE 8. Prototype architecture. ZUS+ refers to the Zynq UltraScale+ SoC, while BMQTT and CMQTT denote the MQTT broker and MQTT client,
respectively.

FIGURE 9. Snapshot of the prototype installed at Aitek facilities. The view
is captured from the roof node camera. The green rectangle outlines the
total area of interest, the red polygon defines the totem node area, and
the yellow box marks the detected visitor.

It is worth noting that operating without workload sharing
requires that no more than MAXF visitors (with MAXF = 2
in our prototype, see Section IV-B) enter the totem node
proximity area. Conversely, the operational flow with work-
load sharing is triggered whenever more than MAXF visitors
approach the totem node.

In both operational modes, the test setup reflected a re-
alistic crowded scenario: several individuals were present
within the broader totem node area, as commonly observed
in shopping mall environments.

A. VERIFICATION OF FUNCTIONAL REQUIREMENTS
1) Correctness of Task Execution
In order to verify the correctness of task execution, each task
was deployed on its corresponding hardware component as
described in Section IV-B, and the correct execution flow

was validated in both operational flows. By correct execution
flow, it is referred to as the ability of each task to receive its ex-
pected inputs, produce an output, and operate in a stable man-
ner over repeated executions [75]. This phase did not involve
any evaluation of inference accuracy (which is addressed in
the next subsection); rather, it focused on ensuring that the
system components were properly scheduled and coordinated
by the runtime manager (namely, the software component
responsible for coordinating tasks and executing the finite
state machines of Fig. 3), and that the corresponding finite
state machines could execute without blocking or instability.
The experiments revealed that the runtime manager needed

to be explicitly pinned to one core of the ARM Cortex-
A53 processor to ensure stable and predictable timing perfor-
mance. As shown in Fig. 8, the runtime manager is another
task on both the totem node and the roof node. Without this
configuration, the Linux scheduler occasionally descheduled
the runtime manager, causing temporary stalls or latency
fluctuations in the overall execution pipeline.
In addition, bandwidth-regulation mechanisms [76] were

introduced on the target architecture to control the memory-
access rate of bandwidth-intensive workloads, such as the FD
task. This step proved essential: without bandwidth regula-
tion, preliminary tests showed that the CS component experi-
enced intermittent display refresh issues due to memory-bus
contention, negatively affecting the visitors experience. Af-
ter applying bandwidth regulation, all components executed
correctly, and the system maintained a stable and continuous
behavior in both operational flows.

2) Task Accuracy
The accuracy was evaluated separately for the FD, PD, DE,
IR, GC, and AE tasks. Since all these tasks rely on AI-based
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TABLE 2. Accuracy and required operations (OPS) per image for the FD
task using two network configurations distinguished by input size.

Input Size OPS (per image) Float Acc. Quant. Acc.

320×320 0.49G 0.8833 0.8783
360×640 1.11G 0.8931 0.8922

models (see Section IV-B), the reported accuracy corresponds
to the inference performance of the underlying neural net-
works used by each task. For each task, the test sets were
constructed from a combination of samples from the corre-
sponding public datasets (as detailed in Section IV-B) and
samples collected directly from the prototype environment.
More specifically, these samples are constituted of images
(for FD, AE, GC, DE, and PD) and audio recordings (for
IR) acquired using the setup shown in Fig. 9. Furthermore,
the response time of each task in isolation was measured to
characterize its standalone timing performance.

a: Face Detection (FD) Task
The accuracy of the FD model (part of the FD task) was
evaluated using the FDDB dataset [77], which was selected
for its rich, diverse set of annotated faces captured under
unconstrained real-world conditions. Unlike more controlled
benchmarks, FDDB includes faces with substantial variation
in pose, illumination, scale, and occlusion, conditions that
closely reflect the visual challenges encountered in shopping
malls. For these reasons, FDDB represents an appropriate
benchmark for assessing the robustness of the FD model in
the target context of use.

Two network configurations were evaluated, differing only
in input resolution: one processes 320 × 320 pixel images,
while the other uses a larger 360 × 640 pixel input. Table 2
reports the accuracy obtained by both models when deployed
on the totem node. The columns labeled Float Acc. and
Quant. Acc. refer respectively to the accuracy achieved with
the floating-point model and with its quantized counterpart
executed on the DPU accelerator. Quantization was applied to
improve inference speed and reduce memory footprint, while
preserving accuracy as much as possible.

The results show that the accuracy difference between the
two input resolutions is negligible, whereas the computational
cost (measured in operations per image) nearly doubles for
the higher-resolution model. For this reason, the 320 × 320
configuration was adopted in the final implementation.

Regarding the response time, the FD task is executed on
the DPU accelerator and achieves an average response time
in isolation of 0.2 ms per image.

b: People Detection (PD) Task
For object detection tasks such as PD, traditional accuracy
metrics are not meaningful; for this reason, standard detec-
tion metrics are reported, namely precision, recall, and mean
Average Precision (mAP), which are the accepted indicators
of detection performance [78].

TABLE 3. Precision and Recall metrics related to the PD model (part of
the PD task).

Metric Description Value

Precision (BoxP) Correct detections / total detections 0.877
Recall (R) Correct detections / total ground truths 0.777
mAP@50 Mean Average Precision at IoU 0.5 0.869
mAP@50–95 Mean Average Precision at IoU 0.5–0.95 0.595

The precision, recall, and mAP values for the PD model
(part of the PD task) were evaluated on a dataset of 5486 im-
ages containing a total of 11696 annotated visitor instances.
Table 3 reports the corresponding performance metrics. The
model achieves a precision (BoxP) of 0.877 and a recall (R) of
0.777, indicating a good balance between correctly detected
instances andmissed detections. ThemAP at an IoU threshold
of 0.5 is 0.869, while the stricter mAP averaged across IoU
thresholds from 0.5 to 0.95 is 0.595.
Regarding response time, the PD task is executed on the

hardware of the roof node camera and exhibits an average
pre-processing time of 0.1 ms, inference time of 3.2 ms,
and post-processing time of 1.2 ms per image, for a total
average response time of approximately 4.5 ms per frame.
These results confirm that the model achieves high detection
performance while maintaining very low latency.

c: Density Estimation (DE) Task

The accuracy of the DE model (part of the DE task) was
evaluated using the COCO2014-5k subset [66]. This dataset
was selected because it provides a large number of diverse in-
door and outdoor scenes with significant variations in crowd
density, scale, illumination, and occlusion. Such variability
makes COCO2014-5k a widely accepted benchmark for eval-
uating density-related tasks and ensures that the DE model is
tested under conditions representative of real shopping mall
environments.
Two network configurations were evaluated, both using

416 × 416 input images but differing in the required com-
putational complexity. The first configuration corresponds to
the original quantized model, which requires 60.1 GOPS per
image, while the second configuration applies pruning tech-
niques to reduce complexity to 38.2 GOPS. Table 4 reports
the quantitative results.
In terms of accuracy, the quantized version achieves a

mAP@50–95 of 0.3730, slightly outperforming the pruned
configuration, which reaches 0.3590. These results indi-
cate that pruning minimally affects detection accuracy while
significantly reducing computational demand, making the
pruned model the preferred choice for deployment in the
prototype.
Regarding the response time, the DE task is executed on

the DPU accelerator and achieves an average response time
in isolation of 200 ms per image.
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TABLE 4. Accuracy and required operations (OPS) per image for the DE
model (part of the DE task).

Input Size OPS (per image) Float Acc. Quant. Acc.
(mAP@50–95) (mAP@50–95)

416×416 60.1G 0.3950 0.3730
416×416 38.2G 0.3810 0.3590

TABLE 5. Recognition accuracy of the IR model (part of the IR task) for
different hot words.

Hot Word Language Recognition Accuracy [%]

Buongiorno Italian 87.5
Ciao Italian 62.5
Hello English 100.0
Hi English 87.5

Average 84.4

d: Idiom Recognition (IR) Task
The accuracy of the IR model (part of the IR task) was
evaluated using two target languages: English and Italian.
These languages were chosen because they represent the
most common idioms spoken by visitors in the commercial
malls where the proposed System is intended to be deployed.
Italian is the primary local language, while English is widely
used as the default international communication language in
public environments, tourism, and customer-facing services.
Focusing on these two spoken languages provides a realistic
and representative assessment of the behavior of the IRmodel
in the target environment.

For the test set, utterances were recorded from eight in-
dividuals, including both male and female speakers, each
greeting the totem node in different ways. Specifically, the
test set consisted of 32 WAV audio files containing the hot
words ‘‘Buongiorno’’ and ‘‘Ciao’’ for Italian, and ‘‘Hello’’
and ‘‘Hi’’ for English. The per-class recognition accuracy is
summarized in Table 5. Incorrect classifications were not due
to language misidentification but rather to the inability to
detect any of the predefined hot words, typically caused by
noisy audio or unclear pronunciation.

The results show that the highest accuracy was obtained for
the hot word ‘‘Hello’’, whereas the lowest was observed for
‘‘Ciao’’. Overall, the IR model correctly identified the spoken
language in 84% of cases.

Regarding the response time, the IR task is executed on the
ARMCortexA53 processor and achieves an average response
time in isolation of 100 ms per utterance.

e: Gender Classification (GC) Task
In evaluating the accuracy of the GC model (part of the GC
task), it is important to assess potential sources of bias in
model accuracy, particularly with respect to ethnicity and
age. In a shopping mall environment, visitors are expected
to represent diverse ethnic and age groups; therefore, any
imbalance in the training dataset can lead to systematic bias
in the model inference. If certain demographic categories

FIGURE 10. GC accuracy (%) across age groups ranging from 10 to 70
years.

FIGURE 11. Training set distribution for AE and GC. The dataset is notably
underrepresented beyond 60 years.

are underrepresented during training, the model is likely to
exhibit reduced accuracy for those groups.
Fig. 10 shows the gender classification accuracy of the

AI model across different age ranges. The model shows
consistently high accuracy for individuals aged between 18
and 55, achieving an accuracy exceeding 85%, which con-
firms its ability to generalize effectively across younger and
middle-aged visitors. However, a marked decline in accuracy
is observed in the 60–65 age range, where accuracy drops to
0%. This decrease can be attributed to the limited number of
training samples for this age group. Fig. 11 shows the dis-
tribution of training samples by age and gender, highlighting
underrepresented age groups, particularly beyond 60 years.
Fig. 12 reports the gender classification accuracy across

different ethnic groups, together with their respective rep-
resentation in the dataset. The results reveal a correlation
between accuracy and the proportion of samples per group.
Higher accuracy is achieved for well-represented groups
(White (94.86%), Hispanic (92.20%), and Black (91.76%)),
while lower accuracy is observed for underrepresented cat-
egories such as Asian (77.78%) and Other (75%). This evi-
dence confirms that dataset imbalance affects generalization
and suggests that expanding the diversity of the training data
would improve fairness and robustness in real-world shop-
ping mall environments.
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FIGURE 12. GC accuracy across different ethnic groups, alongside the
corresponding dataset composition.

Regarding the response time, the GC task is executed on
the DPU accelerator and achieves an average response time
in isolation of 100 ms per image.

f: Age Estimation (AE) Task
For the AE model (part of the AE task), as for the GC model,
it is important to analyze potential sources of bias in model
performance.

For the AE model, accuracy is not a meaningful perfor-
mance metric, since age estimation is formulated as a regres-
sion problem in which the output is a continuous numerical
value (see Section IV-B). Therefore, the objective is not to
predict an exact class label, but to minimize the deviation
between the estimated age and the ground-truth age. For this
reason, and in accordance with standard practice in the age
estimation literature [79], performance was evaluated using
the prediction error rather than accuracy. Fig. 13 reports the
per–age-group error rate, which provides a more informa-
tive view of the model behaviour across the age spectrum.
This representation highlights age-dependent performance
variations and reveals the impact of dataset imbalance. In
particular, Fig. 13 shows the percentage error rate of the age
estimation model across different age groups. The results
show a clear U-shaped trend, with higher classification errors
occurring at both extremes of the age spectrum. Specifically,
the model shows elevated error rates for younger individuals
(under 20) and older adults (over 60), with error exceeding
30%. Conversely, the model achieves its best performance
among middle-aged individuals (35–45 years), with error
rates below 15%, demonstrating strong generalization in this
demographic range.

As shown in Fig. 11, these findings indicate that the model
struggles particularly with age groups that are underrepre-
sented in the training dataset, emphasizing the importance of
balanced data distribution for accurate age estimation.

Regarding the response time, the AE task is executed on
the DPU accelerator and achieves an average response time
in isolation of 100 ms per image.

FIGURE 13. Percentage error rate of the AE task across different age
groups.

FIGURE 14. System response time in seconds, varying the number of
visitors in front of the totem node with a different load distribution
between the totem node and the roof node.

B. VERIFICATION OF NON-FUNCTIONAL REQUIREMENTS
Fig. 14 reports the response time of the task execution
pipeline on the totem node, measured from the completion of
the FD task (stateT2 in Fig. 3) to the projection of the tailored
content by the CS task (state T6). The X-axis represents
the workload distribution using the notation (t–r), where t
denotes the number of visitor faces processed locally on the
totem node and r denotes those processed remotely on the
roof node.
For example, the configuration 2–0 indicates that two visi-

tors are present in the totem node proximity area and the totem
node processes both faces locally. As expected, the response
time remains below the one-second deadline, confirming that
the System correctly handles up to two faces without requiring
workload sharing.
The configuration 3–0 is included to show that, with three

visitors, local processing alone is no longer sufficient to meet
the one-second deadline. This empirical result motivates the
choice of MAXF = 2 in the proposed System, as discussed in
Section IV-B.
The remaining data points in Fig. 14 show the results

obtained when varying both the distribution of computation
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FIGURE 15. Number of visitor faces that can be processed in 1 second,
varying the number of roof nodes.

between the totem and the roof node and the number of
visitors in the totem node proximity area. It is worth noting
that one facial image corresponds to each detected visitor.

Although the state–transition diagram in Fig. 3 represents
only one offloading request for readability, the prototype
runtimemanager deployed on the roof nodewas configured to
handle up to six simultaneous requests from the totem node.
With this configuration, the pair composed of one totem node
and one roof node can process up to eight visitors in the
totem node proximity area while still meeting the one-second
deadline, thus enabling tailored content generation for groups
of up to eight visitors.

Overall, the cooperative behavior between nodes is clearly
visible in the results: as soon as the local workload exceeds the
capability of the totem node (MAXF), the roof node absorbs
the additional computational demand, keeping the end-to-end
response time within the required real-time bound.

C. SCALABILITY
Scalability tests were conducted to evaluate how the proposed
System behaves as the number of visitors in the totem node
proximity area increases beyond eight. Indeed, up to eight
visitors can be handled by the pair composed of the totem
node and a single roof node. The goal of this evaluation is to
determine howmany visitors can be managed simultaneously
within the totem node proximity area while keeping the over-
all response time below the one-second deadline, assuming
additional roof nodes can be added to assist with workload
sharing.

To this end, the number of cooperating roof nodes was pro-
gressively increased, enabling the System to distribute compu-
tational workloads dynamically across additional nodes when
required.

Fig. 15 reports the scalability results. The Y-axis shows
the maximum number of visitor faces that can be processed
while meeting the one-second deadline, whereas the X-axis
indicates the total number of active nodes in the system (the
sum of the totem node and roof nodes). For example, when
more than eight faces must be processed, the workload needs

to be distributed across more than two nodes (specifically, one
totem node and two roof nodes) to remain within the real-
time constraint. With a total of four nodes (one totem node
and three roof nodes), the System can deliver tailored content
to up to 18 individuals simultaneously.

D. DISCUSSION
This section discusses the experimental results from multi-
ple perspectives, analyzing perception accuracy, real-time re-
sponsiveness, scalability limits, privacy implications, and the
applicability of the proposed architecture to other deployment
scenarios.

a: Perception accuracy
The experimental results show that the proposed System
achieves high accuracy across all perception tasks (FD, PD,
DE, AE, GC, and IR), enabling robust AI-driven context
awareness in realistic shopping mall conditions. The FD task
reliably acquires facial images even in the presence of clutter
and background motion; AE and GC exhibit strong perfor-
mance across age and gender ranges well represented in the
training dataset; and IR achieves high reliability for the se-
lected idioms. A known limitation arises for underrepresented
age groups (e.g., elderly individuals aged 60+), where the AE
task shows reduced accuracy due to dataset imbalance. This
behavior is consistent with the literature on deep learning
models, which shows that they are strongly affected by the
distribution of the training data.

b: Real-time responsiveness
Regarding real-time responsiveness, the prototype consis-
tently satisfies the one-second deadline established by us-
ability requirements, as long as the number of visitors in
proximity does not exceed MAXF. When the workload over-
comes this limit, the cooperative workload-sharing mecha-
nism allows the system to offload AE and GC to roof nodes
while remainingwithin the time constraint. This confirms that
the combination of hardware acceleration (via DPU cores),
lightweight runtime management, and edge cooperation is
effective in sustaining real-time operation under increasing
load.

c: Scalability and deployment challenges
The scalability experiments clarify the limits of the proposed
architecture when considering larger deployments. Although
serving tailored content to 18 simultaneous visitors is not a
realistic scenario for a single totem in a shopping mall, the
result is meaningful for two reasons.
First, beyond this point, the one-second deadline cannot

be guaranteed even when additional roof nodes are available.
The limiting factor is not the computational capacity of the
nodes, but the communication layer: the Wi-Fi Direct net-
work becomes saturated due to increased peer-to-peer traffic
and connection management overhead. As the number of
simultaneous offloading requests grows, medium contention
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and connection coordination delays dominate the overall la-
tency, preventing further scaling. In a real-world shopping
mall with multiple active totems, additional contention for
shared wireless resources would further amplify this effect.
Therefore, scaling to a full mall deployment would require
localized coordination strategies or a hierarchical communi-
cation structure to mitigate Wi-Fi Direct bottlenecks.

Second, the results suggest that the same hardware plat-
form could support multiple displays. For example, a totem
equipped with three displays could simultaneously deliver
tailored content to approximately six visitors per display
while still preserving real-time responsiveness within the one-
second deadline.

d: Privacy-Preserving Edge Infrastructure

When compared with state-of-the-art solutions, a distinctive
feature of the proposed prototype is its strict adoption of edge-
confined processing. All computation, including the tasks
managing the sensitive data such as AE and GC, remains
fully within the local edge infrastructure. Once the nodes
are deployed and verified, they can be considered part of a
trusted execution environment in which no sensitive data are
transmitted to external systems or third parties (e.g., cloud
services). If additional computational power is needed, more
roof nodes can be added without weakening this trust bound-
ary, since all cooperative communication occurs inside the
edge domain. This architectural property ensures that the sys-
tem simultaneously supports real-time tailored interactions
whilemaintaining a confined processing strategy alignedwith
the responsible handling of sensitive perception data.

e: Applicability to other environments

The proposed cooperative intelligent totem architecture is
not limited to shopping mall deployments but can be ap-
plied to any distributed edge scenario that requires soft real-
time guarantees and dynamic workload redistribution among
neighboring nodes. The key enabler of this generalization is
the offloading mechanism combined with peer-to-peer coor-
dination, which allows a local node to maintain deadline com-
pliance by selectively delegating computationally intensive
tasks when local demand increases.

In transportation hubs (e.g., airports or train stations), the
same architecture could support adaptive passenger services
by distributing perception and analytics workloads across
multiple kiosks or edge stations. Similarly, in healthcare fa-
cilities such as hospitals, the approach could enable person-
alized information and assistance services by dynamically
sharing processing tasks among nearby terminals, ensuring
real-time responsiveness even during peak usage conditions.
More generally, any smart environment characterized by spa-
tially distributed interactive nodes and variable user density
can benefit from the proposed cooperative edge architecture
without modifications to its core design principles.

VI. CONCLUSIONS AND FUTURE WORK
This paper presented an AI-driven context-aware interactive
totem system built as a local edge infrastructure with co-
operative nodes. The System integrates a set of AI-based
tasks together with a rule-based recommendation task able
to provide tailored content to visitors. A key characteristic
of the design is the adoption of an edge-confined process-
ing strategy, ensuring that all sensitive data remain within
the local edge infrastructure while still enabling real-time
tailored interactions. A complete functional prototype was
implemented on AMD Xilinx Zynq UltraScale+ devices and
evaluated in a laboratory environment emulating real shop-
ping mall conditions.
Experimental results show that the System meets its func-

tional requirements, offering robust inference accuracy across
perception tasks and stable end-to-end execution without pro-
cess blocking or pipeline stalls. The System satisfies the one-
second responsiveness requirement for up to two simulta-
neous visitors without cooperation and up to eight visitors
through workload sharing with a single roof node. Scalability
tests further show that increasing the number of roof nodes ex-
tends the number of visitors supported within the one-second
deadline, up to a practical limit imposed by communication
overhead.
The results confirm that cooperative computation at the

edge is a viable and effective approach for real-timeAI-driven
context-aware services in shopping mall environments. The
ability to maintain real-time responsiveness while avoiding
any interaction with external systems or third parties (e.g.,
cloud services) positions the proposed architecture as a strong
candidate for privacy-aware interactive retail systems and
similar deployments.
Future developments will address three main directions.

First, mechanisms for reducing model bias will be explored,
particularly for underrepresented age and ethnic groups,
through dataset augmentation, domain adaptation, and more
balanced training strategies. Second, the System will be ex-
tended to support multi-display totem configurations, en-
abling simultaneous tailored content delivery to different
visitor groups. Finally, federated learning will be integrated
within the local edge infrastructure. By enabling participating
nodes to collaboratively update shared AI models without
exchanging raw data, federated learning can enhance model
accuracy over time while preserving data locality and further
strengthening the edge-confined processing paradigm.
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