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| never guess. It is a capital mistake to theorize before
one has data. Insensibly one begins to twist facts to suit
theories, instead of theories to suit facts.

Jules-Henri Poincare’






Abstract

The advent of the cloud computing paradigm has led Inteer®ice providers to
set up large Internet systems distributed all over the wiorlorder to efficiently
make their business. Efficient management of large Intesystems requires sev-
eral strategies that decide on request dispatching, ldadd® admission control,
and request redirection without direct intervention of lamadministrators. At
the basis of most autonomic management decisions there isetbd of perfor-
mance models for supporting system management by takirgimeadecisions
on the basis of information related to the state of interiyatesn components
and resources. Performance models supporting large tinfcasres must be able
to operate at different time scales and should support preegonfigurations
motivated by continuous dynamic changes in system, clemd, business poli-
cies. Performance models should be scalable for increasinmdpers of hardware
and software components, they should be adaptive to heteeogis data streams
characteristics, and they should guarantee reliabletsesuér changing system
conditions and requirements.

This thesis presents a set of novel performance models gedpr online
management of large amounts of variable and heterogenataistdeams coming
from several system monitors and networks. In particulas, thesis extends the
state-of-the-art in performance modeling in manifold dil@ns: (i) it presents a
novel approach for improving scalability when managingéaamounts of data;
(i) it introduces new adaptive models for the on-line datetof anomalies in
highly variable contexts, and for the identification of &ations and groups of
related objects even when correlation is hidden by higratdriy; (iii) it uses pre-
dictive analytics for improving performance in the selentof cloud availability
zones on the basis of user preferences.

Extensive evaluations of the proposed approaches in retdrsg demonstrate
improvements in performance modeling with respect to theesof-the-art solu-
tions and the satisfaction of scalability, adaptivity, aeléability requirements that
are mandatory for large systems management.
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Chapter 1

Introduction

The advent of the cloud computing paradigm has massivelgggththe whole
computing industry. It has led todays companies and Intesgr@ice providers to
set up large Internet systems distributed all over the wiorlorder to efficiently
make their business and serve their customers expectati@nge Internet sys-
tems are characterized by a huge number of hardware resdirge, processors,
memories, storage elements, virtual machines) and sateeanponents (e.g., ap-
plications, business processes) having the goal to makewtimg services read-
ily available to the company and to users on demand, like #mgrautility service
available in today’s society.

Efficient management of these large systems requires $esteategies that
decide on request dispatching, load balance, overload @mdssion control, re-
quest redirection, and so on [10, 12,16-19]. The large numbeesources and
components involved requires management strategies telbadaptive and au-
tonomic because no amount of human administrators wouldj&ite of cloning
and migrating virtual machines in time, as well as re-distiing or re-mapping
the underlying hardware. At the basis of most autonomic mement decisions,
there is the need of performance models for supporting systanagement by
taking real-time decisions on the basis of information gegd from monitors and
related to the state of internal system components and nessu

Monitors installed in large scale infrastructures prodtmisands and thou-
sands of heterogeneous data streams at the level of hardsganarces, applica-
tions, events, and services [25, 26]. When dealing with largeunts of variable
and heterogeneous data streams, performance models fageraant of cloud-
based infrastructures should guarantee:

« scalability for increasing numbers of hardware and software components

Performance models must be efficient and have limited coatipa@l costs,
since they have to cope with a large amount of data that musblbected,
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analyzed, stored and transmitted at real-time so as to italedytcorrective
actions to meet SLAs.

« flexibility for heterogeneous data streams characteristics. Hetezibge
may be related to different sources, such as different tgpessource they
refer to, different statistical properties, and differgénte scales of monitor-

ing.

 adaptivity of the models’ settings and parameters over changing system
conditions. Outcomes of performance modeling must be tdbushanges
in the system conditions and requirements, as well as teisystrors.

This thesis presents a set of novel performance models gpedp@r online
management of large amounts of variable and heterogenataistteams coming
from several system monitors and networks. All proposedtsmis aim to fulfil
the requirements of scalability, flexibility, and adapvihat are mandatory for
large systems management.

First, this thesis presents a novel approach for improveajability when
monitoring large amounts of data [5, 6]. By providing a dataetsionality re-
duction and a classification of information on the basis ef statistical proper-
ties of monitored data, this solution diminishes the corapoihal complexity of
managing big datasets without the loss of relevant infolonaor management.
Experiments carried on real data sets demonstrate thatdpesed strategy finds
useful applications in system management related to mddege Internet sys-
tems and improve the scalability of traditional approacdes work on all data
sets.

Second, this thesis proposes new adaptive models for thm@mletection
of anomalies in highly variable contexts [5-7, 140]. In patar, we propose
a new adaptive algorithm for state change detection thgtasiscally tailored
to be integrated with real-time management in Interneetdaystems. The pro-
posed algorithm combines for the first time an online versidhe Wavelet-based
model to achieve a continuously adaptive representatidimeodlata flowing from
the system monitors with an online adaptive version of thé kwewn Cusum
statistical test as a detector. Moreover, we address isslsged to the identifi-
cation of relevant behavioral changes in large Internetesys by introducing a
novel approach that characterizes the statistical pneseof the resource mea-
sures coming from system monitors, classifies them, andalsignchange only
when there is modification of the resource classification. Byiping a data di-
mensionality reduction and a characterization of senagissical heterogeneity,
we are able to detect changes in server operations witheurnaed of statistically
analyzing the entire set of resource measures.



Third, this thesis proposes a new correlation model thails @ capture both
linear and non-linear dependences even among time seaegotlrized by high
variability [3]. When high variability affects the data straes, it is necessary to
isolate perturbations and uncover all the patterns thatosen the data set. By
extracting trends in data that allow us to reveal the way inctvla data stream
may depend on the other one, the solution we propose extéedsotrelation
detection and its applications also to domains that areachenized by highly
variable data streams.

Fourth, this thesis extends the state-of-the-art in datsteting by presenting
a novel algorithm for finding groups of related objects evdremw correlation is
hidden by high variability [1, 2]. It is based on the extraatof the main patterns
of the time series, the removal of perturbations, the seleaif just the trend
patterns, and the use of such trend patterns for discovedrrglation-connected
data also in highly variable domains. This approach allawdisclose depen-
dences between data even when they are hidden by perturbaial makes the
proposed solution effective for both system and networkagament, by finding
groups of servers with related functionalities and netwitoks sharing similar
statistical properties with high reliability levels.

Finally, this thesis uses predictive analytics for imprayperformance in the
selection of cloud availability zones on the basis of usefgyences [4]. We intro-
duce a predictive approach to identify the cloud availgbibne that maximizes
satisfaction of an incoming request against a set of uselinegents. The pre-
dictive models are built from historical usage data for eailability zone and
are updated as the nature of the zones and requests chamgmelhod success-
fully predicts the unpublished zone behavior from histardata and identifies the
availability zone that maximizes user satisfaction agaspgcific requirements.
Moreover, the proposed method can be used to derive usesighiis for availabil-
ity zones, and can help cloud providers plan ahead theiatipes. We compare
our selection method to non-predictive selection methadisch rely on a priori
knowledge of unpublished zone attributes. The results shatithe predictive ap-
proach performs better than the non-predictive ones ind@&fuser satisfaction,
while maintaining high cloud performance.

The proposed approaches extend the state-of-the-artforpemce modeling
in manifold directions: (i) they improve scalability by nogquiring to model
and analyze all data streams gathered from system mon(iptsiey make no a-
priori assumptions about the statistical characteristicita; (iii) they are flexible
enough to be applied to different data sets despite of tilescranges, or sources
of data with the guarantee of high reliability of the resu(ig) they are direct to
minimize the computational complexity of modeling and dweréfore specifically
tailored to work online; (v) they have special considemafiar the characteristics
of variability, dinamicity, heterogeneity, and high dinsgmality typical of large
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Internet systems monitoring.

The novel approaches proposed for performance modelieg, rtiain quan-
titative and qualitative interpretations, and their imgments with respect to the
state of the art are detailed in the following chapters.

Chapter 2 motivates the need of novel performance modelsifge Isystem
management.

Chapter 3 proposes novel techniques that guarantee higtbgitglby reduc-
ing the large amount of collected metrics to analyze to aetsbsf aggregated
information that are useful for management.

Chapter 4 presents new adaptive models for the on-line dwmteat relevant
state changes and behavioral anomalies in highly variadodegts, in order to
allow management systems to take real-time decisions fadlyaadapting to
changing environments.

Chapter 5 proposes an innovative approach that is espei@adiyed to detect
linear and non-linear correlations between highly vagatdta streams.

Chapter 6 presents novel algorithms for data clusteringdhatantee high
accuracy and robustness in finding groups of servers witlta@lfunctionalities
and network flows sharing similar statistical properties.

Chapter 7 presents an adaptive method that helps users toatidally select
a cloud provider based on user-specific criteria and ledmgl@rovider proper-
ties by basing on information about previous provided sewviand by using this
information to suggest the user an optimal decision makargcfoud provider
selection.

Chapter 8 concludes the thesis with some final remarks ancefutork.



Chapter 2

Motivation

Monitors installed in large scale systems produce datarsiset the level of hard-
ware resources, applications, events, and services [R5AB§ management de-
cision needs performance modeling supports that are aldedlyze these data
streams in order to extract from raw performance measuedsfbrmation that is
useful for a given business or system objective.

Modeling data coming from system monitors is not an easy, tas&ause of
the three main properties that characterize data streafdasge scale systems:
volume, variety, and variability. These characteristiogether with velocity, de-
fine what is typically referred to as "Big Data” [20], whose ttbages are faced
more and more by today’s organizations. These data chasditie lead to the
need for a new set of capabilities for performance modelsa¢oerd in extracting
insight from an immense amount of vary and heterogeneoas dat

In the following, let us detail the characteristics of madsystem data:

e \olume

The massive volume of data monitored in modern systems ip@ixg).

Twitter and Facebook generate about 10 terabytes of daty dag, and
some enterprises such as Google [21], Microsoft [22], arftb¥d23] pro-
cess terabytes of data every hour of every day of the yearlantfe data
centers of thousands of nodes [20]. According to [24], thgtali universe
will grow by a factor of 300 from 2005 to 2020, reaching 40 abttes and
more than 5.200 gigabytes per person in 2020.

As the number of resources that are monitored and the pefiownoitor-
ing is growing [28, 139], the conversation about data volsiimas changed
from terabytes to petabytes with an inevitable shift toawmttes [20]. This
volumes of data cannot be analyzed in a timely fashion byticawl perfor-
mance models, which assume that the number of data streahteanize
of each of them allow the analysis of the entire set of data,(¢115-118]).
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This assumption is unrealistic in modern Internet system&re the com-
putational cost associated to the analysis of each data gapracticable.
This scenario creates the needsghlablesolutions to dominate the com-
plexity of massive data analysis, through the identificatd information
inside raw data that is useful to gain a better understanofirsgstem per-
formance, business activity, and customers behavior inrdineofashion.
To achieve acceptable performance for large data analysisnust aban-
don the idea of processing all raw data coming from systemitorsnand
we must consider to focus on only a subset of data informahanh are
useful for management.

In literature there are many reduction models orientedntdt khe data that
must be analyzed, such as the Principal Component AnalySia)PL.10],
the Correspondence Analysis [111], the Factor Analysis Jj1tt2 Non-
Negative Matrix-Factorization [113], the Independent Comgnt Analy-
sis [114]. This thesis proposes an approach based on the P€audmeit
makes only weak assumptions on data characteristics anwisalls to se-
lect the most important information on the basis of the steddlenergy”
in data. Thanks to these properties, PCA has been extenssetyin many
computer related contexts, especially for workload chtaraation [81] and
for network traffic analysis [121]. In the context of systeramagement, the
work in [14] integrates PCA into a two-stage log processinghoe that is
oriented to discover the statistically dominant pattemshe data set and
thereby to identify possible anomalies. Another paper J[1G&s PCA to
identify interactions among the components of large pradaocsystems.
Even if the goals of these works are different, they suppapiossibility of
using PCA in managing large data sets and finding relevantriveton.

Variety

With the explosion of the number of monitored resources am$&'s, as
well as of smart devices and social technologies, data m@uitin a sys-
tem has become complex, because it includes not only physisaurce
performance data, but also virtual ones, web log files, netwackets, sen-
sor data from active and passive systems, and so on. Suetywkeads to
data with different ranges and time scales, sampled atreiffdime inter-
vals, and referring to different resources or componenyste®n manage-
ment success must rely on the ability to draw insights frdrkiatls of data
available despite of their variety.

By basing on the static and a-priori choice of their setting parameters,
traditional performance models can hardly handle varigtg. data vari-
ety grows, ad-hoc performance models suited to specificezomis well



as models relying on many and hard-to-set parameters nmaw& teom to
flexible performance models that can adapt to different settingsnimmi-

toring and/or to different data characteristics. Sinces ihot feasible for
human administrators to adjust models parameters to aferelit condi-
tion, it becomes mandatory for performance models to benauatic, so to
automatically adapt themselves to data characteristitswva human inter-
vention.

Performance models proposed in this thesis solve mostyagtated prob-
lems of existing algorithms. All proposed methods do nounegany as-
sumption about statistical properties of analyzed dataiy gperformance
does not depend on the type of data distribution, and theyeaiptupon
a fixed number and setting of models parameters. These ésatake our
methods flexible enough to model the performance of a systel@arichang-
ing and unpredictable conditions.

Variability

Resource measures obtained from load monitors in largenkttaystems
are extremely variable even at different time scales andl tebbecome ob-
solete rather quickly [42]. Monitored data sets are charasd by non-
stationary and non-deterministic features, variableavare of the distribu-
tion, and likely affected by internal and external perttidizs.

Data sets reported in Figure 2.1 share the high variable tagtiastic traits
that are typical of the performance metrics coming from rtasiin large
Internet systems.

These characteristics of resource measures are hard td thoolegh the

parametric techniques typically used by state of the afop@ance models
and strongly affect their performance. Moreover, such attaristics are
not static but change in time thus requiring performance etsotb adapt

their modeling functions to varying conditions in order tccammodate
variable contexts and changing requirements.

Existing models and frameworks supporting managemenesysbase on
the assumption that resource measures are characteriztatisyically ho-
mogeneous behaviors and/or stable conditions (e.g., 1318, 130, 141)).
This assumption is invalid in large Internet systems beedhs data sets
coming from different servers and system resources are faterogeneous
in statistical terms and extremely variable. For this reaiuis thesis deals
with the statistical heterogeneity of resource measustiust be consid-
ered as an intrinsic feature of modern systems [28, 81] &gieg virtual-
ization technologies and providing multiple Internet4xhservices subject
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Figure 2.1: Examples of heterogeneous resource measures.

to varying demands. The methods proposed in this thesis tfilteo het-
erogeneity, but they base on data representations thableréoaemove all
undesired perturbations while preserving the most releglata informa-
tion. This feature makes the proposed methods able to exigruficant
information for management form highly variable datasethout requir-
ing any pre-analysis of data characteristics.

In the following sections, this thesis will introduce nopelrformance models
to address the challenges of volume, variety, variabibtydifferent management
purposes: for big data analytics, for anomaly detectionc@wrelation analysis,
for data clustering, and for predictive analytics purposes



Chapter 3

Big Data analytics

Even in a medium-sized Internet system, several thousdn@dsaurce data sets
may reach the management system that should analyze, modi¢teat them
at different temporal scales in order to guarantee scélghiéliability, and to
avoid performance degradation and overloads. It would Issipke to pass all
resource data collected by the system monitors to the mamagesystem only in
the case of short data sets consisting of few monitored ssmpls this becomes
impracticable when the data sets are collected from husdrbdomponents over
long periods, it is necessary to identify all (and only) tekevant data carrying on
useful information and to pass only this subset of relevafiormation to decision
systems.

This chapter gives a contribution in the direction of sirfyphig the complexity
of managing huge amounts of heterogeneous and highly Varmzba sets. The
idea is to extract a concise representation of how the mgstitant components
and sets of components are acting through the investigatiarsubset of relevant
information that are obtained Iselectingjust the most important data sets. In
this study, the importance is a measure of the impact that esource has on the
overall system behavior. We use the results of data set tiedwas a mean to pass
just relevant statistical information to a managementesysiat is facilitated in
the application of the most suitable decision strategy.

3.1 Proposed strategy

The proposed strategy is oriented to the selection and #iistgtal characteriza-
tion of the resources of large Internet systems’s servens. mieasures related to
system resources are typically huge in size because theyteefong monitor-
ing periods, variable and heterogeneous. Hence, the fidtfgpmanagement
purposes is to discriminate between relevant and lessamti@vformation.
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We consider variability as the main statistical proper@t thuantifies the de-
gree of activity of a process and its importance in overaditeayn behavior as
in [109]. The index of variation of the data sets related tcheaonitored process
is denoted by thenergy We use this measure as a means to distinguish between
data sets carrying relevant and not-relevant informationorder to reduce the
dimensionality of a data set analysis and to consider jiesthibst relevant data
sets in terms of energy, we refer to tReincipal Component AnalysiPCA)
model [110] that, unlike other models for dimension redut{il11-114], is able
to express the intrinsic structure of a data set in terms wAree and requires no
prior knowledge about statistical properties of data sets.

By considering only the relevant sources of information, Wwaracterize the
server statistical behavior emerging from the monitored.danly relevant infor-
mation is passed to the statistical analyzer that aims &sifjadata sets in one of
the following classes:

 deterministi¢ presenting systematic trends and periodic patterns tieat a
predictable and possible to model;

» random manifesting isolated spikes and/or stochastic noises;

 negligible giving a minor contribution to the overall system activity

This classification allows a management system to applyighémodel to the
right data sets, as well as reducing the complexity of systamagement with null
or minimum loss of information. The negligible category doet carry meaning-
ful information for system management. Its contributionsystem activity has a
low impact and therefore a management framework can igretee sets belong-
ing to this class. When a data set is characterized by a prelatieterministic
behavior, a management system can adopt several modelgébcton, anomaly
detection, event identification. On the other hand, sergbasacterized by data
sets with spiky and noisy behaviors complicate managenidr@se data sets re-
quire some preliminary aggregation and filtering treatnbefidre their utilization.
In the most difficult cases they result useless or unfeasibblsnanagement even
after the application of some data treatments.

Unlike existing solutions for server characterizationtthaalyze each col-
lected data set [115-118], the proposed solution classBeger behaviors by
working on a subset of information. Our approach, that issdasn PCA [110],
aims (1) to extract from data sets the most relevant infaonatvhere the im-
portance is measured as a function of the impact of eachneson the overall
system behavior, and (2) to focus the classification aretysithis smaller subset
of information. In this way, we are able to limit the compidatl complexity of
the analysis, and to allow the integration of server charasztion results with
system management frameworks operating in large Inteys&ss.
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The proposed strategy achieves the above mentioned goalgyththe steps
outlined below.

1. Initial analysis. First, we evaluate the impact of each data set collected by
system monitors on the overall system activity, so to digtish relevant
from not-relevantsources of information.

2. Server characterization. Considering only the relevant sources of infor-
mation, we then characterize the server statistical behamerging from
the monitored data. We choose to classify the statistida&tier in three
main classes. The idea is to focus the analysis only to tHasees that can
facilitate system management.

3. Evaluation of system dynamics.The evaluation of the system dynamics
looks at the overall behavior of the system. A significantataon in the
behavior of relevant sources of information denotes a Bggmt change in
the system that is useful to signal for better management.

This chapter only focuses on the first two steps of the styatelgile the last
one will be treated in Section 4.2, when considering the alphetection prob-
lem.

It is important to observe that a similar strategy can beiaegpb evaluate the
system dynamics of resources belonging to groups of seupetisthe whole sys-
tem. By looking at the overall energy of the system, we can ayaally discrim-
inate whether the system has a prevalent deterministioitend therefore it is
manageable, or if the system is mainly driven by a random\hehthat makes
the system hard to treat and to model. A significant variabiothe amounts
of deterministic and random energies of the system denosegméicant change
in system activity that is useful to signal for adapting ngeraent decision to
changing environments.

A final remark is in order. Since the proposed strategy doésnase any a-
priori assumption on the statistical properties of the data, as it is required by
other approaches [81, 119], it is flexible to characterizetgpe of resource and
metrics, such as CPU utilization, memory and swap usage,udiage, network
packet rate. In the present version, it operates on homogsresource metrics
belonging to distributed servers belonging to the same catger. Extensions to
heterogeneous resources are possible, but out of the sttpe chapter.

3.2 Initial analysis

In large Internet systems, the data sets collected from theitored resources
form a multivariate structure characterized by multipleensions, each one con-
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sisting of several samples. The proposed approach redheesotmputational
complexity of the analysis when the number of samples is Wigerespect to
the number of monitored resources (that is, dimensionghdse large structures,
a reliable management decision requires a preliminarytifigation of the most
relevant information. A common approach is to find a new coarte space con-
sisting of a lower dimensionality that is representativéheforiginal space [120].
When a structure can be approximated through a smaller nuofileémensions
in a way that minimizes the error and the loss of informatiwa,can refer to the
smaller number of dimensions as tteucture intrinsic dimensionality

In literature, there are many reduction models to extragtintrinsic dimen-
sionality of system resource measures, such as the Prir@graponent Analy-
sis (PCA) [110], the Correspondence Analysis [111], the Fa&talysis [112],
the Non-Negative Matrix-Factorization [113], the Indedent Component Anal-
ysis [114]. Among these algorithms, we choose the PCA mod=suse it is able
to express the intrinsic structure of a data set in termsridree without requiring
any prior knowledge about the statistical characteristfctata sets.

At time ¢, the sets of sampled measures originate a maffigorresponding
to the highly dimensional multivariate structure. It isiax p matrix, wheren
is the number of considered samples (for examples 2016 if we consider a
five minutes sampling in a one week period), anid the number of considered
system resource measures. Our approach is more efficienéxgting solutions
when we consider long monitoring periods where- p. As resource measures
are statistically heterogeneous, it is useful to normalmam as data sets char-
acterized by zero mean and unit variance, as suggested 1h [Tke PCA is a
coordinate transformation method that mason a new set of axes [120] called
components. Calculating the components is equivalent tedble symmetric
eigenvalue problem for the matrik, = X/ X; that is, a measure of the covari-
ance of the data sets deriving from samples. In practicd, eamponent; is the
i-th eigenvector computed from the spectral decompositiob; ¢121]:

\Ijt’l}i = )\ivi 221,,]9 (31)

where)\; is the eigenvalue corresponding to the eigenvegtand represents the
magnitude of the variation along each compongnPrevious work uses the term
energyobtained as a sum of quadratic terms to quantify how well ipereectors
describe the original data set [70,108]. On the other haed;ampute the energy
by considering the output of the PCA and evaluate the energgsociated to the
component; through the percentage of variation related to its eigemal, that

is, o; = ﬁ x 100. As W, is symmetric positive definite, its eigenvectors are
orthogonal and the corresponding eigenvalues are nortimegeal numbers. By
convention, the eigenvectors are unit norm and the eigeesare arranged from

large to small, so thax; > Xy > ... > A,.



3.2 Initial analysis 13

In this new dimensional spacedamensionu; (: = 1,...,p) is defined as a
vector of sizen obtained by the contribution of the data set mafXixand of the
component;. As suggested in [121], this vector is normalized to unigtérby
dividing it by \/)\;. Hence, for each principal componentve have:

u; = )\3/\% i=1,...,p (3.2)
Through the above equation all server behaviors weighted pyoduce one di-
mension of the transformed data. Hence, the vegta@an capture the temporal
variation common to all server measures along the compane8ince the com-
ponents are ordered with respect to their contribution &dberall energyy,
captures the strongest temporal trend that is common t@eles measures;;
captures the second strongest trend, and so on.

The energy characterizing each component is used to redaa#ata dimen-
sionality: we exclude the leashergeticcomponents of the structure, that is, we
ignore the less variable components. There are severabage{h22] to choose
how many components it is useful to retain and to excludey Tii@ude graphical
approaches, such as tberee plof123], the quantitative tests based on PCA sin-
gular values [124], the percentage of variability exprddsgthe principal com-
ponents [125]. In this chapter, we pursue this last criteby determining in
advance the amount of residual variability that we want lertde and by exclud-
ing residual components. A typical threshold [52] estdiassthat the cumulated
percent on variation expressed by the retained dimenslomdd be higher than
the 90-percentile. Our method does not depend on the chbitesahreshold,
hence in this chapter we consider not-relevant the dimasstontributing to the
overall variance of the data set for less than 10%.

When a smaller set of dimensions are relevant, we can have interesting im-
plications: X; can be mapped on andimensional subspace &, andr < p
is the intrinsic dimension oK;. This result allows the method to distinguish be-
tween theelevantdimensiond/; = {uy, ..., u,} that are contributions shared by
all resource measures on therincipal components, and timet-relevantdimen-
sionsU; = {u,41,...,u,} corresponding to the least important components in
terms of system energy.

We validate the proposed approach by taking into accourg tata traces
collected from an Internet system consisting of distriduservers that support
different types of applications, including Web sites, #atses, access controls,
CMS, mail server, management software. In this large systeomitors collect
resource measures every five minutes referring to CPU uidizaprimary and
secondary memory-related metrics, network activities.ti®sake of simplifying
a complex procedure, we limit our presentation to a week t# dats referring to
the CPU utilization of 50 servers hosting Web sites providitagic, dynamic and
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interactive content. These data sets originate a maiiwith n = 2016 rows and
p = 50 columns.

We initially evaluate the energy; related to each dimensian in order to
identify how many dimensions bring energy information te tfata set. Figure 3.1
shows the cumulative distribution of the energy provide@agh dimension [126]
by reporting for each dimensiom; the proportion of the energy related to the
previous dimensions that i3, ., 7;.
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Figure 3.1: Cumulative distribution of energy.

Thanks to the rapid growth of the distribution curve in Fig®.1, the 90-
percentile of the energy of the overall system is capturstl lpy the first nine
dimensions that contribute to most server variability. Histexample, our ap-
proach evaluates the first 9 dimensionsedsvant while the other 41 dimensions
are marked asot-relevantrom the point of view of the energy. This is an impor-
tant result of the proposed methodology applied to a realhet system because
it confirms that, in terms of energy, the resource measutesgdther form a
structure with an intrinsic dimensionality of = 9, that is much lower than the
original number (50) of the considered set of data.

As a confirmation of this result, we evaluate the degree aktation between
the original resource traces sampled from the servers ancetionstructed data
sets as a function of the numbleof dimensions. We use the following equation
for reconstruction:

k

X, =~ Z\/Xulv?, k=1,...,p (3.3)

i=1
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Figure 3.2 reports an example of the high correlation exgsbetween original
and reconstructed CPU utilizations of three servers as aifumof the consid-
ered dimensionsk(spans from 1 to 20). This figure evidences that the first 9
dimensions achieve a perfect positive linear correlatiewvben original and re-
constructed data sets for servers 7 and 11, and a very higtatoon for server 3.
These results confirm that a PCA-based methodology can bedyiplidentify
the most relevant information for management decisionargel Internet systems.
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Figure 3.2: Correlation coefficient between original aneretructed data sets as
a function of the number of considered dimensions.

3.3 Server characterization

The first application of the proposed methodology is to me\a statistical char-
acterization of the server behaviors re¢evantand deterministic relevantand
random or negligible For each data set corresponding to a server, we propose
an algorithm activated periodically and based on the fakhowsteps. We con-
sider the activation at a generic timeThe contributions in terms of energy allow
the algorithm to distinguish between relevant dimensignand not-relevant/,
dimensions.

Then, we distinguish the relevant dimensions betweerelatedU” andlow-
correlatedUF by evaluating the autocorrelation function (ACF) of eacleveht
dimensionlU; as in [127] and in many other contexts (e.g., [11, 119]). AcHui
decrease of the ACF means that the observed dimension vaibist édow (or
null) autocorrelation. This is the case of dimensions aapguthe random per-
turbations and/or spikes varying in time and intensity & $lgstem behavior. On
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the other hand, a slow decay of the autocorrelation fundtidicates that the di-
mension shows a dependency among its values. The dimeggpicalty exhibits
trends, periodicity and seasonal fluctuations due to thendiwctivity, as well as
the difference between weekday and weekend activity ofyhtem [127].

We use the classification of the dimensions to distinguiskettbehavioral
values for each data set referring to a server resource. dezeis to add all the
contributions for each type of dimensions and then to evaltee maximum of
them. This method is applied to each server resokae following.

o DP[k] = > ilk], Vi | uy € UL denotes the contributions provided by
the relevant correlated dimensions;

« RP'[k] = 37, v;lk], Vi | u; € U} denotes the contributions provided by
the relevant low-correlated dimensions;

o NJrlk] = > Vilk], V| uy € U, accumulates the contributions of the
not-relevant dimensions.

For each server resourée we evaluate the highest term that i7" [k] =
mazx{ D" [k], RP"[k], NS"[k]}. In such a way, we can characterize each server
resource on the basis of its main behavioral value:

Deterministic if M " [k] = D?°"[k]
Server k = ¢ Random if Mo [k] = R[] (3.4)
Negligible  if M [k] = N [k]

Itis important to compare the proposed strategy againsethbtained through
other approaches that analyze each monitored data setasyith5—118]. Exist-
ing models require computationally expensive analysegiuate correlation [127],
probability distributions [128], and mean loads [129]. Tdwmnplexity becomes
excessive especially when each data set consists of severas, and it is even
increased by the necessity of applying some pre-filteriogrigjue when the mea-
sures are highly variable, as it is typical in the considea®utexts.

For validation purposes, we consider again the data setirejeo the CPU
utilization of the 50 servers introduced in Section 3.2. Wepare the classifi-
cation results of servers achieved by the proposed straedyther approaches
that analyze each data set. The results of these modelspee in the sec-
ond column of Table 4.5. The results obtained through thpgeed approach are
shown in the thre€roposed strateggolumns. If we compare the classes with
bold indexes to the server characterization arising froenltaseline characteri-
zation reported in the second column, we see a perfect pomegnce of results.
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The proposed strategy is able to identify the main statisbiehavior of 50 servers
through a classification and a statistical analysis of dmymost relevant 9 dimen-
sions of the data set. On this small set of dimensions, we tinewed to apply any
time consuming filtering technique since PCA itself allowstassolate pertur-
bations from data. Thanks to the dimensionality reductiea,can integrate the
server characterization with any decision support foresysthanagement in large
distributed systems.

Let us detail the steps of this algorithm applied-te- 9 relevant dimensions
and41 not-relevant dimensions. We apply the ACF to the 9 relevant dimen-
sions. For server characterization purposes, we need teléetige in the choice
of the correlated dimensions and we set a high cut-off vafue.& The ACF
gives that 5 dimensions aoerrelatedand 4 ardow-correlated(Figure 3.3). The
goal is now to determine which dimensions actually bringinfation to which
CPU traces of the data set. By evaluating th&", R and N°" values, we
compute the extent to which correlatéi’, low-correlated/ and not-relevant
U, dimensions are present in the data set.
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Figure 3.3: Percentage of energy and classification of tlegaet dimensions.

The proposed strategy classifies the characteristics adiverk through the
three behavioral values;*" [k], R [k] and N " [k] without the need of applying
multiple statistical tests to all data sets. In the resud{sorted in theProposed
strategycolumns of Table 4.5, each column highlights in bold text Mg [£]
value for each server. This value denotes the behaviorahcteization that is
assigned by the proposed strategy. For example, the basalalysis of the server
3 computes a mean load utilization of filtered data of 6.398% thassifies it as
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a negligible server. Our strategy reaches the same charatien through the
evaluation of only three behavioral values: a predomiigift [3] value of 0.1866
characterizes the server as under-loaded, thus avoidengnlysis and treatment
of the entire data set.

Analysis of Proposed strategy Analysis of Proposed strategy
each data set each data set
k Behavior Dger RJer NFer k Behavior Dger RJer NSer

Random 0.2211| 0.2379| 0.0181 || 26 | Negligible | 0.0569| 0.0402| 0.1912
Negligible | 0.0006| 0.0009| 0.1297 || 27 | Negligible | 0.0071| 0.0186| 0.2028
Negligible | 0.0443| 0.0334| 0.1866 || 28 | Negligible | 0.0220| 0.0268 | 0.2112
Random 0.0391| 0.3012| 0.1185|| 29 Random 0.0432| 0.1261| 0.1127
Negligible | 0.0186| 0.0116| 0.1955]|| 30 Random 0.0207| 0.2498| 0.0137
Negligible | 0.0162| 0.0128| 0.1938|| 31 | Deterministic| 0.3955| 0.0846 | 0.0927
Random 0.0615| 0.2379| 0.0181 || 32 | Deterministic | 0.4183| 0.2324| 0.0277
Negligible | 0.0492| 0.0370| 0.2030|| 33 | Deterministic| 0.3037| 0.2695| 0.0293
Random 0.1160| 0.2206| 0.1236|| 34 Random 0.2114| 0.2388| 0.0166
Negligible | 0.0005| 0.0005| 0.1309 || 35 | Negligible | 0.0478| 0.0410| 0.1858
Deterministic | 0.3539| 0.1612| 0.0540 || 36 | Negligible | 0.0387| 0.0353| 0.2114
Negligible | 0.0099| 0.0049| 0.1960|| 37 Random 0.0275| 0.3535| 0.0616
Negligible | 0.0139| 0.0122| 0.2052|| 38 Negligible | 0.0236| 0.0842 | 0.1214
Deterministic | 0.3158 | 0.2091| 0.0150 || 39 Random 0.0611| 0.2059| 0.0287
Deterministic | 0.2302| 0.0792| 0.0860 || 40 | Deterministic | 0.3810| 0.2160| 0.0421
Deterministic | 0.3057 | 0.2396| 0.0176 || 41 | Deterministic | 0.2462 | 0.0784| 0.0815
Deterministic | 0.3368 | 0.1016| 0.0402 || 42 | Deterministic | 0.3902 | 0.0892| 0.0960
Random 0.0357| 0.3350| 0.0712 || 43 | Negligible | 0.0003| 0.0008| 0.1094
Random 0.0685| 0.2085| 0.0071 || 44 | Negligible | 0.0039| 0.0100| 0.1755
Deterministic | 0.2755| 0.1612| 0.0251 || 45 | Deterministic | 0.3879| 0.1695| 0.0458
Random 0.1170| 0.2858| 0.0239 || 46 | Deterministic | 0.3002| 0.0716| 0.0866
Random 0.0837| 0.3412| 0.0213 || 47 | Negligible | 0.0090| 0.0198| 0.1659
Deterministic | 0.3955| 0.0846 | 0.0927 || 48 | Negligible | 0.0221| 0.0237| 0.2081
Deterministic | 0.3163| 0.3154 | 0.0374 || 49 Negligible | 0.0006| 0.0003| 0.1388
Negligible | 0.0002| 0.0006 | 0.1037 || 50 | Deterministic | 0.2032| 0.0898 | 0.0844
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Table 3.1: Characterization of servers behavior.

In this chapter we do not report all possible exploitatiohghe proposed
strategy. Just to give another example, we observe thatdsimgy the amount
of servers characterized by negligible activities offekamable information for
management optimizations. In our case study, we have thav@050 servers
are prevalently negligible, that is, mainly underloadedrytwo weeks of obser-
vation. In a similar context, a resource management sydtaidgically pools
all server resources would increase the overall systenzattdn and diminish
operational costs by turning off some unnecessary servers.



Chapter 4

Anomaly detection

At the basis of most real-time strategies for large Intesystems management
there is the need to continuously evaluate system statevioerend to detect
when an anomaly is occurring. Modern Internet systems oparamd interesting
scenarios in the field of the research on the online deteotiaatels.

In this chapter, we propose flexible and adaptive detectiodeais that we
demonstrate they are suitable to analyze continuous stredata coming from
Internet-based systems characterized by high varialdhiy non stationarity of
the monitored resource measures that result in not-addeptase alarm rates.
Our models solve the limits of the traditional solutions lehietaining their com-
putational efficiency. The solutions we present addressdistinct detection
problems: state change detection (Section 4.1) and belaavleange detection
(Section 4.2).

4.1 State change detection

Most real-time management decisions related to modermnietdased systems
are activated after a notification that a relevant state gh&as occurred in some
system resource(s). Anomaly detection, quality and aco&sol, request redi-
rection, process and virtual machine migration, hardwarmapping, diagnosis
and fault detection, to name a few, are examples of proceksaeare activated
after the detection of a significant and non-transient systtate change. For
this reason, the most important system resources shouldriiggously moni-
tored and data be passed to some statistical models thdeddmost immediately
whether a relevant state change has occurred or not.

Internet-based systems pose novel challenges in the fiedtht#f change de-
tection. We are moving from the more traditional area of nélcontexts, where
the models are applied to well defined sets of data with (alymus temporal
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constraints, to online contexts, where models receiveimonis streams of data
and have to answer almost immediately. We have to conside tygpes of data
streams. Indeed, because of internal system operatiaisasicontext switching,
virtualization, and I/O operations, and of the unpredilgafariability of the user
request rates, monitored resource measuresa@rsestationaryand typically both

the mean and the variance vary over time. Moreover, thessunesmexhibit what

we can callhigh variability, that corresponds to a standard deviation comparable
to (and even larger than) the mean and that can be quantifiadcbefficient of
variation larger than one. Finally, non-stationary bebes/occur at a faster time
scale with significant variations even over short time weés.

In these contexts, the most common models used to suppadetketion of
relevant state changes, such as Particle Filtering [13@lmkn filter [133] and
Sequential Monte Carlo Method [134], are not effective beeahey require the
knowledge of some statistical characteristics of the tierées [135, 136]. Other
popular state change detectors, such as the threshold-dasectors, the She-
whart chart, the Exponential Weighted Moving Average (EWMARrt and the
traditional Cumulative Sum (Cusum) chart, are often inadegbacause when
data streams are characterized by non-stationary bekaaar high variability,
they cause either a large number of false detections or ebsdrdetections de-
pending on the chosen parameters of the model [45, 137].

In this section, we propose a new adaptive model that coraliie key in-
gredients:

» a detection rulebased on a new adaptive implementation of the Cusum
model [138] that is able to keep the detector performancee(ms of both
false detection rate and absence of detection rate) clagetitoal;

» adata representatiothat uses an online Wavelet-based filter that is able
to rectify the monitored data by eliminating random non-&aan errors
while retaining the main features of the original data strea

We demonstrate that the proposed adaptive state changdidetsmodel is
able to provide the best results for several statisticatadtaristics of data com-
ing from real and emulated contexts, and that it is able tsfgathe temporal
constraints that are typical of real-time resource manageisystems.

4.1.1 Problem definition
Online detection problem

We are interested in an online version of the state changetite problem where
the time series is represented by a continuous stream ofurgasnts of the re-
source usage of Internet-based servers.
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In time series characterized by non-stationary conditiaistateis defined as
a subset of the continuous data stream where data are draedtby the same
statistical properties that we generically denotejbyt can refer to one attribute
(e.g., mean, variance, distribution) or a combination ehth We defingelevant
state changeas a shift larger thanh > 0 in the metric that the model should be
able to timely detect. The actual valuefis actually application dependent.

We consider a continuous stream of temporally ordered sssnpl
{y} = {v1,...,y:, ...}, and we focus on operations and parameters that the
model has to apply at a generic sample Before this sample, we can assume
that the model has identified one or more state(s), eachateared by an online
computation of the statistical characteristicsf interest for the detection model.
Let us denote by, and by, the first sample of the present state of the data
subset includingy; and its estimated statistical characteristics, respagtif\We
implicitly assume that there was no relevant state chantyedesy, andy;.) At
the sampley;, the online detection model has to evaluate whether a neiatate
change occurs or not. To do this, a statistical representgfi(ys., . .., v;) of the
samples betweep andy; is dynamically evaluated to provide an estimation of the
statistical properties of the data stream ardegection rulemust verify whether
the deviation among the estimated statistical properfifseocurrent state, and
the statistical representatigip(ys, . . . , y;) of the samples betweep andy; over-
comes a certain threshold. This is typically done on thesbafkthe likelihood
ratio [151], that estimates the deviations among the sitalsrepresentation of
the data samples and the current state.

We distinguish two classes of detection models, where tfiereinces reside
mainly in the way to consider these deviations, the way tasbhdhe statistical
threshold, and the way to represent the samples betwesmdy;.

In particular, the first class uses as a threshold a fungtioaf the minimum
value A of the shift that the model should capture and compdig=\) with a
punctual evaluation of the deviation between the estimatiothe current state
Y5 and the functionf,(ys, . ..,v;). The models belonging to this class (e.g., the
Threshold-based models [149] and the Exponential Weigheding Average
(EWMA) [45]) can detect the presence of a relevant state ahanghe basis of
the following equation:

state change  if [0y — f,(ys, ..., )| = fA(A)

. (4.1)
no state change otherwise.

detection rule= {

The second class of state change detection algorithms sed ba ayain func-
tion ¢ (e.g., the Cumulative Sum [138]). The gain functipoan be considered as
an accumulator of the detection model: during a relativible state it should be
close to zero, and it should depart from zero when a relevaarige occurs in the
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time series. It sums up the consecutive partial incremeieisr€ments) among the
online estimation of the current state and the samplg; every time that the de-
viation between the current state estimatiQrand the online data representation
fy(ys, ..., y;) reaches a reference value of the minimum shittomputed by the
function f3. In such a case:

o = g+ L0 =yl = f )| 2 RA) @2)
g = gi-1, |f |l95_fy(ysa---ayi)|<fi(A) (4.3)

whereg is initialized tog, = 0 and it is reset to 0 every time that a state change is
detected.

g is characterized by a stable value when the condl@gpr Fu(Usy -y yi)| >
f2(A) is not satisfied. The functioyig(h?s — v;|) computes the actual value of
increment (decrement) among the online estimation of threent stated, and
the actual samplg; that must be summed tg_;. The choice of the function
f, differs from a detection model to another [151] and depemtdthe statistical
characteristics representative of a time series. When tbeasity of consecutive
detected shifts is over a given threshéidthe model has to signal a relevant state
change. Therefore, the detection rule of this class of nsodah be written as
follows:

state change if g; > H

detection rule= - (4.4)
no state change otherwise.

The choice of the characteristic threshéldlepends on the specific gain function
g and on the performance required by the state change detedtjorithm.

We give an example of gain function computed on the time sesfeFig-
ure 4.1(a). It refers to the CPU utilization of a server samh@eery five seconds
and that is characterized by a relevant load change at sample=igure 4.1(b)
reports the results of the gain functigrapplied to that time series. As expected,
g is characterized by a significant increment at the instath®felevant change
in the system load.

For both classes of detectors, when a relevant state chandgtected, the
detection model has to provide an estimation of the steéistharacteristi¢) of
the novel state. For simplicity reasons, without loss ofegality, in this chapter
we consider the state change detection problem appliedetedke of relevant
changes in the mean of the time series. Hence, we considey:. In this way,
after a state change the estimation of novel state shouldleet@a capture the
central tendency of the time series during that state.
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Figure 4.1: Detecting relevant state changes through afgaation

Online detection problem in non-stationary, highly variable and spike con-
texts

The performance of the state change detection algorithperdks heavily on the
statistical properties of the time series [45]. The cont#xthe Internet-based
servers where data streams are continually collected framitored system re-
sources opens interesting new challenges. These sereessilgject to variable
resource demands, heterogeneous processes, differefg tdvvirtualizations.
Consequently, monitored system resources are charact&yzsgh levels of uti-
lization, unexpected and unpredictable events and ses@uates of perturbations
which result into spikes. The highly variable, non-stagéighand unpredictable
usage of resource measures and the presence of spikes angetturbations
with variable intensities complicate the identificatiortloé system state and state
changes. Detecting relevant state changes is further aoatgd by the temporal
constraints imposed by real-time management strategasdheive the outputs
of the online detection algorithms. This novel perspeqgtnevents the application
of state of the art algorithms working offline (e.g., [138\e will show that it
causes poor performance even of the most popular algoritmasan be applied
to online continuous streams.

We give some examples of the major issues that affect th@eeletection
algorithms when applied to Internet based servers. Thatacthre that we use for
our evaluations is a typical distributed multi-tier Webteys that is based on the
implementation presented in [152]. The application seraee deployed through
the Tomcat servlet container, and are connected to MySQdbdae servers. In
our experiments, we exercise the system through realigtaes. We emulate
more variable scenarios by means of the TPC-W workload garddsb3]. Our
workload scenarios are described by distinct step vanataf the external load
obtained by changing the number of emulated browsers. Tgwitdm that we
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use in the following evaluation is the Cumulative Sum (Cusumaj ts a widely
used sequential analysis technique for detecting chamgirgs in time series.

In the following examples, we use the CPU utilization of thtablase server as
the representative system resource measure, becausetbtigecorrelation of its
utilization level with the external load (larger tharg). We set as representative
states valugx.} the mean of the CPU utilization samples during the period in
which the external load was constant and select the samplelsaoge{s} as
the sample in which the number of emulated browser changegureé=4.2(a),
Figure 4.3(a) and Figure 4.4(a) show the CPU utilization oé¢ttdatabase servers
that are subject to different external loads: the first usenario is characterized
by relevant changes in the number emulated browser at saffde 150, 200,
250, 315, 440, 475, 540the second one by any relevant change; and the last one
by a single relevant change, at sample 300, in which both $ke nequests type
and the number of emulated browser are changed. We conbatealt detected
changes signaled correctly by the detection algorithm afliedttrue positives
(T'P). If an algorithm does not detect one relevant state chahgeelated sample
is classified agalse negativg /'N). Analogously, the detection of a change is
classified adalse positive(F'P) if it occurs when the time series is in a stable
state.

Figure 4.2(b), Figure 4.3(b) and Figure 4.4(b) show the ltesaf the gain
function ¢ function referring to the Cusum algorithm. In all of these feg)
the horizontal dotted lines represent the upper and lgiénresholds set by the
model, that signals a relevant state change every time tinefigaction g over-
comes these limits. Each circle at the bottom and at the ttpedfigures denotes
a false positive detection, that is, a signaled change thed dot correspond to a
real state change. A cross denotes a correct detection afeacdtange, that is a
true positive.

Figure 4.2(a) reports a time series characterized by ratiesary, highly vari-
able and unpredictable data. These statistical prop@ftihe data stream make it
difficult to the model to identify intervals of stability inlich the statistical prop-
ertiesy remain constant. This reflects in oscillating values of tha dunction
that cause a lot of signals not corresponding to real stategds: there are eleven
false positive detections and two false negative detestibbat are the undetected
changes at sample 315 and 540.

Figure 4.3 reports a typical result achieved by existingalgms by the Cusum
algorithm applied to spiky time series. Since thfeinction accumulates the devia-
tions of the monitored data from the current state, it res@aido the contributions
of instantaneous spikes and anomalous perturbationstadepéiom the current
data behavior. These contributions are usually of higmsitg and cause an im-
mediate exceeding of thH# threshold. For this reason, we have false positive
detections corresponding to the peaks of the time series.olRegout-of-scale
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values through filtering algorithms before applying theed&on rule should solve
this problem. For this reason, instead of using the origina serieqy}, we sug-
gest the use of an onlirdata representatiodz}, that is a rectified version of the
monitored samples. More details will be given in Section2..1

In Figure 4.4 we report an example where the Cusum detectiaiehi® ap-
plied to a time series characterized by a variable varidmaigiasses from a higher
value in the interval0 : 300] to a lower value after the state change. Here, the
detector exhibits two problems: false positive detectiansamples 90 and 112
during the interval of high variance and excessive delapbse the relevant state
change is signaled 21 samples after its occurrence at s80pIleA late detec-
tion is equivalent to an incorrect detection when the detaywcompatible with
the temporal constraints imposed by the online context.s&peoblems are the
consequence of a static estimation of the time series \@&iased by the models
for detecting changes in the mean [137]. For this reasonff@reat state change
detection model in the context of Internet-based systens adapt its detection
policies to the variable variance of the time series.

This preliminary analysis evidences the main problemsrtiet affect an on-
line state change detection algorithm when the time sehiew she main statisti-
cal properties characterizing data streams related tonetdased servers: false
detections and lack of signals. We conclude that novel ertdietection models
are required in the context of data streams related to mddesmet-based archi-
tectures.

4.1.2 Adaptive model for state change detection

The performance of change detection algorithms is highbeddent on the statis-
tical characteristics of the measured data [45]. Becaudeedhherent variability
and non-stationary behavior of the monitored processaseto Internet-based
servers, existing algorithms achieve poor results.

We propose a new methodology that extends and integrates/éldnown
models (Cusum [138] and Wavelet [146]) in two directions: @dhility and ap-
plication to continuous data streams. The integrated eersan be efficiently
implemented and is therefore suitable to online detectidhs motivation for our
choice comes from the observation that the Cusum changdidetatgorithm has
been proven to be optimal in terms of detection delay andmrmum false alarm
probability [154]. Nevertheless, its direct applicati@adls to poor results when
the data stream is characterized by high variability. Te #nd, we combine it
with an online Wavelet filter. We adopt Wavelet filters forithaility to remove
random errors from time series (operation which is known esogsing or rec-
tification depending on the context [147]) without affegtithhe relevant features
of the original data stream. In this respect, they have praeebe optimal with
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respect to various error norms and smoothness property.[147

The baseline Cusum algorithm

Cusum is a widely used model for detecting changing pointstieravise sta-
tionary time series with known statistical characterssti¢®®roposed by Page in
1954 [138], this technique has been extensively studieceatehded since [135,
155]. The Cusum algorithm has been shown to be optimal whewath@nce of
the time series does not change, in that it guarantees mmimean delay to de-
tection in the asymptotic regime when the mean time betwalse falarms goes
to infinity [154].

In this section, we describe the baseline Cusum algorithmuseeit in the
experiments as a comparison testbed and to illustrate thefiteeof our online
Adaptive Cusum algorithm.

Given a time serie$ys, . . ., y;} with known meary,, the one-sided Cusum
detects an increase in the mean through the followjrgain function:

&= 0 (4.5)
g7 = max{0,¢], +vyi — (us + K1)} (4.6)

which measures positive deviations of the monitored tinmesg; from the state
value ;. The gain functiory;” accumulates deviations gf from the state value
s that are greater than a pre-defined threshiold and resets to 0 on becoming
negative. The ternik*, which is known as the allowance or slack value, deter-
mines the minimum deviation that the statisti¢saccounts for, and depends on
the choice of the minimum shift to be detedt, According to the detection rule
common to all detection models, a positive change is sighateeng;” exceeds a
design chosen threshold.

The one-sided Cusum test for detecting negative deviat®uefined simi-
larly, as:

g = 0 4.7)
g; = max{0,g;_y + (s — K) —yi} (4.8)

A negative change is signaled when exceeds a threshold —.

A two-sided test to detect both increases and decreasewiset by applying
the two tests simultaneously. As in this chapter we are ested in detecting
both increases and decreases, we will consider the twol-s&t. For the sake
of simplicity we will consider the symmetric case wherely = K~ = K and
Ht*=H =H.
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When a relevant shift is detected, the Cusum test also progigdestimate of
the new system staje,,; through the following equations:

ps + K + gi if gt > H
Hs+1 = N ’ (4.9)

ps— K — 4 if g7 > H

where N* (N~) denotes the number of samples elapsed since the lastyfime
(g9;) was set to zero, that " = i — inf{j | g/ = 0} and similarly forN .

The performance of the Cusum test is expressed in terms ob ttedledAver-
age Run LengthGARL): ARL, denotes the average number of samples between
false detections when no change has occurfefd]; denotes the average num-
ber of samples to detect a change when it does occur. |debity,, should be
large, whileARL; should be small. Both ARL measures are affected by the de-
sign parameteré/ and K. To achieve good performance, the suggested values
in stationary time series atE = %, whereA is the minimum shift to be de-
tected, and? = 50,, whereo, is the time series standard deviation [45]. In these
conditions characterized by stationarity and constanamae of time series, the
choice of K = % has been shown to provide near minimaR L, for a wide
range of threshold valueg, while H = 50, guaranteesiRL, = 470 for a shift
of A = o, which is typically considered as a reference value.

There are several techniques to compatelL, and ARL;. In this chapter,
we consider the Siegmund approximation that combines siityphnd efficacy
[156].

In Figure 4.5 we plotARL, andARL, (A = o,, K = A/2). As shown in
this figure, the performance of the Cusum algorithm is healélgendent on the
ratio H/c,,.. Let us consider first a fixed standard deviatigrand let us vary the
threshold valuerf. As expected, for larger values of the threshéldit is more
difficult to incur in false detections (that is, it is morefditilt that perturbations
of g; exceed the threshold) at the cost of an increasing detedatay ARL,
sinceg; needs to attain larger values for detection. From the sarmesfigve can
also observe that, by increasing the thresh@ldthe false detection rate (which
is inversely proportional tel RL,) decreases exponentially fast at the expense of
higherARL;.

Let us now fix/{ and let us vary the standard deviation The key observa-
tion here is that the performance of the Cusum rapidly degrade, increases
(smaller values of//s,), since the false detection rate increases exponentially
fast. Observe that this could be compensated by using lalge wfH which, on
the other hand, has a negative impact on detection delayhwinion-line opera-
tion, must be kept as small as possible. As a consequencepm-stationary con-
text whereby the variance can exhibit significant variatieer time, we should
not rely on a fixed set of parameters.
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ARL, e
ARL;

Figure 4.5: Average Run Length, = o,

The online Adaptive Cusum detector

The basic Cusum algorithm is the best choice for statisticality control of
many processes characterized by stationary time serigsJafortunately, it can-
not be directly applied to online state change detectionterhet-based systems.
First of all, the Cusum algorithm requires knowledge of tlaishary state value
s @gainst which measuring the time series deviations. Ougréxpce shows this
does not apply to computer system resource dynamics: CPkJadis network
usage dynamics are clearly non-stationary with respecli telavant statistics,
where the mean value and standard deviation vary over tiraeorfl of all, the
non-stationary behavior prevents the possibility of sgtthe design parameters
H and K that can guarantee good performance over time. This is iaaris-
sue because, as we have seen, for any fixed valdé thie Cusum performance
rapidly degrades as the time series standard deviafjomcreases.

In this section, we propose a version of the Cusum model thaalwAdaptive
Cusum capable of detecting state changes in face of the norestati character-
istics of the continuous data stream. The proposed algor@ims to solve the
limitations of the baseline Cusum algorithm outlined abavéo#iows:

1. we replace the reference state valydy an adaptive estimatiom; of the
time series mean;

2. we replace the standard deviatipnby an online estimation; of it ;

3. we dynamically adjust the threshalflas to provide a target R L, perfor-
mance in spite of high and possibly time varying variances.

The proposed Adaptive Cusum-based detector consists of dmpanents:
an Exponential Weighted Moving Average (EWMA) filter thatdika the slow
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varying mean, and a two-sided Cusum test with varying thidshor detecting
relevant state changes. We consider the following trackiMyVA filter:

i = ay; + (1 — a)pi (4.10)

where0 < o < 1is typically settol /(14 2I1xcf) andcf is the cutoff frequency
of the EWMA filter [157].

The time series variance, is in general unknown and varying over time.
We resort to a widely adopted approximation of variance, tf@t the sake of
simplicity necessary in an online context, basically reptathe standard deviation
o, with the mean deviatio®[| y — E[y| || computed over time [158]:

0; = ’ Yi — M ’ +<1 — 06)0'2;1 (411)

where0 < o < 1 is the same as in (4.10).

By setting a suitable value fal RL, so to guarantee good performance in
terms of low false detections, we are able to dynamicallystdhe value of the
threshold7* to reflect the variation of the data stream variance. Thigp&ee
desired performance of the state change detector. The d¢atigguof H* for
the desiredARL, is carried out by a numerical inversion of the the Siegmund
approximation [156], where the parameters are set as foltpw = %, whereA
is the smallest shift we want to detect (state changes sntladle A are accounted
for by 1; which tracks the state). Hence, to evaluAtewe use:

» SA(E1166) A4 1.166) — 1
ARL;'™ = 2 | o

The resulting curve is plotted in Figure 4.6(a) where thgeatarun length is
settoARLy = 1000. As expectedH* increases significantly as a functionaf
We can compute a closed form approximation of the curve titr@polynomial
approximation. FoARL, = 1000, we obtained a good approximation with the
following 3rd degree polynomial:

H*(0;) = —1.36450° + 10.303102 + 3.18600; — 0.2882  (4.13)

The detection rule is provided by modifying (4.6) and (4 8¥alowing:

g =0 (4.14)
g7 = max{0,g", +y; — (i + K7)} (4.15)
9 =0 (4.16)

g7 = max{0,g9,;+ (i — K7) — vy} (4.17)
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Figure 4.6: Adaptive threshold* and Average Run LengtAh R, as a function
of the time series variance (targetRR L, = 1000)

wherey, is replaced by the adaptive estimation of the state

A state change is detected wheneygor g;- exceeds the threshold*. When
a change occurs, the online estimation of the state updated through the online
implementation of (4.10):

. 9 it .
mz{“’lJrKJrNi o > 1 (4.18)

pio1 — K — 5= if g7 > H*

This adaptive version of the Cusum algorithm we have predestable to
deal with non-stationary time series. It does so by adaptieghreshold* to
the online estimate of the time series standard deviatmguarantee acceptable
level of false detections. Clearly this comes at a cost. lui€gt.6(b) we also
plot the ARL, of the Adaptive Cusum as function ef. ARL, is a function of
H*, which in its turn, in our scheme, is function @f. As expectedARL; grows
for increasing values of;. This can be explained by observing that for higher
values ofo; the algorithm requires higher values of the threshiéfdto guarantee
a desired level of false detection rate. The higher valuethefthresholdH*
translate into higher detection delays (see Figure 4.5).

As confirmed by our experiments, because of the high varidrateharacter-
izes time series related to Internet-based servers, thpt&daCusum algorithm
alone might not be sufficient to guarantee good detectiofopaance. To over-
come these limitations, we combine our novel change deteetigorithm with
a data representation obtained by thetification Wavelet algorithm that should
reduce the noise/perturbations from the measurementsnamayve the change
detection performance. We discuss it below.
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Wavelet-based denoising

The performance of the adaptive Cusum algorithm is neggtatcted by high

variability in the original time series. Hence, we have tduee the amount of
noise/perturbation through some rectification algoritfifinere are many existing
techniques which can be broadly classified into linear anadlimzar methods.

Linear filter-based methods are widely adopted for theie edsise and compu-
tational efficiency. Unfortunately, they are single scajenature, that is, they
are simple low pass filters. As a consequence, if a time seoetins features
at multiple scales, linear filters must tradeoff the extenhaise removal with

the quality of the retained features [49]. In our contexis thiould either result

in reduced noise removal and too many false detections ordessive smooth-
ing which would nullify the effectiveness of the overall dgg detection scheme.
Non-linear methods, inherently multiscale, exhibit befterformance than the
linear counterparts. In particular, Wavelet-based methuwale been shown to
be nearly optimal for various error norms and smoothnestefésulting time

series [147]. Wavelet denoising exploits the use of a ohmal basis local-

ized both in space and frequency which allows us to reduoeve noise without

smoothing the time series features.

In this section we describe the rectification phase we adefaré the appli-
cation of our adaptive state change detection model. Irratbeds, to improve
the performance of the change detection algorithm, we fifetiter to consider
arectified data representatiofir} [49] than the original data streafw}. Here,
{z} retains the significant features of the original data butaess (most of) the
variability that can be ascribed to short-term perturbetioNe regardz} as the
data representation of the monitored process obtaineddghran online version
of the Wavelet model, and we apply state change detecti@s hhsed on the
adaptive version of the Cusum algorithm to the rectified tieres{z}. We re-
fer to an online version of the Wavelet-based denoisingfieation [49], that is
a powerful method for filtering/rectification, and use it abasis of our online
data representation. Rectification based on the Waveletftnan [146] is able
to isolate and remove the perturbations that affect the to@d processes. As
observed above, the reason of this result is that it usesthormrmal basis local-
ized in space and frequency while the traditional solutibased on exponential
smoothing techniques work only in the frequency domain.

We start giving a definition of Wavelet transform, commorggd in the offline
contexts, that represents a time series as the sum of adshiftescaled version
of a base Wavelet function and a shifted version of a low-pass scale function
With a proper choice of the Wavelet and scale functions, éisalting families of
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functions are:

Ur(n) = V27m1h(27"n — k) (4.19)
Drmi(n) = V2-mp(27™n — k) (4.20)

wherem andk are the dilation and translation parameters, respectifrelgn an
orthonormal basis. A time serid¢g} can be conveniently rewritten as follows:

n2—L L n2—m
Y = Z arrp(i) + Z Z Ak Vi (1) (4.21)
k=1 m=1 k=1

whereay; is the k-th scaling function coefficient at the coarsest sdald,,,;. is
the k-th Wavelet coefficient at scale andn is the time series length. The coeffi-
cientsm andk are computed by the inner product{of} with the base functions.
Computation of the transform and its inverse can be dor@(in). As indicated
in [49], in our implementation we set the coarsest sdakqual to5 if the time
series is perturbed by white noise,= 4 otherwise. A key feature of this repre-
sentation is that the Wavelet decomposition capturesfggnt signal features in
few relatively large coefficients, while perturbationsuksincorrelated. As a re-
sult, perturbations - and perturbations only - can be affelgtremoved by setting
equal to zero the Wavelet coefficients smaller than a thidspecified below.

Summing up, we obtain the data representafiopof the original time series
{y} through the following steps:

1. compute the Wavelet transform of the original time sefigs We use the
standard Haar function [159] as a base Wavelet, which cengis simple
rectangular impulse function;

2. set to zero the Wavelet coefficients which are lower thamtalde thresh-
old t,, wherem is the dilation parameter. As indicated in [49], we set the
thresholdt,, = o,,1/2logn whereo,, = —--mediar{|d,.;|};

0.6745

3. compute the inverse Wavelet transform to obfaif.

This rectification technique has been proved to be superathier approaches
[147] but it can only be applied on offline operations. Sinis tvould be not
acceptable for real-time operations, we consider the entgrsion proposed in
[49] where, at each stepthe rectified value; is computed using only past values
as follows:

a) consider the sub-sequeng} = (v;_ar41, - - -, y;) Of maximum dyadic length,
e.g, with M = |log, i ];
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b) compute the rectified sequengs, . .., z),) of the sub-sequency;} using
the steps 1-3 above;

C) setx; = zy, €.g, set the actual rectified value equal to the last value of the
rectified sequence computed at stgp

This online version can be computed(tin log n) steps (see [49] for details)
and it is therefore suitable to efficient implementatioret @re required by real-
time management systems.

The overall scheme which combines the Wavelet-based oatidn phase de-
scribed in this subsection and the adaptive change detegliase described in
Section 4.1.2 is summarized in Figure 4.7. The original mesments{y,} are
fed to the rectification phase which producestbtified data representation;.
This is passed to the change detection phase implementée Bydaptive Cusum
algorithm, which consists of a standard deviation estimgtat adaptively com-
putes the Cusum threshokd*, an EWMA filter to estimate the time series mean
i, and the Cusum algorithm itself which outputs the changectieteevents.

Data representation Change detection rule

Mean I | Statistical
Deviation 7| Threshold

vH

Inverse y
~>» Wavelet™ =
Transform | :

Lxg | Adaptive E
> cusum [

1

{yi}_:) Wavelet Coefficient
"+ | Transform Selection

EWMA

Figure 4.7: Schematic view of the proposed methodology

4.1.3 Other detection algorithms

The choice of the most appropriate model for state changetieth depends on
several factors, among which the application context aadtatistical properties
of the time series are the most important. These factorseginiel choice of the
detection rule and the data representation technique rppsbriate to the state
change detection model. As the focus of this chapter is da steange detection
algorithms working online in the context of Internet-basgsgtems, many existing
models cannot be considered for comparison because thayarérjust offline.
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Hence, as a term of comparison, we consider three populasedaof models
that can be applied to online contexts: threshold-basedehjtd9], Exponential
Weighted Moving Average (EWMA) [45], baseline Cusum [138].

The second important element is that the considered da&anstrare charac-
terized by a high variability to the extent that, for a faingearison, all considered
algorithms work on a filtered data representation insteadwfdata. To this pur-
pose, we consider three rectification techniques: Expdadeneighted Moving
Average (EWMA) [45], Kalman filter [142] and Wavelet [49]. Tlkembination
of state change detection algorithms and filtering methdd/s us to consider
the following detectors:

EWMA,,-Threshold (Section 4.1.3);

EWMA,.-EWMA (Section 4.1.3);

» Kalman-baseline Cusum (Section 4.1.3);

EWMA,, -baseline Cusum (Section 4.1.2);

Wavelet-baseline Cusum (Section 4.1.2):

Wavelet-Adaptive Cusum (Section 4.1.2).

EWMA ,,-Threshold detector

Threshold-based models are commonly applied to Interas¢dbsystems to sup-
port many real-time management algorithms [160-162]. Tiheshold-based de-
tector uses a data representatigrof the measurements that filters them through
an exponential weighted moving average. Itis defined:as: \y; + (1 —\)x;_1,
where0) < XA < 1 (avalue is\ = n%l [45]) and the starting representative state
value is the mean of, time series values, that ig,, = > " ,(y;)/n. On the
basis of the chosen number ofpast values, we denote the data representation
technique as EWMA. We consider a detection based on a single threshold [149].
The detection rule compares the deviation among the valugarfd the estimated
meany to a statistical threshold set equalAg that is, the smallest shift to be
detected. Therefore, the considered detection rule is:

state change  if |us — x| > A

_ (4.22)
no state change otherwise.

detection rule= {

When a state change is detectegis updated to the current value of the data rep-
resentatior; . The performance of the threshold-based detectors depenite
choice of the threshold value. There is no theoretical stgpoit, and the right
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choice of the threshold value completely depends on thecgtioin context and
the workload characteristics. The quality of the thresHmded detectors tends to
worsen when working on time series with high variances, dnatresponsible for
many false positive detections.

EWMA ,,-EWMA detector

The Exponential Weighted Moving Average (EWMA) is largelyedso detect
state changes in control charts [45] that are tools to determhether a process is

in a stable statistical control. The data representatjéman exponential weighted
moving average computed arpast values. This algorithm detects a relevant state
change each time the shift amongandz; overcomes a threshold depending on
A, on the standard deviatiarn, of the time series and on the cut-off frequency

of the EWMA data representation. The detection rule is defased

A

state change  if |us — x| = Moy, /575 (4.23)

detection rule=
no state change otherwise.

wherelM is the length of the control limits and depends on the mininsimft A
to be detectedu; is set to the current value of the data representatj@ach time
the model detects a state change.

The EWMA detector is a good model when small shifts have to bectkd [45].
In these conditions, the performance of the EWMA is similathit of the base-
line Cusum. Otherwise, when the state change consists ajasaift, the quality
of the EWMA tends to decrease [45]. Moreover, the EWMA-basddalers are
characterized by a tradeoff between the false positivectietes and the number
of false negative detections. A detector using a smalhs#tpast values offers a
more reactive data representation and tends to maximizeutinder of true posi-
tive detections at the cost of some false positive detestibmtreasing the number
n of considered past values, the data representation besmuegher and should
decrease the number of false positive detections at th@tesine false negatives.
For this reason, in our context it is hard to find-amalue able to provide reliable
and efficient performance for time series with time-varyohgracteristics.

Kalman-baseline Cusum detector

State change detection models with the Kalman filter as @gieesentation and
the baseline Cusum as the detection rule are widely usecenatitre [137, 163].

The traditional implementation of the Kalman filter reqsithe knowledge of the
system state model, which is impossible to define in the hetiebased context due
to its non-stationary and unpredictable behavior [11].tRxreason, we consider
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a simplified version of the Kalman filter, as presented in [14the considered
data representation algorithm, namely BART, combines sieerof the Kalman
model for filtering the bandwidth measurements with a chatgection model
based on the Cusum test. The Kalman filter estimates the datsentatiorn;
as follows:

T, = Ti—1 + Gz(yl — Dl’i_l) (424)

whereG; is the Kalman gainy; is the measured quantity and thematrix repre-
sents its one step model. A Cusum based algorithm is thereapli; to update
quickly the system state value when a state change is détéldtes makes it fea-
sible to overcome the tradeoffs regarding speed of adapt&di changes versus
stable estimation. The BART algorithm can be directly agablin our contexts.
We use the model parameter values that are tailored in [142].

The output of this algorithm is used as the data representédr the baseline
Cusum detection rule. The quality of this detection modebisditioned by the
ability of the BART algorithm to maintain a stable estimatif the state, through
the choice of the statistical threshalfland of the slack valué& that represents
the minimum deviation that the detection rule of the bageltusum accounts
for. The BART data representation tends to reduce significars quality in
non-stationary conditions and when the time series vagiamreases because it
updates continuously its state also during periods of lgtabr his tends to cause
a high number of false detections.

4.1.4 Performance results

In this section, we present the main performance metriceen]Wwe evaluate the
guality of the proposed online detection model in differamie series conditions
carried out by modifying several parameters of the origiimaé series in terms of
variance and perturbations .

Performance metrics

The detection quality of the state change detection algostis evaluated in
terms of the well known metriagcall, precision[164] andmean delayor detec-
tion [137].
We definerecall as the fraction of detections that are relevant to the timese
and that are successfully retrieved:
TP

ecall = ———— 4.25
r TP+ FN (4.25)
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This measure can be considered as the probability that ayehiarsuccess-
fully detected by the algorithm. To achieve a recall valueado 1, the detection
algorithm must signal all relevant changes. The value ofdball alone is insuffi-
cient, because it must be supported by some informatioteceta the number of
false detections. This is measured by pinecision that is the fraction of relevant

detections:
TP

TP+ FP

where(T' P + FP) is the total number of detections. The precision gives imfor
tion on the ability of a detection algorithm to limit falset# change detections. A
precision equal td means that the algorithm detects only relevant change$ whi
low precision values are caused by a detection algorithmnsilgaals many false
state changes.

A tradeoff between recall and precision values exists. &le® metrics can
be combined into one measure, namelyfhmeasurethat gives a global estima-
tion of the detection quality. The F-measure is the weighrthonic mean of the
precision and recall, that is,

precision= (4.26)

recision * recall
F-measure= 2 P

precision + recall (4.27)
An F-measure value close todenotes a good detection quality, while it is
lower for detection algorithms affected by false positinel false negative detec-
tions.
Themean delayor detection is related to the ability of an algorithm toelet
a state change when it actually occurs. It quantifies the tegaired for the de-
tection of a new state through the distance between the saahplich the model
signals a state change and the actual sample of change itatbeepresentation,
and computes the mean over all the state changes. For exdeatple consider a
time series with” state changes. L&y, . .., sy| be the actual samples of change
and|[sy, ..., Sy] the samples at which the model detects the changes. The mean
delay for detection is defined as:

Zf:l('él — 5;)
Y

Good detection algorithms should minimize the mean delagétection.

mean delay= (4.28)

Detection quality

As we are interested in online detections of changes in tetieeary, unpre-
dictable time series arising from real application corggeit this section we eval-
uate the detection quality of the proposed algorithm fordawange of time series
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based on emulated profiles deriving from real measures. Waaer times series
with a relevant increment of their values followed by a pmjomal decrement
as in [165]. To facilitate the analysis and algorithms congam, the profile is
normalized so that state increases/decreases are deryosedriit value and the
model parameter values are set to provide the best resate g considered time
series.

As expected, all detection algorithms tend to diminishrtidetection quality
for increasing variability of the time series. It is impartao apply the detec-
tion algorithms on time series characterized by differemels of variability. As
described in [166] and [167], the most important statisgiwaperties that char-
acterize a time series are the standard deviatjomand the data correlation index
py- 0, Measures the dispersion of data whijemeasures the dependence of per-
turbations on the behavior of time series values. To thip@se we evaluate the
performance metrics of the detection algorithms as a fandaif o, and forp, set
to 0. The recall and precision results for all considered atgors and for several
o, values are reported in Tables 4.1 and 4.2, respectively.

oy EWMA; EWMAs EWMA,, EWMAj; Wavelet Kalman EWMA; Wavelet
Threshold EWMA  EWMA baseline  baseline baseline Adaptive Adaptie
Cusum Cusum  Cusum  Cusum Cusum

01 1

1 1 1 1 1 1 1
0.2 0.97 1 1 1 1 1 1 1
0.3 0.96 1 1 1 1 1 1 1
0.4 0.92 1 1 1 1 1 1 1
0.5 0.89 1 0.98 0.99 1 1 1 1
0.6 0.83 0.99 0.87 1 1 1 1 1
0.7 0.85 0.95 0.31 1 1 1 1 1
0.8 0.92 0.88 0.02 1 1 1 0.99 1
0.9 0.94 0.71 0.01 0.99 1 1 0.99 1
1 1 0.64 0.01 1 1 1 1 1

Table 4.1: Recall p, = 0

Table 4.1 shows that when the dispersion is ley € 0.5 ) all the consid-
ered algorithms achieve recall values closé .td'his means that the algorithms
are able to detect all relevant state changes, with the éroepf the threshold-
based algorithm. When the dispersion increasgs>( 0.5), the algorithms using
EWMA as a detection rule (i.e., EWMAEWMA and EWMA, ,-EWMA) worsen
significantly, as can be seen from their recall values. Thakylreing completely
unreliable in highly variable contexts, as they do not deteany state changes.
Even in time series with an intense data dispersion, thestiotd and Cusum-
based algorithms have good recall values((9), that is, they detect all relevant
state changes. However, if we also consider the precisisumtse we notice in
Table 4.2 that the threshold-based method is very senstittee data variations
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oy EWMA; EWMA ;s EWMA,, EWMA; Wavelet Kalman EWMAj; Wavelet
Threshold EWMA EWMA baseline baseline baseline Adaptive Adaptve
Cusum Cusum  Cusum  Cusum Cusum

01 1 0.23 0.31 1 1 1 1 1
0.2 0.33 0.43 0.50 0.99 1 1 1 1
0.3 0.13 0.50 1 0.95 1 1 1 1
0.4 0.08 0.97 1 0.89 1 0.99 1 1
0.5 0.06 0.98 1 0.77 0.99 0.98 0.99 0.99
0.6 0.05 0.81 1 0.65 0.90 0.87 0.92 0.96
0.7 0.05 0.7 1 0.50 0.85 0.72 0.87 0.96
0.8 0.05 0.61 1 0.37 0.80 0.58 0.73 0.93
0.9 0.04 0.53 1 0.29 0.73 0.49 0.64 0.87
1 0.04 0.52 1 0.25 0.67 0.39 0.55 0.84

Table 4.2: Precisionp, = 0

of the time series: although it detects all state changésjglaccompanied by a
high number of false positives, as confirmed by the low precisalues of the
EWMA;-Threshold. All Cusum-based algorithms are able to achieeel greci-
sion in time series characterized by a data dispersjod 0.5. In more variable
contexts (e.g.g, > 0.5), only the proposed Wavelet-Adaptive Cusum provides a
high detection quality by achieving always a precision.84.

Figure 4.8 reports the F-measure as a function of the stdrakaiationo,
for all considered detection algorithms. This shows thelmoed effect of recall
and precision. With the exception of algorithms based orEWYWAMA detection
rule, the algorithm performance worsens for increasingeslofo,. Figure 4.8
shows that the Wavelet-Adaptive Cusum algorithm achieves#st F-measure
values for everyr,. For example, whew, = 1, the F-measure of Wavelet-
Adaptive Cusum remains consistently above, even though EWMA Adaptive
Cusum, the best existing online detection algorithm, has-ame&sure of only
0.7. The threshold-based method is characterized by an expahéecay of the
detection quality for increasing values®f. This behavior reveals that a similar
algorithm cannot be applied in non-stationary and non detestic contexts. For
small standard deviations, the EWMAWMA and EWMA,,-EWMA improve
the F-measure untir, = 0.5; beyond this, their F-measure decreases. This is
due to theiinertia limit that, together with the F-measure degradation fohhig
values, highlights that the performance of the EWMA-basgdrithms are un-
acceptable because too much sensitive to the statistiaehcteristics of the time
series and to the choice of the algorithm parameters. Bgi§usum-based meth-
ods (EWMA;-Cusum and Kalman-Cusum) are characterized by a small decay of
the F-measure for low values of. On the other hand, the F-measure decreases
faster whens,, > 0.5. These results confirm that popular Cusum-based algo-
rithms do not work well in online contexts related to systessaurce measures
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of Internet-based systems. Instead, combining the Cusuettit@t rule with a
data representation based on the Wavelet, it is possibleritain this limit as
confirmed by the slow decay of the F-measure for highalues.
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Figure 4.8: F-measures

We have to consider also the mean delay results, that argedpo Figure 4.9
for all the considered algorithms. In Figure 4.9, we plotitinsan delay for detec-
tion for increasing values af,. An expected trait of all the state change detection
algorithms is the increase of the mean delay for detectisrg eonsequence of
higher values otr, . All the algorithms but three are characterized by similar
and low mean delay values. The EWMAEWMA, EWMA 5-EWMA model and
Kalman-Cusum, instead, are characterized by significatignidelays. In partic-
ular, the EWMA,-EWMA is affected by a mean delay of 60 samples in the worst
case. This result shows that this algorithm is inadequagapport real-time man-
agement decisions. Moreover, it confirms that the choickeilata representation
technique is crucial for online state detection models.igily variable contexts,
just the proposed Wavelet-Adaptive Cusum provides an aftitiadeoff between
the detection quality, expressed in terms of F-measurettendelay.

Next, we examine the effects of the correlatigrof the data component on the
detection quality by considering different correlatiodéxes p, = {0,0.1,0.2,0.3})
for two dispersion valuess(, = {0.6,0.9}). Figure 4.10 reports the F-measure
values of the four Cusum-based algorithms that in Figure Ad8vghe best re-
sults (Wavelet-Adaptive Cusum, EWMAAdaptive Cusum, Kalman-Cusum and
Wavelet-Cusum) and of the two algorithms based on EWMA detectile (EWMA;-
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Figure 4.9: Mean delay for detection

EWMA, EWMA ,-EWMA). The results confirm that the proposed Wavelet-Adagpti
Cusum algorithm improves the performance of all existingdet's for every cor-
relation index and any, characterizing the time series.

For quite high values of noise dispersian, (= 0.6), the Wavelet-Adaptive
Cusum algorithm always provides F-measures higher @h@hn Its performance
remains acceptable also when dealing with more variable saries, to the ex-
tent that in the most chaotic context of intense variance sarwhg correlation
of the data component{ = 0.9, p, = 0.3) it improves of more than 30 the
performance of the best existing algorithm Wavelet-Cusuhs Tesult confirms
the importance of using an adaptive detection rule in natiestary and highly
variable contexts. A second important result is that the&avAdaptive Cusum
algorithm is less sensitive to the statistical charadiesf the time series with
respect to any other detection algorithm. For a fixed valug, pthe performance
of the proposed model degrades slowly with the increase dheelation index,
thus demonstrating that the detection quality of the Wawktiaptive Cusum is
less affected by, than all the other Cusum-based algorithms. This stiffness is
quite useful in all real contexts characterized by highlyialale, non-stationary
and non deterministic behaviors of the measured data.
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Figure 4.10: F-measures

4.1.5 Experimental results

In this section, we apply the online detection models on mwessrelated to sys-
tem resources of real systems. In these experiments, singesl traces we do not
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actually have ground-truthwhich to refer to, we need a mean to define the repre-
sentative states of time series and the occurrence of $tatgjes. We adopted the
following simple methodology, based on theluster analysis We start with an
offline pre-processing of the monitored time series in whielremove all pertur-
bations by means of a non-causal low-pass filter. We theryagpséter analysis
to compute the representative states. We use a distaned-bastering based
on the Quality Threshold clustering algorithm [168] and aetistance measure
among clusters/states equalAg that corresponds to the minimum relevance of
the change that a model has to capture. For each state, weitmthp mean value
p. The sequence of the mean values of the stgtésand the respective samples
{s} to change to another state define tbpresentative states the time series.

In Figure 4.11, we give an example of a real time series, sgmtng the
CPU utilization of a database server, and its representstiates and samples of
change. By applying cluster analysis with equal t00.2 to the time series of
Figure 4.11(a), we identify four representative statesindd by the following
means valueg; = 0.50, us = 0.75, uz = 0.52 anduy = 0.30 and samples of
changes; = 50, s = 100 ands; = 160.

We evaluate the proposed state change detection algorittiime series com-
ing from server measures of an Internet-based system Qodieb sites with
static, dynamic and secure content. For evaluation puspdsre we report the
results related to the measures shown in Figure 4.12 nefetoithe CPU utiliza-
tion of a machine hosting multiple guest servers. The cemeu measures are
1-minute averages of the CPU utilization on a single server.

We evaluate the representative state for the state changetide algorithms
through the offline methodology described above that detersnrelevant state
changes at samples 50, 125, 200, 275, 350, 400, 475, and\b&6neesd by the
horizontal line in Figure 4.12.

We report the results of the proposed Wavelet-Adaptive Cumsuahof the se-
lected detection algorithms (EWMACusum, Kalman-Cusum, EWMAEWMA
and EWMA ,-EWMA) described in Section 4.1.3.

Figures 4.13(a), 4.14(a), 4.15(a), 4.16(a) and 4.17(ajghe curves of the
online data representation generated by each of the fivethlgs. The respective
(b) figures on the right report the occurrence of false pasitietections (vertical
lines with a circle at the top) and true positive detectiorert{cal lines with a
cross at the top). In this benchmark, we can appreciatetiradMavelet-Adaptive
Cusum algorithm is able to achieve a data representation smo®thed than
the corresponding representations of the EWAMbaseline Cusum, the Kalman-
baseline Cusum and the EWMAWMA and similar to the EWMAy-EWMA.

We remark that in absence of a ground truth, any definitioepfesentative state is arbitrary.
Nevertheless, the proposed technique provideguaditativelyvery good results.
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Figure 4.11: Representative state of a real time series

The EWMA;-Cusum, the Kalman-Cusum and the EWMEBWMA shown
in Figures 4.14(b), 4.15(b) and 4.16(b), detect all statnges but their preci-
sion decreases due to a high number of false positive detsctiThis is a con-
sequence of their inability to maintain a stable data repridion when the time
series are non-stationary and highly variable. A diffeleitavior is shown by the
EWMA ,-EWMA in Figure 4.17(b): it misses more th@&n% of state changes.
This is due to the so calladertia limit [45], that is, the inability to react quickly
to time series changes when the size of the smallest shi#itexctis significantly
higher than time series variance. As a consequence, thaitigrit strongly af-
fects the recall quality. These results evidence and corfietradeoff problem
between the false positive detections and the number @ fedgative detections
that characterizes the EWMA-based detection rule.
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Figure 4.17: EWMA,-EWMA detector

On the other hand, the Wavelet-Adaptive Cusum algorithm guie 4.13(b)
exhibits a precise detection also in contexts charactkdmemultiple relevant
changes and high variability. The proposed algorithm detémely the state
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changes and it is affected by just one false detection atleei. Nevertheless,
after the false state change detection, the Wavelet-Adafusum algorithm is
able to adapt immediately its data representation to thH& stpable state. This
capacity of self recovery is one of the most important prgpef the proposed
algorithm that allows us to achieve always the best resWesreport a summary
of the results shown in the previous figures in Table 4.3.

Model TP FP FN
Wavelet-Adaptive Cusum 8 1 O
EWMA 5-Cusum 8 16 O
Kalman-Cusum 8 11 0
EWMA 5;-EWMA 8 13 0
EWMA ,-EWMA 3 3 5

Table 4.3: Summary experimental results

We now consider the problem of spiky time series. As exanypéeconsider
the time series shown in Figure 4.18, coming from the da&asts related to the
CPU uitilization of a Web server. The measures exhibit a staélavior with-
out relevant state changes and are characterized by a laangarand by some
spikes, such as at sample®), 184, 259. In Table 4.19, we report the number
of false positives signaled by the considered state chaatgrtibn models. A
reliable detection model applied to this time series shookddetect any relevant
state change. However, in these conditions, only the Way¥alaptive Cusum
avoids wrong detections. This result is the consequendeeafisage of a reliable
data representation rectified by spikes and perturbatioth®tthe capacity of the
proposed algorithm to preserve the stable state. On the loéimel, the traditional
state change detection models, such as the E\WWAsum, Kalman-Cusum and
EWMA;-EWMA, detect many state changes in occurrence of the spikesaas

! False
0s | | Detector Positive
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g |  EWMA 5-Cusum 10
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Figure 4.18: Spike time series Figure 4.19: Results
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shown in Table 4.19. The EWM@A-EWMA is able to limit the number of false
detections t@ because of the inertia limit.

4.2 Behavioral change detection

The identification of behavioral changes in some systenuress is mandatory
for an efficient management of Internet systems. As the déimenof modern
Internet systems increases, the evaluation of state ctaetgetions through tra-
ditional algorithms becomes computationally intractable

Existing models and frameworks that signal relevant chamgeserver oper-
ations by working on the entire data sets of monitored ressuf140, 142] are
inadequate to support system management decisions. Wé&lstamsider that,
even in a medium size infrastructure, huge amounts of degarss referring to
different system resources may reach a change detectshitnattd analyze, model
and treat them at different temporal scales (from days tks)e@nd should sup-
port prompt reconfigurations motivated by changes in systetnworkloads [28].
On the other side, solutions that avoid the analysis of ahitooed measures by
working on aggregated visions of subsets of heterogenemuers [28] prevent
both reliable change detections and the identification nfess that experienced
that changes. Therefore, two main problems limit the appliity of present
approaches for change detection and motivate this chagierensionalityand
heterogeneitpf the data set.

By taking advantage of the novel approach for big data treattraed server
characterization introduced in Chapter 3, we charactehnieatatistical properties
of the resource measures coming from system monitors,fgidisem, and evalu-
ate the dynamic evolution of such resource classificatitve. @eriodic evaluation
of this approach allows us to signal in a simple and accuratetive most signifi-
cant behavioral changes without the need of considerirgpdéicted data streams
bur analyzing just the most important ones.

The proposed approach has three main advantages: it dogsquite to
model and analyze all resource measures of each server;késmeo a-priori
assumptions about the statistical characteristics of; diats flexible enough to
detect behavioral changes at different time scales. Thesgarkes guarantee that
our method is appropriate for behavioral change detectiderge enterprise data
centers where continuous changes and high dimensionélitgta are the norm.

4.2.1 Problem definition and fundamental choices

Most management systems referring to enterprise Integystéms and private
cloud architectures require algorithms that are able taddewhether a rele-
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vant change has occurred in the profile of some monitore@systsources. In
this context, change detection should reduce the openatoivement in favor
of model-driven decision systems. Existing models and &a&orks are inad-
equate to support management decisions that have to géttegrand analyze
huge amounts of heterogeneous and variable data streacasiSleethey work on
the entire data set of measures coming from server monitors.

The goal of the methodology of interest for this chapter isiétectbehav-
ioral changesn server resource measures, in terms of a collection ofe@data
instances that behaves anomalously with respect to a lwehalvserved so far
on the data stream [35]. The detection of behavioral charemsres the iden-
tification of a set ofbehavioral attributesand to find whether and when these
attributes change. We identify the behavioral attributethe statistical proper-
tiesof monitored measures (e.g., correlation, standard demianean value), that
represent the type of relationship between data instai¢ken the observed sta-
tistical properties of a data stream significantly differfrthe expected behavior,
a change is declared.

Let us evidence an example of behavioral change in Figufe ¥\2 consider
the CPU utilization measures of a server hosting five virtuatihmes. The data
show a periodic behavior during the first 1000 samples andsbddenly change
to a stable behavior. This is a typical example of behavichnainge that, for an
efficient management of the enterprise Internet systemesgetection algorithm
should promptly signal.
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Figure 4.20: Example of a behavioral change.
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This section provides a methodology for detecting behavidranges in large
Internet systems. In this context, our methodology adésesise challenge of
detecting behavioral changes in suitable subsets of senweracting and com-
peting for the same components at spatial, functional oliGgion level. Our
proposal works on performance measures sampled at suiébporal intervals,
ranging from seconds to few minutes in relation to the défértime scales of
interest.

It is mandatory to remark that the proposed change detestoriénted to
enterprise Internet systems, to the so called private eb@asgd infrastructures,
and to any context where the system manager has full comrth® resources
assigned to different services. On the other hand, in theepteversion, the pro-
posed approach cannot be applied to cloud data centers wieectoud provider
can assign and move virtual machines from one host/clust@nather one with-
out informing the cloud consumer.

Our methodology signals changes when the behavior of arsgepgarts from
normality, by using two types of supports for facing the disienality and het-
erogeneity problems: the analysis of a small set of all arig ioformative data;
the classification of streams among negligible, determa&nd random streams
So to evidence their statistical behavior.

The first stage is to evaluate the impact of each data streahesystem ac-
tivity, so to distinguish important and not-relevant sasof information. Elim-
inating the less important data streams diminishes thesystanagement com-
plexity. Since the resource measures in an Internet syst@yrbenhighly variable
and this characteristics influences the change detectier;omsider variability
as the main statistical property to discriminate betwedévaat and not-relevant
information. The variability is typically expressed inres of process variance or
in terms of coefficient of variation, and it quantifies the iegof activity of a pro-
cess even as a measure of the system health. Indeed, thealitgrat processes
is used to characterize the system behavior [109] in marfgrdiiit natural and
non-natural processes, such as the flow of water througtealyasin, the traffic
of highway systems, or the Internet traffic. In [9], the prsg®ariance is used to
classify heterogeneous nodes for revealing the impacttefeal requests on the
system. In this chapter, we defiraergythe index of variation of the monitored
processes, and we use this energy information in order tacteize the statis-
tical nature of server behaviors. We reduce the dimensigraflthe data set by
using the strategy we introduced in Chapter 3.

As a second stage, we characterize the resource behaviogieghéom the
monitored data in three main categories:

» deterministic behavior, whose behavioral attributes are systematics$ren
and periodic patterns that are predictable and possibletem
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« random behavior, presenting isolated and occasional bursts g@sdspikes
and noises;

* negligible behavior, that gives a little contribution to the overalsgm
behavior.

Figures 4.21(a), (b) and (c) report an example of the thregioreed statistical
behaviors in the CPU utilization sampled from a Web serveapgoiication server
and a database server of an Internet system, respectively.
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Figure 4.21: Examples of server behaviors.

This classification is quite important because it allowsousléntify the actual
behavior of a server and to assign it to one of the three cagsgarhe change in
time in the characterization of a server is symptomatic agaiicant behavioral
change in its functioning. The identification of this typeabfanges is obtained
through our methodology without the need of analyzing athetous and hetero-
geneous data streams and without the loss of relevant iatoym
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4.2.2 Methodology

The proposed detection method employs statistical amalylsdata developed at
consecutive intervals of time in order to signal a changééltehavior of some
servers.

At time intervalt, the set of collected sampled measures originates a matrix
X, that forms a high dimensional multivariate structure. lais x p matrix,
wheren is the number of samples collected among two consecutieeviaits (for
example,n = 2016 if we consider the five minutes samples enclosed in an one-
week interval), angb is the number of considered system resource measures. To
each resource matriX; we associate a vectds, = [b;1,...,b;,| containing,
the characterization of each resource measure at timevahterthat is, b, <
{Deterministic, Random, Negligible} for 1 < k < p.

At the next time intervat + 1, we collect the new set of observatioAs, ;
and check whether thB, ., vector characterizes the server behaviors as at time
t. When a relevant change affects some servers, their statisharacterization
changes an®; # B,;,,. This deviation is symptomatic of a relevant change that
we are able to capture simply by looking at the differencebénelements of two
vectors. It is important to remark that the proposed apgraows only major
changes through the analysis of a small set of data. HowaVack of change in
the statistical characterization does not mean that aisdiv@ot experience any
change.

We now detail how to build th&, vectors. At each time interval our method-
ology implements two steps on collected datanensionality reductioandhet-
erogeneity inspection

The first step is required since the data sets collected fr@nsérver log files
of modern enterprise Internet systems form a multivariatecture characterized
by thousands of dimensions and more. In these structuresssutiated coor-
dinated spaces, any reliable decision requires a prelmikantification of the
most relevant information for management purposes. A comapproach is to
find a new coordinate space consisting of a lower dimensiahighrepresenta-
tive of the original space [120]. When a structure can be agmprated through a
smaller number of dimensions in a way that minimizes theraanal the loss of
information, we can refer to the smaller number of dimensias thestructure
intrinsic dimensionality In literature [112] several models exist. In our imple-
mentation, we choose the PCA [110] since we are mainly iniede® measure
the system energy in term of variance, and the PCA is the bed¢intmreveal the
intrinsic structure of data set on the basis of its variance.

As data sets of resource measures are statistically hetezogs, before ap-
plying PCA to the collected(; matrix it is important to normalize them to time
series characterized by zero mean and unit variance, assiegign [121]. PCA
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maps.X; on a new set of axes [120] called components. Calculatingdhgo-
nents is equivalent to solving the symmetric eigenvaludlera for the matrix
U, = XT'X,, that is a measure of the covariance of the time series dgrfvom
sampled measures. In practice, at samigach component; is thei-th eigen-
vector computed from the spectral decompositiod@pf121]:

Vo, = Nv; 1=1,...,p (4.29)

where); is the eigenvalue corresponding to the eigenvectand represents the
magnitude of the variation along each component We quantify theenergy

0;, associated to the componentas the percentage of variation related to its
eigenvalue);, that is,o; = Zﬁ*—f’i As ¥, is symmetric positive definite, its
eigenvectors are orthogonal and the corresponding eigggs/are non-negative
real numbers. By convention, the eigenvectors are unit nowitlze eigenvalues
are arranged from large to small, so that> A\, > ... > A,.

Once mapped the data set into their component space, wedhewmpute the
transformed data considering one component at a time. $miw dimensional
space, aimensionu; (: = 1,...,p) is defined as a vector of sizeobtained by
the contribution of the data set mattk and of the component. As suggested
in [121], this vector is normalized to unit length by dividiit by v/)\;. Hence, for
each principal component we have:

u; = )\?)%Z 1=1,....p (4.30)
The above equation shows that all server behaviors, wheghtezl byv;, produce
one dimension of the transformed data. Thus the vagtoaptures the temporal
variation common to all server measures along the compane8ince the com-
ponents are ordered with respect to their contribution eéodbverall energyy,
captures the strongest temporal trend common to all sergasumnesy, captures
the next strongest, and so on.

The energy characterizing each component can be used toeréitidata di-
mensionality by ignoring the less variable components efdfnucture. In order
to choose how many component it is useful to retain, we puttse€riterion of
the percentage of variability expressed by the principahponents [125]. We
determine in advance the amount of residual variability Weawant tolerate and
then exclude the residual components. Finding that only a@lset ofr dimen-
sions are relevant implies thaf;, can be mapped on &adimensional subspace
of R? and thatr < p is the intrinsic dimension oX,. At every time interval
t, this result allows the method to distinguish betweenrtievant dimensions
Ui = {u,...,u,} that are contributions shared by all resource measureseon th
r principal components, and thet-relevant dimension&; = {u,1,...,u,}
corresponding to the less important components in termgtés energy.
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The second step investigates data heterogeneity with tdefoharacterizing
server behaviors at time intervabnd register in the3; vector their determinis-
tic, random or negligible nature. After the classificationreélevantU, and not-
relevantU, dimensions, we distinguish the relevant dimensions betweere-
lated U andlow-correlatedU” by evaluating the autocorrelation function (ACF)
of each relevant dimensidr} as in [127] and many other contexts [11,119].

Figure 4.22(a) reports an example of dimension exhibitorgedated periodic-
ity and seasonal fluctuations because of diurnal activityyell as the difference
between weekday and weekend activity. The high values oétitecorrelation
function of Figure 4.22(b) confirm that the dimension is etated.

20

15 ¢

10 |

Dimension 1
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(a) Dimension (b) ACF

Figure 4.22: Example of correlated dimension.

Figure 4.23(a) reports an example of a dimension that isifiled as low-
correlated, since it presents the quick decay of the ACF sathewn in Figure
4.23(b). This dimension is characterized by random peatishs and/or spikes
varying in time and intensity. We use the classification efitslevant dimensions
between correlated and low-correlated to evaluate threavieral values for each
data stream referring to one server resource.

At every time interval and for every server resource measti(@ < k£ < p),
the idea is to add all the contributions for each of the thyped of dimensions
and then to evaluate the maximum.

* Dip =2 ,v5,Vj|u; € UF denotes the contributions provided by the relevant
correlated dimensions;

* R =30, V) |uj € Ul denotes the contributions provided by the relevant

low- correlated dimensions;

* Nip = 2505, V5 | uj € Uy, accumulates the contributions of the not-relevant
dimensions.
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Figure 4.23: Example of low-correlated dimension.

Now, it is possible to compute the highest value among theetkinat is, M, ;, =
max{ Dy, R, N i}, and to estimate the characterizatibn,, of thek-th server
resource measure on the basis of its main behavioral value:

Random if My = Ry (4.31)

Deterministic if M, = Dy,
by =
Negligible if My = Nyg

The characterization of each server is recorded im3heector and represents
the term of comparison for the detection of a behavioral gkan the characteri-
zation at two consecutive time intervals. Whgn # 0,1, a behavioral change
affecting thek-th monitored server is detected.

4.2.3 Results

In this section, we present the experimental results of topgsed approach on
data traces collected from an enterprise Internet systemsisting of 514 servers
and supporting different types of applications, includWigb sites, databases, ac-
cess controls, CMS, mail server, management software. $ntélsibed, system
monitors collect resource measures every minute refetoi@PU utilization, pri-
mary and secondary memory-related metrics, network &esvi Our system is
organized hierarchically, as suggested in [8], with sutesys of almost half a
hundred servers in order to support an efficient orchestrati real-time manage-
ment mechanisms.

For the sake of presentation, we consider two data &etand X, |, referring
to the CPU utilization of a subsystem of 50 servers hosting en@ierce websites
with dynamic and interactive content over two consecutagsgd November 8 and
9, 2010, respectivelyX; and X, ; are matrices witm = 1440 rows andp = 50
columns. This section presents the results of the serveactegization and of the
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Order | Behavioral clas§s Energy
1 Correlated 51.03%
2 Correlated 11.99%
3 Correlated 8.64%
4 Low-correlated | 4.8%
5 Low-correlated | 3.27%
6 Correlated 3.14%
7 Correlated 3%
8 Low-correlated | 2.87%
9 Low-correlated | 2.42%

Table 4.4: Classification of relevant dimensions.

behavioral change detection. Then, we analyze the conmguéhicomplexity of
the methodology by considering several sizes of the data set

Server characterization and behavioral changes

We initially consider the matriXX; and evaluate the energy carried on by each
dimensionu; in order to identify how many dimensions actually bring imf@tion

to this data set. Considering the 90-percentile of the enefrfye overall system,
we estimate that it is captured just by the first nine dimamsias shown in Ta-
ble 4.4. These dimensions contribute to most of server biitia Our approach
evaluates the first 9 dimensions i@sevant while the other 41 dimensions are
marked asot-relevantfrom the point of view of the energy. This is an important
result of the proposed methodology applied to a real Intespstem because it
confirms that, in terms of energy, the resource measuresgatiter form a struc-
ture with an intrinsic dimensionality of = 9 that is much lower than the original
number (50) of the considered set of time series.

The application of the ACF to the = 9 relevant dimensions gives that 5
dimensions areorrelatedand 4 ardow-correlated(Table 4.4).

The goal is now to determine which dimensions actually brivfgrmation
to which CPU traces of the data set. In the left half of Table W& report the
results of the server characterization on the dataXset The columnsD,, R;
and N, denote the three categories of our methodology at timevaltér Since
it is important to validate the proposed approach, we comparmesults against
those obtained by applying to each data stream the traditmechanisms (that
we nameBaseline characterizatigmequiring statistical methods for the analysis
of server behavior, including the correlation among vald€y] and probability
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Xy Xit1
Baseline Methodology Baseline Methodology
characterization characterization
CPU Behavior D, R; Ny Behavior Dyyq R Nii1
1 Random 0.2211] 0.2379| 0.0181 Random 0.1155]| 0.2592| 0.0481
2 Negligible 0.0006| 0.0009| 0.1297 Negligible 0.0008| 0.0012| 0.1373
3 Negligible 0.0443| 0.0334| 0.1866 Negligible 0.0537| 0.0454 | 0.1936
4 Random 0.0391| 0.3012| 0.1185 Random 0.0409| 0.3120| 0.1115
5 Negligible 0.0186| 0.0116| 0.1955 Negligible 0.0190| 0.0163| 0.2051
6 Negligible 0.0162| 0.0128| 0.1938 Negligible 0.0183| 0.0141| 0.2182
7 Random 0.0615| 0.2379| 0.0181 Random 0.0753| 0.2622| 0.0201
8 Negligible 0.0492| 0.0370| 0.2030 Negligible 0.0505| 0.0401| 0.2112
9 Random 0.1160| 0.2206| 0.1236 Random 0.1724| 0.2310| 0.1311
10 Negligible 0.0005| 0.0005| 0.1309 Negligible 0.0008| 0.0018| 0.1413
11 Deterministic 0.3539| 0.1612| 0.0540 Random 0.2073| 0.2648| 0.0208
12 Negligible 0.0099| 0.0049| 0.1960 Negligible 0.0133| 0.0054 | 0.2006
13 Negligible 0.0139| 0.0122| 0.2052 Negligible 0.0105| 0.0166| 0.2922
14 Deterministic 0.3158| 0.2091| 0.0150 Deterministic | 0.3801| 0.1696 | 0.0117
15 Deterministic 0.2302| 0.0792| 0.0860 Random 0.0434| 0.2309| 0.0345
16 Deterministic 0.3057| 0.2396| 0.0176 Deterministic 0.3113| 0.2601| 0.0158
17 Deterministic 0.3368| 0.1016| 0.0402 Random 0.1556 | 0.2635| 0.0198
18 Random 0.0357| 0.3350| 0.0712 Random 0.0370| 0.3048| 0.0525
19 Random 0.0685| 0.2085| 0.0071 Random 0.0484| 0.2391| 0.0111
20 Deterministic 0.2755| 0.1612| 0.0251 Deterministic 0.2444| 0.1220| 0.0288
21 Random 0.1170| 0.2858| 0.0239 Random 0.1333| 0.2510| 0.0244
22 Random 0.0837| 0.3412| 0.0213 Random 0.0745| 0.3287 | 0.0255

23 Deterministic 0.3955| 0.0846| 0.0927 Deterministic | 0.3446| 0.0821| 0.1018
24 Deterministic 0.3163| 0.3154| 0.0374 Deterministic | 0.3131| 0.3987 | 0.0345

25 Negligible 0.0002| 0.0006| 0.1037 Negligible 0.0012| 0.0005| 0.1198
26 Negligible 0.0569| 0.0402| 0.1912 Negligible 0.0722| 0.0550| 0.1624
27 Negligible 0.0071| 0.0186| 0.2028 Negligible 0.0113| 0.0225| 0.2888
28 Negligible 0.0220| 0.0268| 0.2112 Negligible 0.0245| 0.0211| 0.2009
29 Random 0.0432| 0.1261| 0.1127 Random 0.0669| 0.1174| 0.0990
30 Random 0.0207| 0.2498| 0.0137 Random 0.0193| 0.2330| 0.0115

31 Deterministic 0.3955| 0.0846| 0.0927 Deterministic 0.3566| 0.0866| 0.1217
32 Deterministic | 0.4183| 0.2324| 0.0277 Deterministic | 0.4033| 0.2431| 0.0071
33 Deterministic 0.3037| 0.2695| 0.0293 Deterministic 0.3169| 0.2244| 0.0331

34 Random 0.2114| 0.2388| 0.0166 Random 0.2070| 0.2388| 0.0166
35 Negligible 0.0478| 0.0410| 0.1858 Negligible 0.0552| 0.0670| 0.2004
36 Negligible 0.0387| 0.0353| 0.2114 Negligible 0.0307 | 0.0564 | 0.2145
37 Random 0.0275| 0.3535| 0.0616 Random 0.0222| 0.3114| 0.0601
38 Negligible 0.0236| 0.0842| 0.1214 Negligible 0.0215| 0.0667 | 0.1552
39 Random 0.0611| 0.2059| 0.0287 Random 0.0021| 0.2003| 0.0224

40 Deterministic | 0.3810| 0.2160| 0.0421 Deterministic | 0.3911| 0.2022| 0.0126
41 Deterministic | 0.2462| 0.0784| 0.0815 Deterministic | 0.2132| 0.0663| 0.0115
42 Deterministic 0.3902| 0.0892| 0.0960 Deterministic | 0.3888| 0.0531| 0.0770
43 Negligible 0.0003| 0.0008| 0.1094 Negligible 0.0005| 0.0011| 0.1677
44 Negligible 0.0039| 0.0100| 0.1755 Negligible 0.0023| 0.0332| 0.1810
45 Deterministic | 0.3879| 0.1695| 0.0458 Deterministic | 0.3552| 0.1565| 0.0221
46 Deterministic | 0.3002| 0.0716| 0.0866 Deterministic | 0.3441| 0.0651| 0.0733

47 Negligible 0.0090| 0.0198| 0.1659 Negligible 0.0110| 0.0153| 0.1977
48 Negligible 0.0221| 0.0237| 0.2081 Negligible 0.0319| 0.0451| 0.2231
49 Negligible 0.0006| 0.0003| 0.1388 Negligible 0.0007 | 0.0004| 0.1874

50 Deterministic 0.2032| 0.0898| 0.0844 Deterministic | 0.2243| 0.0711| 0.0491

Table 4.5: Server characterization and behavioral changes
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distributions [128], and mean load analysis [129]. Due ®ligh variability of
system resource measures, all these analyses must propiéefiiering step to
remove noise from data [59]. The classification resultseaad by the Base-
line characterization are reported in the second columnthénsame table, we
report the results obtained through the proposed approettieithreeMethodol-
ogy columns. These columns highlight in bold text thg value for each server.
This value denotes the behavioral characterization thasssgned by the pro-
posed methodology. For example, baseline analyses at titeevalt of server
3 compute a mean load utilization of 6.39% that sets it as digielg server.
Our methodology reaches the same characterization thrihggbomputation of
only three behavioral values: a predominait value of 0.1866 characterizes the
server as under-loaded, avoiding the analysis of the edtita stream.

If we compare the classes with bold indexes to the serverackenzation
arising from the Baseline characterization reported in #@dsd column, we see
a perfect correspondence of results. Indeed, our methggatoable to identify
the main statistical behavior of 50 servers through a diaaion and a statistical
analysis of only the most relevant 9 dimensions of the dataBg working on
dimensions that capture the common patterns of data variatid isolate random
perturbations, our methodology avoids to apply any filigriechniques on the
small set of dimensions.

We apply the proposed methodology on the second datd setin order to
obtain the system view of the next day. During the night, a haginess applica-
tion connected to a database was installed and caused arretdhange in server
activities. The results are shown in the right half of Tablg. 4By comparing
the characterization results of, and X;,,, we are able to evidence the behav-
ioral changes of servers. In particular, the new applicatmdifies the activity
of serversl1, 15 and 17 from deterministic to random, as denoted by their pre-
vailing D, and R, values. In such a way, we are able to evaluate the behavioral
implications of the new application in the activity of serv@lue to the effect of
non-determinism incurred by the new requests. A more @etahalysis is re-
ported in Figure 4.24. Figure 4.24(a) shows the CPU utiliratiace of the server
11 before the introduction of the new application. An eviddaterministic behav-
ior follows the diurnal activity of users. With the insentiof the new application,
server 11 changes its behavior showing random dips andstfr€PU utilization
as in Figure 4.24(b).

Changes in server behaviors guide system operators to dgagiystem to
changing environments. Besides that, the identificatioftnahges in the behavior
of some servers does not imply a change in overall systentifumicg: the tran-
sition of a handful of servers from the deterministic to tardom class does not
mean a necessary change in the overall system operations.
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Figure 4.24: Behavioral change of server 11.

Computational complexity of the methodology

In this section, we evaluate the computational compleXitheproposed method-
ology in order to assess its feasibility to Internet systehmsensionality. We
compare the number of computations required by our progosaharacterizing
server behavior to that needed by traditional approachekingpoon the all set
of monitored data. The two computational complexities aported in Table 4.6

(we remindn as the number of sampleg,the number of considered resource

measures andthe number of relevant dimensions.)

Proposed strategy

Analysis of each data set

1

Major processing Computational Major processing Computations
steps complexity steps complexity
PCA analysis of Filtering of

a nxp matrix O(p® +n * p?) p sets of lengthn  O(p *x nlog(n))
Behavioral analysis Behavioral analysis

of r sets O(r * n?) of p sets O(p * n?)
Total O(p® + nxp? +r*n?) | Total O(p * n?)

Table 4.6: Computational complexity.

The PCA requires aroun@(p® + n x p*) computations [29] for the eigen-
value decomposition of a covariance matrix, while the asialpf the statistical
attributes of a stream may provide a number of operationsrspg from logarith-
mic to exponential in the number of samples. In this evatugtive consider the
application of behavioral analyses having at most a quiadramputational cost.
Hence, the total computational complexity of the proposethwdology isO(p? +
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nxp? +rxn?). On the other side, the baseline characterization needsfiltering
step on all monitored data before applying behavioral sy Also for filtering
techniques, there are a lot of models with different properand complexities.
In order to provide reliable characterizations, we decmapply Fast Fourier
Transform [59] for filtering data by makin@(p * nlog(n)) computations. Then,
quadratic (or less) behavioral analyses are applied tdtaltdd data. Hence, the
total computational complexity of the baseline approad(ig* nlog(n) + p*n?)

~ O(p x n?).

In Figure 4.25 we show the tendencies of the two computdtmraplexities,
when the two approaches characterize different numberedrsis of fixed length
n = 1440. By varying the dimensionality of the data set up to one thousand
resource measures, the computational complexity of thegsed methodology
(line with filled circles in the figure) maintains always lowthan that of the base-
line characterization (line with squares). The dimendipneeduction lowers the
number of data streams to analyze, thus lightening the egpehserver charac-
terization.
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Figure 4.25: Analysis of the computational complexity.

We expect that, for higher values, there is a size of the data set after which
the baseline characterization is more efficient than thegsal. However, it is
mandatory to consider that, in large Internet systems,neessary to work hi-
erarchically on subsets of interacting components, tfigicamprising hundreds
of servers hosting tens of virtual machines. For properesysiesign and man-
agement, it is basilar to select and work on significant partise Internet system,
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that is on the whole so huge that all measures are uselesoMay the perfor-
mance of the proposed methodology can be improved by thécapiph of less
consuming implementations of the Principal Component AgialyFor example,
FastPCA [30] can lower the dimensionality reduction comipyeto O(p?) and

its adoption inside our methodology brings to a computati@momplexity that
follows the curve with star points in Figure 4.25.
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Correlation analysis

Correlation models are applied to various scientific fieldsases for several sta-
tistical analyses, such as forecasting [32], state agtoeg@3], anomaly [34, 35]
and event detection [70]. For computer systems manageonapitring the corre-
lation between time series monitored in a system allows wlistmver groups of
resources with similar behavior, to reflect changing refeghips and, as a global
effect, to manage the system in a more efficient way.

There are several correlation models showing robust and aiecresults when
applied to low variable domains. However, they fail in firglcorrelation between
time series collected from system monitors, where relatigrs between data are
often hidden by high variability. In these contexts, the tpmpular models, such
as the Pearson coefficient [68], the Spearman rank [69], el rank [39],
and the Local Correlation index [70], are unable to capturestations even when
they exist. The approach of filtering highly variable timeieg and then applying
correlation models does not solve the problem and opens isthees.

We propose a new correlation model that is able to captutelimatar and non-
linear dependences even among time series characterizadtbyariability. The
accuracy and robustness of the proposed solution is achibveugh an original
approach that separates trend patterns from perturbagitterps, and evaluates
correlation by computing the similarity of trend patterrec@use they reveal the
way in which a time series may depend on another one. Frorpéhnspective, the
idea we pursue is based on the following steps:

1. we extract from time series the information about theindr patterns by
removing the perturbations that mask the presence of gessilationships
between data;

2. we measure how close the extracted trend patterns of twe geries are,
thus capturing the presence of linear dependency and ofimear depen-
dency.
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The proposed method represents a step ahead of the lietadgause the
Pearson correlation moment does not cover non-linear diepesy [70], the Spear-
man and Kendall ranks are conditioned by the data distobst[68]. The LoCo
model would be able to capture some non-linear relatiosssbit it infers that the
main patterns of a time series are only trend patterns witbmosidering the im-
pact of perturbations. However, system and software ressuare characterized
by several perturbations due to 1/0O operations, synchatiozs, context switch-
ing. We extend the correlation analysis and its applicatiendomains that are
characterized by perturbations and highly variable timeesd11, 40]. Time se-
ries related to system resources may have linear and nearlielationships. For
example, in Internet services, network traffic volume arglise times change in
accordance with the volume of user requests [41]. Thesdaeships are typi-
cally masked by perturbations intrinsically related tortaéure of the applications,
but when correlations exist our model is able to identifynthe

We illustrate the proposed method applied to real and syintline series.
We discuss its quantitative and qualitative interpretgtammpare it against exist-
ing solutions and demonstrate its accuracy and robustheEsgover, we evaluate
that the proposed correlation model is robust and accuvateas a support to dif-
ferent applications, such as tracking analysis, anomaigctien, and prediction
analysis.

5.1 Problem definition

We consider data obtained from system and software morttoosigh the peri-
odic sampling of resource measures. As evidenced in manlswad, 40, 42],
these measures are extremely variable even at differest soales. We trans-
form these samples in time series. We denote the two comesidane series as
X = [z1,...,2,] andy = [y1,...,ys], Where each one is a vector collecting a
time-ordered discrete sequence of data points that camiyglesa once.

Existing correlation models do not work on time series eitimy a high de-
gree of variability, hence we are interested to propose acwevelation index
typically denoted ap, measuring the similarity betweerandy, as in [76]. The
absolute value of the correlation index ranges between Olan&/henp = 0,
there is no relationship between the two time series, whiel indicates a com-
plete correlation betweenandy. The literature offers several guidelines for the
best interpretation of the value of the correlation inde& B, 76], but all criteria
depend on the context and purposes of the analysis. Prgwvidies for interpret-
ing the meaning of correlation indexes is out of the scopéisfdhapter. In our
context, we decide to adopt the common interpretation ataig astrong corre-
lation whenp > 0.5, and aweak correlationfor p < 0.5 (e.g., [76]). Different
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choices for the threshold may lead to different results lounaot impact the main
conclusions of this chapter.

Many models for capturing correlation are robust and a¢eueg., [39, 68—
70]) except when they are applied to time series charaetby high variability
that is typical of system resource metrics. In accordande Wwb], high variabil-
ity is a phenomenon by which a set of observations takes sdahst vary over
orders of magnitude, with most observations taking valuesral the time series
trend (i.e.trend pattern, and some observations departing from it with apprecia-
ble frequency, even taking extremely large values with negligible probability
(i.e., perturbation patterin Trend patterns represent the tendency of a time series
that may be related to the other time series, while pertighgiatterns consist of
random observations hiding trends. A high standard deviasi the most typical
trademark of a highly variable time series. This charastierimplies a trend pat-
tern that is hard to identify because it is masked by pertiobs. In this chapter,
we use standard deviation as a measure of data variability.

The ability of a correlation model in detecting dependentypag correlated
time series is measured in termsaafcuracy while the ability in guaranteeing a
stable correlation index when conditions do not change iasmed in terms of
robustness Accuracy measures how close the correlation index is teetfee-
tive level of correlation between two time series, whileusiness evaluates the
variability of the correlation index among different evations carried on under
unchanged conditions.

In the case of highly variable time series, the most popuwaretation models
are affected by two main problems:

1. low accuracy, since they are unable to detect linear andinear depen-
dences even among correlated time series;

2. low robustness, since they do not guarantee a stableagiadof the cor-
relation index, even when the relationships between the saries do not
change.

Let us give an example of the above problems. We refer to eestaom-
ing from the resource monitoring of a multi-tier system, wé@architecture is
illustrated in Figure 5.1. The four application servers @eployed through the
Tomcat servlet container and are connected to two MySQLlbdataservers. The
Web switch node, running a modified version of the Apache Véewes as in [11],
assigns the same amount of requests to the two Apache-bdsgdel s¢rvers, that
run identical applications on identical hardware.

In Figure 5.2(a), we report 1050 data of the CPU utilizationhef two Web
servers sampled every 5 minutes. The data are highly verialfthough there
is visual evidence of a high correlation between the two tsmees. At system
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Figure 5.1: Architecture of a multi-tier Web cluster.

level, this correlation is confirmed by the fact that the tvasts receive an anal-
ogous amount of requests assigned by the front-end loaddmldispatcher. We
evaluate the correlation index between the two time sehesugh the Pearson
model [68]. (The Pearson model is used as an example, butetlsting models

do not change the results).

The results of the correlation index are reported in Figub€h. Despite the
clear relationship between the datasets referring to tleehwsts, Figure 5.2(b)
shows that the Pearson model is affected by the two antedpptoblems: its
results are characterized by low accuracy because thedPeawsrelation index
remains lower than 0.25 during the entire interval of obatow; its results are
characterized by low robustness because the correlatdexipresents marked
oscillations even when the correlation between the timgesdoes not change.
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Figure 5.2: Result of correlation models applied to highlsialale data.
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Atypical approach addressing issues related to highlattgitime series is to
refer to some rectification algorithms (e.g., [45]). Uniorately, we will see that
filtering data and then applying an existing correlation glatbes not work and,
even worse, opens other issues by moving the problem tottengion of finding
the “right” filter and its parameters. This chapter cannstdss all details of the
extensively investigated and hard-to-solve problemdedl#o filters. Interested
readers can refer to the huge literature on this field (eXd., 45, 146]). Basically,
we have two alternatives that are equally useless: to appbak or a strong filter.
A weak filter removes small variability, hence underlyindgat®nships among
time series remain undetectable by existing correlatiodets) a strong filter may
remove important information about trend patterns and pihergent the possibility
of finding correlations.

As example, let us consider again the time series represenkégure 5.2(a).
We choose a popular filter such as the Exponential WeightedingoAverage
(EWMA) [45] as a basis, and apply different parameters in oralebtain a weak
and a strong filter. The filtered time series are shown in EiguB(a) and Fig-
ure 5.4(a), respectively.
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Figure 5.4: Strong filtering applied before correlationlgsis.
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In Figure 5.3(b), we report the results of the Pearson mopelied to the
weakly filtered data. As expected, the results are improvigd rgspect to the
not filtered case, but the conclusion remains unchangedwibdime series are
considered uncorrelated because the correlation indeainsnower than 0.5 for
almost the entire interval of observation. By increasingfther strength, most
perturbations are discarded, as shown in Figure 5.4(b). pfbklem is that a
strong filter cancels also information about trend patteh@gacterizing the time
series. The final result is that the correlation index beawen less robust as
it continuously passes from evaluating the time series agleted, then uncorre-
lated, correlated again, and so on.

All these results evidence that high variability represemiimit of existing
correlation models even when they are integrated with ifiigetechniques. De-
tecting correlations among highly variable data as thogaiméd by resource
monitoring requires some novel approach. The model prapwsthe following
section has several benefits: it does not require any asgngiiout statistical
properties, any pre-analysis of time series charactesisind any integration with
pre-filtering techniques; it is able to adapt its parametedata characteristics and
to capture linear and non-linear dependences.

5.2 Correlation model for highly variable data

In this section, we present a novel correlation model, ngi@eHiVa(Correlation
for Highly Variable data), that is able to evaluate similarity betweeretseries
that are characterized by high variability. This model maywiewed as an im-
provement of the LoCo algorithm [70] that proposes the evadnaf correlation
through the analysis of pattern similarity. CoHiVa extenlis idea to the cor-
relation analysis in highly variable domains. Unlike theaB®n model [68] that
works well only if time series are linked by a linear relasbip, CoHiVa does not
assume any data dependency and it is appropriate to didootrelinear and non-
linear dependencies. Moreover, CoHiVa does not assume aayd#ribution, as
required by the Spearman and Kendall models [39, 69].
The CoHiVa algorithm is based on the following four main steps

1. we extract fronx andy the trend patterns and the perturbation patterns;
2. we remove errors contaminating the time series;

3. we select the trend patterns by discarding the pertunbb@ttterns contain-
ing highly variable information;

4. we compute the CoHiVa correlation index between the twe theries by
evaluating the similarity between their trend patterns.
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Each step is detailed in the following subsections.

5.2.1 Pattern extraction

The first goal is to identify the main patterns that are pregethe time series
X = [z1,...,x,], where patterns correspond to trends (i.e., periodic aasosel
components) and perturbations. To this end, we apply thgu&inValue Decom-
position (SVD) [70] to the auto-covariance matrix of the éiiseries. Among the
spectral decomposition algorithms, SVD is considered ad#seline technique
for separating existing patterns without any assumpticusthe statistical char-
acteristics of the data [79, 131]. In practice, we estimageftill auto-covariance
matrix of the time serieg that is defined as:

®(z) =x®X, (5.1)

where® () is the auto-covariance matrix &f
Then, we compute the SVD of the auto-covariance maii(ix) as follows:

®(r) = U(z)X(2)V(2)T, (5.2)

whereU(z), 3¥(z) andV (z) € R™*".

The columnsy; of V(z) = [v4,...,V,] are the right singular vectors df(z).
Similarly, the columnay; of U(z) = [uy,...,u,] are the left singular vectors of
®(z). Finally, X(z) = diagsy, . . ., s,] is a diagonal matrix with positive values
s;, called the singular values @ (z).

5.2.2 Removing errors

The singular vectors corresponding to singular valuesyaftentain some approx-
imation errors [50] that usually contaminate the measuiihbles. The con-
tribution of these errors must be discarded by eliminatimg singular vectors
corresponding to the smallest singular values [81]. By néatgijust the principal

vectors corresponding to the highéstingular valuegk < n) we can reconstruct
ak-dimensional approximatioof the correlation matrix:

®(z) = U(2)2(2)V(x)T, (5.3)

whereU(z) = [0y, ..., U], V(2) = [Vy, ..., V] andX(z) = diag[sy, . . . , 5.
Literature on SVD gives little importance to the problem ghdmically se-
lecting the appropriate number of principal vectors thateee the patterns (e.g., [70,
131]). A common approach is to choose a fixed number of prateigctors inde-
pendently of data characteristics, but this choice is uable to time-varying con-
texts where the statistical properties of data continyocisnge in time. Hence,
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we choose a threshold-based method that takes into acdmucharacteristics of
considered data [52]. We select the principal vectors dmrttng to 90% of vari-
ation, and discard singular vectors contributing for ldentl0%. This number
of principal vectors capturing the main patterns of the tsages is variable and
dependent to the amount of variation in data. The variabtelar of principal
vectors capturing the main patterns of the time series istéerbyk.

5.2.3 Selection of trend patterns

We now analyze the main patterns«ah order to understand the information they
carry. The goal is to retain just trend patterns but, in theext of interest for this
chapter, we can expect that the main patterns may includesatae perturbation
patterns [82]. As these last patterns prevent the ideriiicaf correlation be-
tween time series, we have to discard them. The idea is td Buiew matrix that
is based on a subspace of thel k principal vectors that capture trend patterns.

To remove perturbation patterns frdd{z), we compute the Hurst exponent
H of the k principal vectors by means of the R/S analysis of Hurst [83he T
Hurst exponent measures whether the data have pure rand@abiig or are
characterized even by some underlying trends [84]. For @aicitipal vector
u; € U(z) of lengthn, we first define its cumulative deviate series:

t

Zy =Y (w; —m), (5.4)

j=1

wheret = 1,2,...,n, 4, is the j—th element of thé—th principal vector anan
is the mean ofj,.
To define the rescaled rang% of Hurst, we compute the range as:

R(n) =max (Zy,Zs,...,Zy) —min (21, Zs, ..., Zy) , (5.5)

and the standard deviation as:

S(n) = % S (@ —m)” (5.6)

The Hurst exponentd is defined in terms of the asymptotic behavior of the
rescaled range as a function of the time span of a time segifedlews [83]:

E {%} =Cnfl  asn — oo, (5.7)
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WhereE[%] is the expected value of the rescaled rangés the number of
observations in a time series, afids a constant.

If the estimated Hurst exponeri; of a principal vecto; € U(x) is close
to 0.5, then we can conclude that contains perturbations. On the other hand,
if the Hurst exponent remains far frobm, then we can assume thatis a trend
principal vector.

Our model builds up a ne\I&l(:p) matrix containing only thé trend principal

vectorsQ;, j = 1,..., k as follows:vu; € U(z),i =1,...,k:
M ) )
u, =0, if H;<05— 3 or H;>0.5+ 3 (5.8)

whered is a two-sided 95% confidence interval empirically computedending
on the number of samples as in [84].

This separation approach allows us to remove perturbatadtenms in the
time series and to focus only on trend patterns. By focusinghert: < n
trend patterns, we are able to construct a new approximatighe ®(z) ma-
trix that we namerend approximation GivenU(x) = [y, ...,0;], the corre-
sponding singular values and the right singular vectons fibre matricesf‘_,(x) =
diag(s,,...,8;] andV(z) = [Vy,...,V;], respectively. Through these matrices,
the trend approximation of the correlation matrix usingydrénd patterns is given
by:

®(z) = U(2)S(2)V(x)". (5.9)

The matrix®(z) approximates the trend behavior®fz) by removing both
error information and perturbation patterns that affeetitfentification of correla-
tions. This approach retains trend information, as wellk@ssnal and oscillatory
behavior in the time series.

5.2.4 Computation of the CoHiVa index

After the extraction of the main trends, we can evaluate hdrethey are corre-
lated or not by computing how close their trend patterns #e.example, we
compute the correlation index of the time seneandy by measuring their trend
similarity. When the matrice®/ () andU (y) are similar, the time seriesandy
follow similar (linear or non-linear) trends, and we can sider that the original
time series are correlated. In geometric terms, if two timxges are correlated,
then the trend principal vectors of each time series shagithin the subspace
spanned by the trend principal vectors of the other timeeseri

For this reason, we project the trend principal vectors eftilme seriex into
the trend principal vectors of, as following:
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p(x,Y) = ————(|0(@) 0| + [0() V@), (5.10)

k(@) + k(y)
wherel(z) andl%(yz are the numbers of trend principal vectorsldfr) and®(y),
respectively, while&J(z) andU(y) are the trend principal vectors matrices collect-
ing them.

5.3 Performance evaluation

We evaluate the performance of the proposed correlatiorematid we com-
pare it against the results of several state-of-the-agrradtives. As terms of
comparison, we consider the following correlation modéthe Pearson product
moment (Pearson) [68], the Spearman rank (Spearman) [@®]Kéndall rank
(Kendall) [39], and the Local Correlation index (LoCo) [70].okover, we con-
sider the performance of a model that is integrated with difiezing technique,
namely Pearson with filtering. To evaluate the accuracy abdstness of all mod-
els, we initially refer to synthetic time series that allogvta have full control over
their actual degree of correlation. Then, in the followirgtson we will consider
real time series.

In Section 5.3.1, we first evaluate the impact of linear anad-ineear corre-
lations on the models performance. Then, in Section 5.3.2wa&iate how the
performance of the correlation models changes in case efsinies affected by
different levels of variability.

5.3.1 Linear and non-linear correlations

Here, we consider three types of time series: correlateld Wiear dependence,
correlated with non-linear dependence, not correlatedce tirhe series of each
scenario take values in the ran@el]. In order to evaluate the ability of the corre-
lation models to capture different types of dependency iftereént levels of vari-
ability, we introduce perturbations frof(0, o), wheres € {0.01,0.05,0.1,...,0.5}
is the standard deviation that quantifies the intensity afypleations added to
data [166, 167]. The performance of the correlation modeéyvaluated in terms
of accuracy and robustness over 1000 independent gemexatialata for each
value in each scenario.

Accuracy

We define theaccuracyof a correlation model as its ability to capture cor-
relation when data present some linear or non-linear oglahips, and in
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categorizing as not correlated time series having no deperad For exam-
ple, an accurate model should obtain a correlation indesecto 1 in both
linear and non-linear scenarios, and an index close to Ceiuticorrelated
scenario.

The first set of experiments evaluates the accuracy of threlation models
when time series are characterized by different interssdfgerturbations.
In Figure 5.5, we report the mean correlation index of allsidered models
computed over 1000 generations of correlated data witkrdifftc values.
We remind the reader that we consider a strong correlatie@nwh> 0.5,
and a weak correlation fgr < 0.5 [76]. The results of Figure 5.5(a) refer to
the linear scenario. As expected, we see a decrease of @latoyn indexes
for increasing values af, but the impact of perturbations is different for the
considered models. When the dispersion is lew<{ 0.2), all models are
able to capture the strong correlation among data. When 8pedion
increasesd > 0.2), the Kendall model is the first to lose its ability to
detect data correlation. In higher variable contexts> 0.3), only the
CoHiVa model captures the strong data correlation for eaghbitity level,
because its index is always higher than 0.65. The accuraaljtbe models
deteriorates when we pass to a scenario where the corretsioeen data
is non-linear. A comparison between Figure 5.5(a) and Eig§us(b) gives a
first idea about the overall results. Only the CoHiVa modebig @ detect

a strong correlation for any when the relationship between data is non-
linear. On the other hand, all existing models are affectea low accuracy
for increasing values of. (They estimate a weak correlation even when
data are perturbed by very low levels of dispersion, suchad).15.) Itis
interesting to observe that the Spearman rank, which isessproriented to
capture non-linear dependencies [69], exhibits the besiracy when the
dispersion is very low (that i%; < 0.05), but it loses its capacity as soon as
the time series are characterized by higher perturbations.

To address issues related to high variability, the statiiv@fart models may
increase their accuracy by working on a filtered represemtatf the orig-
inal time series. We anticipated in Section 5.1 that thiseggh does not
work, but for the sake of an exhaustive comparison we coniparperfor-
mance of CoHiVa against a Pearson model combined with a peeid)
technique. We have to specify that the choice of the bestifijenodel and
of its parameters is a serious issue by itself, and is outektope of this
chapter. We integrate the Pearson correlation model witB\&MA filter
that we have experimentally evaluated as giving good resWe do not
claim that we are applying an optimal filter with optimal paeter setting,
even because the definition of optimum is improper in thidexdn
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Figure 5.5: Analysis of accuracy of correlation models withdata filtering.

Figure 5.6 shows the results obtained by applying the Pearsmdel to
data filtered through a weak and a strong filter. If we complagerésults
of Pearson without filter to the results of Pearson with amg kif filtering,
we can appreciate that the filter in fact improves accurauog:cbrrelation
value is higher for every and for linear and non-linear scenarios. In the
linear scenario shown in Figure 5.6(a), the Pearson modhlfiltering is
able to detect a correlation index higher thah for any o. On the other
hand, if we consider the non-linear scenario shown in Fi§uBéo), there is
an evident decrease of the correlation index. Both weak aadgsfiltering
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These results demonstrate that filters do not guaranteesdecasults, with-
out considering the further problems related to the chofddefilter and

its parameters in a highly variable context.

To complete the accuracy evaluation of the models, we reyoonie results
obtained in the third scenario characterized by time sevids no depen-
dence. Despite the level of variability, we see in Figuretbat all the mod-
els are accurate and detect a weak correlation between #éres iaving
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no dependence. This result shows that CoHiVa joins the higiomeance
of capturing linear and non-linear correlations to theigbdf detecting the
absence of correlation.
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Figure 5.7: Analysis of accuracy in a not correlated scenari

Robustness

The accuracy of a correlation model must be combined witbrmétion
about itsrobustnessthat assesses the reliability of correlation model result
across different evaluations. We quantify the robustnes®rims of the
coefficient of variatio{CoV) of the correlation indexes computed over the
different data generations. The coefficient of variatiotiefned as the ratio
of the standard deviation to the mean of the correlationxraer all the
experiments. A lower CoV denotes a better robustness of tirelabon
model.

We evaluate the robustness of the results obtained in $et®a3. Table 5.1
reports the CoV of each considered correlation model condpmter 1000
generations of time series in a linear scenario. The colurefes to the
increasing values of perturbations intensity while the rows report the
correlation models. The CoV of all correlation models insesawhens
increases. Compared to existing models, the CoHiVa modeléstalkeep
the lowest CoV for any value. Thanks to a CoV always lower thau5,
the proposed correlation model guarantees a high robgsinesapturing
linear correlations also among highly variable data.

As expected, the non-linear context worsens the robustfedksthe mod-
els. This main conclusion is confirmed by the CoV values regbit Ta-
ble 5.2.
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0.01 0.1 0.2 0.3 0.4 0.5

Pearson 0.0232 0.0299 0.0914 0.1992 0.3437 0.4817
Spearman 0.0227 0.0304 0.0905 0.2036 0.3496 0.4874
Kendall 0.0371 0.0486 0.1098 0.2170 0.3606 0.4936
LoCo 0.0220 0.0284 0.0835 0.1653 0.2452 0.2735

Pearson with weak filtering | 0.0001 0.0069 0.0324 0.0785 0.1206 0.1787
Pearson with strong filtering | 0.0001 0.0123 0.0497 0.0917 0.1318 0.1736

CoHiVa 0.0073 0.0086 0.0217 0.0498 0.0888 0.1343

Table 5.1: Coefficient of Variation in the linear scenario.

0.01 0.1 0.2 0.3 0.4 0.5

Pearson 0.0274 0.1296 0.3704 0.5843 0.6838 0.7052
Spearman 0.0266 0.1457 0.3894 0.5919 0.6892 0.7104
Kendall 0.0391 0.1632 0.4014 0.5997 0.6960 0.7194
LoCo 0.0258 0.1136 0.2550 0.2923 0.3073 0.2924

Pearson with weak filtering | 0.0070 0.0835 0.2026 0.2215 0.2224 0.2236
Pearson with strong filtering | 0.0083 0.0944 0.2120 0.2468 0.2434 0.2473

CoHiVa 0.0380 0.0172 0.1467 0.1614 0.1711 0.1926

Table 5.2: Coefficient of Variation in the non-linear sceoari

These results demonstrate that only the CoHiVa model is aldedrantee

a CoV lower than0.2 for any perturbation intensity. On the other hand,
state-of-the-art models show poor results even for medawnvalues ofo

(o0 <0.2). With the exception of the LoCo and the Pearson model intedra
with filters, all the other correlation models are totallyrelrable in highly
variable contexts because they reach CoV values aroiand hese results
confirm that they cannot be used to capture non-linear oglships among
highly variable time series.

Our analyses confirm that the most popular correlation nsogéhout filter-
ing are affected by low accuracy and robustness when dathiekigh variabil-
ities and/or non-linear dependency. Filtering the timeéeseand then applying a
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correlation model is not sufficient to solve the problemse Tike of the proposed
CoHiVa model allows to guarantee good performance for angidened type of
correlation and variability in the time series.

5.3.2 Different variability levels

So far, we considered a variability leweland simulated two time series both af-
fected by that same level of variability. Now, we consider tfase in which the
variability level that affects the two time series is difat. The goal is to evaluate
how the difference in time series variability levels immaoh the models perfor-
mance. Again, we evaluate the models performance in tern®thf accuracy
and robustness over 1000 generations of linear correlatiedaking values in the
range(0, 1]. We use this set to test the models over all possible conibireabf
time series with variability levels i§0.01,0.05,0.1,...,0.5}.

Figure 5.8 shows the accuracy results of the CoHiVa and LoCreledion
models over all the combinations of variabilities in thediseries. (We selected
LoCo as term of comparison, since it has shown to be our begpetitor).

As expected, both indexes have better performance wheningoda sets
where one or both time series have low variability. As thealality of one time
series increases, the model performance decreases. Bisitjeke increasing of
variability has very different impact over the performamdéehe two models. In
Figure 5.8(a), we see that the performance of CoHiVa slighelyend on the dif-
ferent variability levels for the two time series. Desphie fact that a time series
has low ¢ = 0.01) or high ¢ = 0.5) variability, the correlation level captured
by CoHiVa always maintains high, with an index that never dosew0.64. On
the contrary, to combine different variability levels hasdent impact on LoCo
performance in Figure 5.8(b). In particular, the increaseariability of one of
the two time series strongly decreases the LoCo correlatidexi. For example,
if one time series has = 0.1, LoCo gives very different results in case that the
other time series is low variable (= 0.01) or highly variable § = 0.5). In the
first case, the LoCo index sees a high correlation betweemthérme series with
p = 0.94; in the latter casep drops t00.47 and the two time series are seen as
not correlated. This drastic difference ().5) in LoCo accuracy results due to the
change of variability in only one time series are due to tlability of LoCo to
adapt the choice of number of principal components to theacheristics of the
time series. Through CoHiVa and its adaptive selection oitgatterns, accuracy
is maintained high despite the level of variability of thedi series.

To complete the evaluation, Figure 5.9 shows the robustessits of the Co-
HiVa and LoCo correlation models over all the combinationyvafabilities in
the time series. Again, changes in the variability levelghaf two time series
have small effects on the robustness of CoHiVa, as we can deigune 5.9(a).
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CoV values rise above.1 only in case that both time series are affected by high
variability levels (i.e.,oc > 0.4) and they never exceédl12. By comparing Fig-
ure 5.9(b) to Figure 5.9(a), we see an evident increase mvabiies and instability

of LoCo CoVs with respect to CoHiVa ones. This means that LoCogtnlass, as
well as its accuracy, is strongly dependent to the varigioli the two time series.
For example, if one time series has= 0.01, the LoCo robustness can span from
a CoV value of0 to a CoV value of).3 on the basis of the variability level of the
other time series.

From these analyses, we see that both different types adlation (i.e., linear
and non-linear) and different levels of variability striyngffect the accuracy and
robustness of existing correlation models. The main rasulbat the CoHivVa
model that we propose for correlation is able to guaranteel gerformance for
any considered scenario.

5.4 Complexity

This section estimates the computational complexity anchamg space require-
ments of the considered models: Pearson, Spearman andlKéo@o, CoHiVa,
and the possibility of using a filter model.

The majority of these models are characterized by a lineapctational com-
plexity as a function of the componentf the time series window.

The Spearman and Kendall ranks, and the Pearson index cogpgotrela-
tion between two time series afdata points require®(n) operations. Both them
requireO(n) space for storing the time series data.

The LoCo index require®(n?k) operations to compute thielargest eigen-
vectors of the auto-covariance matrix of a time series oflem. LoCo au-
thors [70] set the parametérto a small value X = 4) in all their experiments,
hence the complexity remains quadratic. For the same re#dsermemory re-
quirements can be considered linear, because LoCo rf@eds) space for stor-
ing k eigenvectors an@(n) space for storing the time series values, for a total of
O(nk +n) = O(nk) space.

The CoHiVa model has an approach different from LoCo, becauséiV@o
does not set the number of patterns, but it seleasdk according to the char-
acteristics of the time series. For this reason, we canngisish two phases in
CoHiVa: startup and operation. The startup phase, duringhwve evaluaté:
and, requires the SVD decomposition of the auto-covarianceirntitat has a
complexity in the order 0o (n?3). After this startup phase, we incrementally up-
date the CoHiVa index in a streaming setting. By employing tiespace track-
ing algorithms as in [58], the update of the trend approxiomamatrix requires
O(nk) operations. The space requirement is in the ordePofk). In all our
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experiments on real datasets, we observed that typitally n. Hence, the cost
of the operation phase of CoHiVa tends to be linear as a fumctithe length of
the time series in terms of time and space. These values arpacable to the
complexity of existing correlation solutions.

As example, Table 5.3 reports the average runtime for thierdifit techniques
to compute correlation between linear correlated timeesesver one of the ex-
periments. The experimental setting used as exampled$).3 andn = 100.

Pearson | Spearman | Kendall | LoCo CoHiva
startup operation

Time (s) | 0.01 0.02 004 | 037 | 051 0.06

Table 5.3: Average runtime over an example experiment.

For highly variable time series, we can also consider thsipiisy of the com-
bined use of filtering data and applying a correlation atponi In this case, the
overall computational complexity depends on the filtereghnique. Some filter-
ing techniques, such as EWMA, are characterized by a lineaplxity. Other
more efficient filters, such as Fast Fourier Transform [583uire O(nlog(n))
computations. As a consequence, the total cost can sparlifrean to quadratic
and even more. In terms of space requirements, pre-filteléng and then com-
puting correlation requires at lea®(n?) space for storing the original and the
filtered time series.

5.5 System management applications

We evaluate the performance of the CoHiVa model for threestghgystem man-
agement applications that can benefit from an accurate dnsstrevaluation of
correlation: tracking analysis (Section 5.5.1), anomaiedtion (Section 5.5.2),
and prediction studies (Section 5.5.3).

5.5.1 Tracking analysis

For system management, it is useful to evaluate how thelatime between sys-
tem resource measures evolves. To this purpose, correlgtievaluated on a
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sliding windowcontaining the most recent samples of time series. Several c
relation models can be adapted to tracking correlationyaigal We compare the
performance of four correlation models: Pearson, LoCo, 9oeaintegrated with
a filter, and CoHiVa. The right size for the sliding window aine fprogression
rule that eliminates older samples and incorporates new dapend on the ap-
plication context. For the sake of a fair comparison we chdbe same window
size and the same progress rule for all considered models.

As a summary of a larger set of experiments, we consider ihe $eries re-
ferring to the CPU utilization of the two Web servers in thengtecture described
in Section 5.1. The results are reported in the four grapHsignire 5.10. The
CoHiVa model (Figure 5.10(a)) maintains a stable index agldu®5 during the
entire interval of observation. As the two time series ameatated but character-
ized by a high variability that tends to mask their corre@atithe CoHiVa results
confirm that this model is accurate and robust even for tracknalysis. On the
other hand, the indexes of Pearson (Figure 5.10(b)) and GbL&igure 5.10(c))
are affected by low accuracy and low robustness. They aseitontinuously
and tend to conclude that the two time series are weakly ledea: for most of
the time, while the opposite is true. The integration of teafBon model with a
filter (Figure 5.10(d)) improves the accuracy of the Peargsalts but not their
robustness, since the variability of the correlation indEmains too high.

5.5.2 Anomaly detection

There are several strategies for anomaly detection [35]jnkihis chapter we are
interested to those founded on tracking correlation amalgsg., [34]) that are
based on an intuitive idea. If a correlation between two t@ges exists and, at a
certain point, this relationship disappears, we can asshaten anomaly occurs
in the observed system. Similar conclusions can be achished two unrelated
time series become correlated.

A visual exemplification of the transition from a normal to@momalous be-
havior is presented in Figure 5.11 and Figure 5.12, respgtilLet us consider
the two servers in the architecture receiving the same nuofbbequests through
a load balancer.

Figure 5.11(a) shows the network packet rate during two daymrmal be-
havior, and Figure 5.11(b) displays the results of the CoHhiidalel (continuous
line) and the Pearson model (dotted line) in tracking theetation between the
two time series. This figure reveals that the CoHiVa index Ie &b capture the
correlation between the two metrics despite the high vditialperturbing the
data. On the other hand, the Pearson index remains loweOtbathus conclud-
ing that there is no correlation between the two servers.
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Figure 5.11: Normal behavior.

During the following two days reported in Figure 5.12(a)yatem problem in
the load balancer causes one of the two serves to not reegjuests. The prob-
lem was temporary and normal service resumed after two diagerrespondence
with this event, the CoHiVa correlation index (continuoueelin Figure 5.12(b))
shows a progressive drop to the extent that the two timessarie evaluated as
no longer correlated. On the other hand, the Pearson indste(tline in Fig-
ure 5.12(b)) remains lower than 0.5 during the entire peabdampling, thus
resulting useless as a basis for tracking anomalies.

5.5.3 Time series prediction

Time series prediction is often adopted in system managecoetexts (e.g., [60]).
In order to establish whether a time series is predictabl®twe measure its au-
tocorrelation, that is, the correlation among values ofnzetseries at different
lags in time. This information determines the presence tdigstical dependency
among the values of a time series. Prediction models aradayes applicable
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Figure 5.12: Anomalous behavior in one server.

if the decay in the autocorrelation function (ACF) of the tisexies is exponen-
tial [32]. The lag at which the autocorrelation function bews negligible deter-
mines how many past values it is convenient to include foestenation of future
values [167].

Let us consider as an example the time series at the bottonguifds.11(a)
to illustrate the importance of a robust evaluation of theeorrelation even for
highly variable data. To determine if the considered timeeseis predictable,
we compute its ACF through the CoHiVa and Pearson correlatidexes. Fig-
ure 5.13(a) shows the ACF obtained by computing the CoHiVeetattion index
at different lags ranging in the interv@l, 72]. The exponential decay of the curve
means that a relationship between the samples exists arefdies by follow-
ing CoHiVa, we can conclude that the time series can be pestli€dn the other
hand, by computing the ACF on the basis of the Pearson indexqbtan the
quickly decaying curve of Figure 5.13(b) suggesting thattiime series cannot be
predicted.
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Figure 5.13: Autocorrelation functions.

To validate that the considered time series is actually iptalole, we refer
to an autoregressive model (AR) that is a weighted linear coation of p past
values. These values are weightehbiynear coefficients that are the figstvalues
of the ACF function evaluated on time series. Therder of the AR model is
defined by a statistical test based on the partial autodedioe function that is
described in [167].

We set AR parameters according to the ACF results obtainedghrCoHiVa
and on the basis of this evaluation we conclude that the AR§1tRg best autore-
gressive model for the considered time series. In Figur4, 5vé show the results
of applying an AR(12) model for predicting 6 hours of netwodcket rate on the
basis of past data.
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Figure 5.14: Predicted time series.
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The line before 18:00 represents past samples. After that tiee line repre-
sents the future values that we aim to predict. The three lbwdd represent the
predicted values including their confidence interval. We appreciate that the
actual values are always contained in the prediction iatehence the time series
is predictable as anticipated by the ACF evaluation througHiZa.



Chapter 6

Data clustering

Clustering is a widely adopted approach for augmenting thel lef knowledge
on rough data. The goals of clustering applied to computdmetwork datasets
can be different, going from Web sites characterizatiof, [@assification of users
navigation patterns [65], network traffic classificatiomlananagement [63]. For
example, many network management goals such as flow pratian, traffic
shaping and policing, and diagnostic monitoring as well asmynnetwork en-
geneering problems, such as workload characterizatiomaotkling, capacity
planning, and route provisioning may benefit from trafficstéring [63].

In this chapter, we are interested in correlation-basesdteting algorithms
applied to highly variable time series. This set of algarngh(e.g., Pearson prod-
uct moment [68], Spearman and Kendall ranks [39, 69]) canditat time series
are similar if they exhibit some degree of statistical irdependency, and differ
from other popular approaches using some geometricaindistge.g., Euclidean
distance [67], cosine distance [66]) as th&imilarity measure The reason of
focusing on correlation similarity measures is distangefions are not always
adequate in capturing dependencies among the data. Iisfiamtg dependencies
may exist between time series even if their data samplesaam@phirt from each
other as measured by distance functions [64]. In the netiosgaeve will support
this statement through a network related example.

The choice and the performance of the similarity measuraahthe quality
of any clustering algorithm. The better the accuracy andstiess of the measure
in finding similarity, the better the quality of the clustegimodel. As we broadly
demonstrated in Chapter 5, existing correlation indexeaegarate and robust in
disclosing similarity except when time series exhibit higiriability. This is the
case of most traffic data that are highly variable in termuofiber of connections,
request inter-arrivals, flow sizes (e.g., [72, 73, 75]). Hede scenarios, popular
correlation indexes, such as the Pearson coefficient [B8]Spearman rank [69],
the Kendall rank [39], and the Local Correlation index [7djpw poor results
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because they are unable to capture correlations even wegmexist.

By basing on the CoHiVa correlation index presented in Se@&i@mas simi-
larity measure, in this chapter we present a clustering irtbdé can group time
series presenting similarity also when characterized g kariability, such as
network traffic [75], workloads [74], and data center reseunetrics [11]. Such
data may have strong correlations that are masked by patiomis. When some
correlations exist, CoHiVa is able to identify them and aduisty algorithms can
group time series accordingly. The improvements with ressfeethe state of the
art are shown on synthetic and real datasets charactelyzedlb variability.

6.1 Problem definition

We define the clustering process based on similarity by denisig a dataseX =
{X1,...,Xy}. For example, it contains all time series of a monitored oekw
where each time series = [z;1,...,;,] IS @ vector containing a time-ordered
discrete sequence of traffic data sampled once. We are sigdren partitioning
the N time series intd¥ clustersC = {Cy,...,Cx} (K < N), such that:

2. UK, ¢ =X;
3. CZﬂCJZQ,z,jzl,,Kandz#]

The clustering algorithm requires the choice of a simyamieasure determin-
ing groups of time series so that the similarity between erges within a cluster
is larger than the similarity between time series belongingjfferent clusters. As
a similarity measure, we adopt tleerrelation indexp between two time series
X; andx; € X, where the absolute value pfranges between 0 and 1. When
p = 0, there is no correlation between the two time series, whie 1 indicates
a complete correlation betweapandx;. The literature offers several guidelines
for the best interpretation of the value of the correlatiozasure [68, 76], but all
criteria depend on the context and purposes of the analydisis chapter, we do
not refer to a specific traffic scenario, hence we can adopnhtist general inter-
pretation indicating atrong correlatiorwhenp > 0.5, and aweak correlatiorfor
p < 0.5 (e.g., [76]). Different choices for the threshold do not aopthe main
conclusions of this chapter.

This chapter proposes a new similarity measure that is aldetermine cor-
relation clustering even in datasets exhibiting a high degf variability, where
existing correlation indexes (e.qg., [39, 68-70]) are nauaate. High variability
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is a typical phenomenon in network-related time series {i7%lhich most obser-
vations take values around the time series tréxh¢l pattern) and some observa-
tions depart from it with appreciable frequency, even byiaseg extremely large
values with non-negligible probabilitypérturbation patterih Trend patterns rep-
resent the tendency of a time series that may be related totliee time series,
while perturbation patterns consist of random observattading trends. In this
chapter, we use the standard deviation as the measure obénes variability
because a high standard deviation is the most typical tradeai highly variable
network measurements [75]. For our purposes, this feaauses trend patterns
that are hard to identify because masked by perturbations.

Figure 6.1 illustrates some examples of highly variableetiseries derived
from network monitors measuring the number of active cotioes, active clients
and transferred bytes during a day period. In each timesevecan see the pres-
ence of different trend patterns during working hours andhguthe night. These
patterns are masked by perturbation patterns. Howevee ihan evident depen-
dency between the number of active connections and the anobaransferred
bytes. In fact, when the number of active connections irsgeddecreases), the
amount of transferred bytes increases (decreases) as well.
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Figure 6.1: Examples of network-related time series.

Despite the variability, we want that a good similarity ma&ascan detect this
dependency so to group the two time series in the same clustés goal can-
not be achieved through distance-based similarity meadgeause the distance
between the sample values of the two time series is not alelage, hence the
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two time series cannot be clustered together through ditvadl distance-based
clustering model. For this reason, we prefer to consideretation as the simi-
larity measure, and we propose a correlation-based clngtarodel that is able
to disclose dependency even in highly variable scenariosrevlistance-based
clustering models do not work.

As demonstrated in Chapter 5, the most popular correlatidexies are af-
fected by two main problems when working on highly varialeet series:

1. low accuracy, since they are unable to detect similaréien among corre-
lated time series;

2. low robustness, since they do not guarantee a stableagialof the cor-
relation index, even when the relationships between the saries do not
change.

These problems of existing correlation indexes affect thality of the re-
sults of clustering models based on similarity when appteedhighly variable
datasets. In these contexts, the risk is that time serigactesized by strong cor-
relation may be clustered in different groups, and uncateel time series may be
assigned to the same cluster. These reasons motivate tteé age correlation
index (CoHiVa) presented in Chapter 5 as new similarity mesathat is able to
disclose correlations in an accurate and robust way in Yigatiable contexts.
CoHiVa has several benefits: it does not require any assumahout statistical
properties, any pre-analysis of time series charactesisind any integration with
pre-filtering techniques. Moreover, it is able to adapt asgmeters to data char-
acteristics, to capture linear and non-linear dependenoego cluster time series
basing on their statistical correlation in an accurate abdst way.

6.2 Clustering of highly variable datasets

In this section, we present how the novel correlation in@liVa, that we pre-
sented in Chapter 5 may be used as the similarity measurefefaiif clustering
algorithm(s) applied to highly variable time series.

The described clustering algorithm adopts CoHiVa to modify tomplete-
linkage clustering model [77], but other clustering algfums using similarity
measures can be considered as well. The proposed algorhoteV singleton
clusters{C;,...,Cx}, each corresponding to a monitored time seri&s= x;,
i = 1,...,N). It then computes thé&/x/N similarity matrix D containing the
CoHiVa correlation indexeg(x,, X,) between all pairs of time serias, x, in X
through the procedure described in Section 5.2.
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Let us remind the main steps of the procedure. First, we iigetite main
patterns inx, that correspond to trends (i.e., periodic and seasonal eoemts)
and perturbations by applying the Singular Value Decontjpos(SVD) [70] to
the auto-covariance matrix of the time series. We compute:

P (x,) = U(xp)z(xp)v(xp)Ta (6.1)

where®(z,) is the auto-covariance matrix &f, andU(z,), ¥(z,) andV(z,) €
R™>™,

We then reconstruct lrdimensional approximatioaf the correlation matrix
by retaining just the principal vectors corresponding ®htighest: singular val-
ues(k < n) obtained through SVD. We select the principal vectors acting
for 90% of the variation and compute tkedimensional approximatiomatrix
through the following equation:

®(2,) = U(,) B(x,)V ()", (6.2)
whereU(z,) = [Uy,..., 0], V(z,) = [V, ..., V] andX(z,) = diag[sy, . . ., 51).
Then, we retain just trend patterns among the main pattémsly removing
perturbation patterns frotd(z,) in 6.2. To this end, we compute the Hurst expo-
nentH of thek principal vectors by means of the rescaled range analys$isicst
(see Equation 5.7) and we consider only the principal veape U(z,) having
an estimated Hurst exponeht far from 0.5. Such vectors builds up a néend
approximationmatrix by applying:

A

®(z,) = U(xp>2<xp>\7(xp)T- (6.3)

For each pair of time seriesg, andx,, we can now compute the CoHiVa cor-
relation index as following:

1 ~ T N Ty
P(Xp, Xg) = m("u(xp) U(zg)[| + [IU(zq)" U(xy)l]), (6.4)

wherek(z,) andk(z,) are the amounts of trend principal vectorsdfz,) and
®(z,), respectively, whileJ(z,) andU(z,) are the trend principal vectors matri-
ces collecting them.

Through this procedure, our algorithm finds out the CoHiVar@ation in-
dexesp(x,,X,) between all pairs of time series iX and uses them to fill the
NxN similarity matrix D. These correlation indexes represent the measures of
similarity between all the clusters.

We then proceed through the following steps:
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1. Find the most correlated pair of clusters in the simyami@atrix:

p<XT7XS) = 1§pgl§a]$/<,p7éqp(>(p’xq). (65)

2. Combine cluste€, and clusteC, to form a new cluster, denoted &g ..

3. Update the similarity matrisD by deleting the rows and columns corre-
sponding to cluster§, andC, and by adding a row and a column corre-
sponding to the early created cluster. The similarity betwie new cluster
C(rs) and a generic old clust€j; is defined as:

p(Xi, X(T,S)) = max(p(xi, Xr)v p(Xi, XS))' (6.6)
4. Repeat steps 1)-2)-3) until all objects are in a cluster.

This procedure results as an organized tree built up acoptdithe similarity
matrix computed through CoHiVa. Cutting the tree at a giveglhtagives a parti-
tion clustering at a selected precisionFor example, if we discriminate between
weak and strong correlation through the valuebof 0.5, we cut the tree when
the highest correlation value found in the similarity matypes below) = 0.5.
The time series forming a sub-tree after this cut are consitlpart of the same
cluster [80].

6.3 Experimental results

We evaluate the quality of the proposed clustering algoriby referring to two
network-related datasets characterized by high varigb#ibilene network traf-
fic, and measurements collected at the border router of auensity.

* Abilene network.
The publicly available Abilene dataset contains aggredgata based on
measurements of origin-destination (OD) flows on the Alaleatwork [87].
We consider sampled data from every router over a seven@aydp start-
ing December 12, 2008 At sampling period of five minutes, each link
produces 2016 samples a week.

 University network.
The dataset is obtained from a monitor attached to a bordeerof the
university and contains flows characterized by differentric® such as to-
tal number of packets (excluding ack packets), packet saistscs (mean,

!Data available at: http://math.bu.edu/people/kolaaigtdsets.html
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minimum, maximum, quartiles), number of bytes transfetiregach di-
rection, number of active connections and number of aclieats. These
network metrics are aggregated every 10 seconds. The peesessults
refer to one day characterized by 8640 samples for each nemetric.

The clustering algorithms applied to these two datasetsised for two dif-
ferent purposes: for traffic clustering of Abilene netwoskal(Section 6.3.1), and
for server clustering of university network data (Secticd. ).

6.3.1 Traffic clustering

The identification of the main statistical properties offtcaflows and the cluster-
ing of flows based on such properties are crucial to many rm&tw@nagement
tasks and network engeneering problems [63]. Due to thevaghbility of OD
traffic flows [75], clustering solutions must be able to gralgta even in highly
variable contexts. Our algorithm represents a good saidtiotraffic clustering
because it is able to identify correlation between OD flowfitrgatterns and to
cluster together flows presenting similar statistical prtips.

We carried out a preliminary analysis of the Abilene datag#t the goal of
extracting the main statistical properties shared by thet@ic flows that we
expect to be shared by the time series clustered togethieramhlysis evidences
the presence of the following six main statistical propeeti

1. Periodic pattern of 6 hourssome OD flows have fluctuations of request
volume over a time period of 6 hours, typically related to tiyptuman
behaviors. Some intra-daily periodic patterns are shoviigore 6.2(a).

2. Periodic pattern of 24 hourssome OD flows present the typical increase of

user requests during working hours and a decrease duringght Some
examples of daily patterns are reported in Figure 6.2(b).

3. Repeated spikes every 45 minuteeme OD flows manifest bursts of re-
guests repeated every 45 minutes. Figure 6.2(c) showsehsvior during
a time interval of 2 days.

4. Repeated spikes every 90 minuteseme OD flows exhibit regular spikes
every hour and a half as in Figure 6.2(d).

5. Aperiodic trend some OD flows are characterized by increasing or decreas-

ing trends even thought they do not manifest any periodicyme flows
with these characteristics are presented in Figure 6.2(e).
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Figure 6.2: Characteristics of Abilene traffic flows.
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6. Stochastic patternsome OD flows are characterized by minor bursts and
irregular behavior as those in Figure 6.2(f).

This preliminary analysis gives us the ground truth. In oterds, we can
expect that the most effective clustering algorithm is dblénd out 6 clusters,
each one including all and only the OD flows sharing just onéhefidentified
statistical properties. Thanks to this term of comparis@a,can compute the
recall and theprecision[88] of the other clustering algorithms.

Therecall measures the ability of an algorithm to cluster a flow presgra
statistical property together with other flows having tHatistical property (e.g.,
a flow with a 24-hour periodic pattern is clustered togethigh e flows having
a daily period). To achieve a recall of 100%, the clusterilgg@thm must insert
each flow in the cluster representing the correspondingsttat property.

The precisiongives information about the ability of the clustering aligfam
to limit the number of flows that present a statistical propéut are clustered
together with flows characterized by a different statistpraperty (e.g., a flow
with a 24-hour periodic pattern is clustered together witioéirs periodic flows).
A precision of 100% means that the algorithm inserts intaiater only the flows
with the corresponding statistical property.

We compare the results of the complete-linkage clustettga#hm using Co-
HiVa against those obtained through the Pearson productemband the LoCo
score, that achieved the best trade-off between accuratyodmistness on syn-
thetic settings. Table 6.1 reports the recall and precigadnes for the three con-
sidered algorithms.

Cluster CoHiva Pearson LoCo
Periodic pattern Recall 100% 100% 100%
of 6 hours Precision 89% 56% 89%
Periodic pattern Recall 91% 0% 81%
of 24 hours Precision 83% 0% 78%
Repeated spikes| Recall 75% 100% 0%
every 45 minutes| Precision 60% 40% 0%
Repeated spikes| Recall 100% 100% 0%
every 90 minutes| Precision 100% 100% 0%
Aperiodic Recall 100% 100% 0%
trend Precision 100% 67% 0%
Stochastic Recall 81% 49% 67%
pattern Precision 91% 100% 83%

Table 6.1: Recall and precision

This table evidences three main results.
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» The ability of CoHiVa in disclosing the presence of all 6 ¢ars, since it
obtains high recall and precision values over all the chgstéhe null val-
ues obtained by Pearson in both precision and recall overltister with
daily periodic flows mean that this index does not reveal tlesgnce of
correlated flows having daily patterns. LoCo is unable totifieapiky and
aperiodic flows because it is characterized by null recall precision val-
ues over these three clusters. These results are in acctivosi® achieved
on synthetic settings in the previous section: Pearsonasblerto identify
correlation among highly variable data (e.qg., flows with ehddirs period),
while LoCo fails in finding spiky and aperiodic flows becausednhsiders
just the first principal component not including informattiof those irregu-
lar patterns.

» The ability of CoHiVa in discriminating between correlataad not corre-
lated flows. This algorithm guarantees high recall and pregivalues in
the identification of correlated flows belonging to the firsiésters and the
best performance for the identification of uncorrelatedisastic flows. On
the other hand, Pearson and LoCo insert in the same cluster fiosws
that are correlated with other flows, as their lower recalu@a over the
stochastic cluster demonstrate.

» The ability of CoHiVa in guaranteeing the best compromisevieen the
capacity of clustering together flows having similar stet&d properties and
the capacity of limiting the number of flows that are wronglyssified.

This last result can be appreciated by introducing a furpeeformance mea-
sure. Since a trade-off between recall and precision valuisss, these two met-
rics can be combined into one measure, namelyFtneeasurg88], that gives a
global estimation of the quality of the clustering algomitibthrough the weighted
harmonic mean of precision and recall, that is:

precision * recall

F-measure= 2 (6.7)

precision + recall

The closest the F-measure to 1, the highest the quality dflttstering algo-
rithm.

The combined effect of recall and precision can be appretiat Figure 6.3
showing that CoHiVa achieves the best F-measure in all clugéntification.
This is an important result about the robustness of CoHiVatependently of
the flow statistical properties, CoHiVa guarantees the bastpcomise between
the number of correctly and wrongly clustered flows. PeasahLoCo achieve
some good results but they show also unacceptable perfoemaother cases. In
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particular, the null F-measure values of Pearson and LoGexexlin the identifi-
cation of flows with highly variable, spiky and aperiodic floVimit their applica-
bility as similarity measures for correlation-based ausig algorithms.

F-measure

period 6hr  period 24hr  spike 45min spike 90min  aperiodic stochastic

Cluster

mm CoHiVa s Pearson i3 LoCo

Figure 6.3: F-measure.

6.3.2 Server clustering

As a further test case, we apply the clustering algorithnthéadentification of
network-based servers having similar statistical belravidhe idea is to group
servers performing similar tasks through the analysis efrgtwork traffic flows
they generate. Even these scenarios are characterizeghly sariable measures
gathered by a network monitor connected to the border raiteur university.
We select 21 destination servers by considering the déistmaddress and the
port number of the traffic flows. Table 6.2 reports the différelasses of servers
and the number of monitored servers for each class. We eRpegtch good clus-
tering algorithm is able to group together hosts suppodaige server processes.
In other words, we expect that Web servers are grouped inatime €luster, and
that this cluster is separated from the cluster containifB Bervers, as well as
from that containing DNS servers, and so on.

We apply a K-means clustering model [67] to the 21 datasé&tsriieg to the
monitored network metrics of each considered server. W&'set7 because we
have seven classes of servers. We consider clustering idimeénlsional space
based on the correlation among input/output bytes and/oyipiut packets of the
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Web DNS FTP Samba | Oracle | MySql Microsoft
Sql

# servers| 7 2 2 5 1 2 2

Table 6.2: Server classes

monitored traffic flows, supported by previous studies ometation of flow char-
acteristics (e.g., [89]). By considering these two pairs efnus, for each dataset
related to one of the 21 servers we compute three similarérioes containing
the pair-wise similarity measures computed through CoHRégrson, and Loco.
These measures allow us to place each server in the spaesigeithrough the
indexes. In each space, the K-means model groups servesstaaranimize the
within-cluster distance [67].

Figure 6.4 shows the results related to the CoHiVa index (eigu4(a)), the
Pearson product moment (Figure 6.4(b)), and the LoCo scagar@=6.4(c)).

For this dataset, CoHiVa is able to group all the Web servessdluster, that
is separated from the cluster containing the two DNS serfiens that referring
to the two FTP servers, from the one for all the Samba seraexd,so on. We
should note that the chosen metrics and similarity measaread allow us to
discriminate between the Oracle and MySql database sethatsconsequently
are grouped together.

The results related to Pearson and LoCo are much poorer: linggicdiffer-
ent types of servers in the same cluster, and some servdarssangleton clusters
despite their expected correlation. These results areeddwsthe high variability
of some monitored metrics and to the low mean value of othé&s.a conse-
quence, Pearson and LoCo correlation indexes see as uatedréime series that
actually present some dependency, while they see highlatores between time
series that are actually independent.

The reported results show that CoHiVa represents an efeestution for
clustering data in highly variable contexts where statéhefart similarity mea-
sures are affected by poor results.
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Figure 6.4: Server clustering results.
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Chapter 7

Predictive analytics

A user of an infrastructure cloud service such as EC2 has tienogf selecting an
availability zone where their resources are provisionedaxailability zone (AZ)
is a data center that is physically isolated from other atdity zones. Cloud
providers offer several of such availability zones in vag@eographies. For any
cloud provider, availability zones are not identical - tHeardware infrastructure,
type and version of management stack, and load charawtsuéffer. As a result,
services offered by different availability zones will vary

In this chapter, we present an adaptive and predictive nddtdr@utomatically
selecting availability zones. In the proposed model a usmiiges a set of desired
quality of service attributes for each instance deploymegaest and their impor-
tance. Based on this input, we construct a utility functionS@neasurements for
previously deployed instances by the same or other usemvai@ble with their
associated utility value. We use these observed utilityeslto train prediction
models for each availability zone. In essence, the prextictiodels help us learn
unpublished attributes of a service. We accommodate timgngachanges in
service attributes by reconstructing the models based otinemusly changing
input data. Given the prediction model and the requirempatified in a new
request, we formulate and solve an optimization problenetecs the optimum
availability zone for that request. We further use predittnodels to extract per-
formance insights for availability zones based on usesfgation and compare
the performance of zones with respect to different requgsst This additional
use of prediction models helps service providers to undedsthe performance
of their availability zones for different request types.

The proposed solution moves cloud service users from thenmompractice of
manually selecting a cloud availability zone, by relyinggmmmunity knowledge,
to the automatic selection of customized solutions, fodusetheir needs. It is
important to note that our solution considers the posgjoli a deployment across
multiple provider deployment, i.e., the resources can beed in different zones
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of different providers if such a deployment is supported theoimportant factors
such as availability of suitable images and automationilaiity of service types,
etc. In a multi-cloud setting our solution would benefit adarokering services
which become increasingly popular.

7.1 Problem definition

Some differences in services offered by different avalifgbzones are widely
known as they are published by the service provider. Suchknelvn attributes
are types of offered instances, their sizes, and pricesn&sample, as of writing
this thesis, EC2 does not offer Cluster GPU instances in Salo Rane while
they are available in North Virginia zone. However, clouénsshave observed a
number of differences in the quality of service provided fagikability zones that
are not captured in those advertised attributes.

Benchmarking studies performed on EC2 report on variatiowéxt per-
formance of same type instances deployed in differentalvidily zones. Shad et
al. [104] measured significant differences in instance ckskl/write performance,
as well as in instance network performance between avhifabones in US and
EU locations. They conjecture that divergent disk perfarogais due to differ-
ent HDD technologies used in US and EU. They also stipulaedifferences in
network performance result from different virtual machplacement algorithms
applied in different availability zones. Furthermore,d_8caling blogl reports up
to 100% difference in network latency between pairs of ims¢g deployed within
different availability zones in the US East region. Farléyak [94] and Ou et
al. [103] measured substantial performance variationdg80%) between same-
type instances deployed on different processor architestin EC2 with bench-
marks stressing various types of resources. Furthermaref @l. [103] estimated
up to 9.5 times higher probability of acquiring an instanneaspecific processor
architecture between two availability zones indicatingttltue to infrastructure
differences, the expected instance performance in thesednes should vary
considerably. Outside of scientific studies, users of EC2ntgmarticularly high
probability of instance deployment rejection due to resewontention in certain
availability zones (mostly in the US East region).

The above data suggest that considerable difference ityjokervice may
be observed by cloud users with different availability zaneven when offered
by the same provider. This observation is not surprisingiffarent data centers
are likely made of different generations of hardware andwsok technologies.
Moreover it should be expected that those characteristit€lange over time.
From a user perspective, such inconsistency in servicéabidy and behavior
is an unwelcome challenge as availability zone selectioy Inaae a rather dras-



Formulation of the problem 105

tic impact on the availability, performance, and cost-@&ficy of the deployed
workload. A tool that would help a user to automatically selen availability
zone suitable for their requirements would alleviate them®cerns. As the QoS
attributes needed to make a decision are not usually agedrdis part of a service
description, in addition to the fact that they may vary overet, a suitable tool
will have to estimate such attributes based on prior obsiens

7.1.1 Formulation of the problem
Request attributes

A user request is represented by a requirement vector. két'thiser request be
represented by the vector

ri={ri, o, ., Tim s (7.1)

wherer;; , j = 1,...,m specifies thg' requirement of user that is expected
to be satisfied by the selected availability zone. User requents may include:
(i) resources, as the resource amounts required by the eigey CPU, memory
etc); (ii) QoS criteria, as quality of service objectivetthauser wants to achieve
(e.g., highest reliability, minimum execution time, highperformance); (iii) con-
straints, as restrictions on possible service provisgiég., locality constraints,
service type constraints, load balancing constraintg);user instance types, as
the type of instance the user wants to run; and (v) user madhpes, as the type
of machine that the user requires the availability zone twigle.

Availability zone model

Availability zones differ in characteristics dependingtbair implementation. At-
tributes such as availability zone size, hardware infuastire, or management
stack (including in- stance placement policies) resultiffecent levels of reli-
ability and performance. Attribute values that influence @oS offered by an
availability zone for a particular instance type are notwno Generally, quality
of service data for any particular instance type in a givailakility zone are not
known a priori. It is, however, possible to measure the Qa@rpaters after an
instance has been deployed. To obtain such a measuremerganmuse a moni-
toring service provided by the cloud owner, e.g., Cloud Wattéred by EC2, or
deploy a proprietary tool to monitor the deployment and imatcharacteristics
of provisioned instances.

Therefore, in our model of an availability zone, we assuns #ither the
availability zone manager, or a monitoring tool deployedhwa it, can provide
us with a measurement to evaluate each requirement speaitieel request type.
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For example, such measurements would identify certainteatbral features of
a node on which the instance was deployed, and include ratiifits of their fail-
ures and recovery as well as runtime performances such@aggtiput of various
resources, delays, etc. Such measurements may be evadgatedt the require-
ments specified in the re- quest, as given by Equation 1. Wehsalesults of
such an evaluation a requirement satisfaction level.

Letc;, € [0, 1] denote the satisfaction level of requirement. If the require-
mentr;, is fully satisfied, then:;, = 1, otherwise0 < ¢;; < 1. To keep the
method general, we are not prescribing a method to measwarhuzh a user
requirement is satisfied after deployment. Rather, we atiagthat such an eval-
uation can be done using an arbitrary method to produce tttervef satisfaction
levels,CI' = [ci1,cio, - - ., cim], fOr each incoming request; , deployed to an
availability zone .CT is the only input we need for each availability zone.

7.1.2 Model construction

In this Section, we explain how to build a prediction moddl][Dy learning the
behavior of each availability zone based on the historiedh f past requests.
Our prediction model maps the requirement vector of an inogmequesty; =
{ri1, 2, - - ., 7im }, 10 @ cUStOMer satisfaction measure defined by a utilitytfanc
f(r;) € [0,1]. The utility function reaches its maximum value of one wheare is
complete satisfaction. The value ffr;) depends on how much the requirements
of an incoming request is satisfied by the avail- ability zevieere the request
is placed. If the requirement rik is fully satisfied, thep = 1, otherwise) <

cie < 1. The vector of satisfaction level§? = [c;1,cia, .. ., cim), fOr i each
incoming request; is observed after the request is deployed. The satisfaction
of some requirements may be more crucial than others, treréie satisfaction
level of each requirement may have different significancée Weight vector
WT = [w;1, wi, . .., wi,] denotes the significance levels i for requirements
The more the value af;;, the stronger the significance of requiremepts. One
possible way of defining the utility functiofi(r;) is to take a linear combination
of the satisfaction level for each incoming requéstand the associated weights
WT multiplied by an indicatoi function¢(r;). The indicator function is used to
set the satisfaction level to zero when the request is egetience, we define the
utility function as,

HOED) Zwijcij = o(r,)W,"C;, (7.2)

where:
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0 if request is rejected
5(1.) = { q j

(3=, wy)~, otherwise

Termc¢;, € [0,1] is the satisfaction level for uséragainst the requirement
r;x and the weightv;, € R, indicates the importance of satisfying a particular
requirement. Note that the selectiond(ir;) = (3-;w;;)~" , in the case of no
rejection, normalizes that weight vector and limits the mmaxn possible value
of f(r;) to 1.

7.1.3 Example

Letr,; =[rs, 71,71, 74, 7] e the requirement vector of an incoming request. The
request contains requirements related to the size, swggpmstance type, infras-
tructure type, and reliability of an availability zone. THescription of the re-
guirement attributes are listed below:

rs: Requested CPU and RAM resources wheyec {micro, small, medium,
large, xlarge

r: Level of reliability wherer, €{Low, Medium, High
rr: Tolerance to interruption wherge<{0, 1}
ra: Requested application type wherg={Compute, Storage, Memory Instafhce

ry:  Requested machine type whetge{Intel Xeon, AMD Opteron serigs

The satisfaction level of these requirements can be meagu@ugh an agent
deployed along with the request to the availability zonee iiteasured satisfaction
for each requirement is captured by vedBr. Let’s assume that for an incom-
ing request with a requirement vectqr= [ "large”, "medium”, "1”, "Compute
intense”, "Intel Xeon series”], the satisfaction vectooisserved as,

c’ =10,1,0,1,1]. (7.3)

Note that partial satisfaction levels are not consideresirtlify the exam-
ple. This means that the size and tolerance to interrupggairements of the
incoming request;s = {"large” } andr; = {"17}, are not satisfied while other
requirements are fully satisfied. If the associated weigltar is:

w7’ =10.2,0.3,0.3,0.1,0.1], (7.4)
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then the utility function for; is computed as:

o(ry))W,;7C; = 0.5, if request is placed;
Jri) = . .
0 if request is rejected,

whereg(r;) = 1 if the request is placed artdotherwise. Note that due to the
weights associated with each requirement, the satisfalei@| did not exceed.5
while more than half of the requirements are satisfied.

7.1.4 Predicting the utility function

If there are multiple availability zones providing the sas@svices, it is natural
that the availability zone which returns the maximum wtiklue f(r;) for the
incoming request is likely to satisfy the requirements mddte exact value of
the utility function can be computed only after deploymentcan be, however,
predicted based on the utility values of deployed requesthe past. In this
chapter, we propose to build a prediction model for everylahiity zone and
use the predicted utility valuegyr;), in selecting an optimum availability zone.
Figure 7.1 shows how we create the training tables and tleeiassd predic-
tion models for each availability zone. First, the incomnegjuests are placed
into the availability zones by using a random selector. Téy the incoming
requests are distributed uniformly to each zone. After taegment of a request,
the utility value for that request is computed and stored@lwith the associated
requirement vector in a training table for the zone that @wpiest is placed. Each
row of a training table corresponds to a single placemetamnte. Once the train-
ing tables are built from the corresponding placement imcsta for each zone, the
associated prediction models are generated by using nelga@ming techniques.

. Actlual T Zone

_ Zone Utility raining icti

Simulations Values Tables K/ng'étslon
Availability 4

Random — ;) —>| T; i

Zone Zone 1 ]3( 1') L (];(I',)

r Selector

3 Availability | ‘ ) )
Incoming Zone 2 fZ(r’L) r; Jg(ry)
Requests

Avalability L £ (r;)—{ 1; f(r;)

Zonen

5 OO

Figure 7.1: Generating prediction models.
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Let P, denotes the predictive model, such as a classifier, for ttiefaaion
level of an incoming request placed in availability zoneP,, is trained by sample
records or instances characterized by the tuplef(r;)) fori = 1..., M, where
M is the size of the training set, or the number of the instamsesl for train-
ing. Here,f(r;) is the empirical value of the utility function associatedhhe
requirement vectar;. It is also called the target value or the satisfaction aateg
Classification models assume that utility values are digctatcases that the util-
ity value is continuous, regression models should be uggatéaliction. Table 7.1
depicts the structure of the training data set use®byo learn the behavior of
availabillty zonen.

Case Attributes Target
1 rin riz ... Tim f(ro)
2 21 T2z ... Tom f(r2)
3 31 rsz ... T3m  f(rs)
M rann vz o T f(Ta)

Table 7.1: Training data set

After the training phaseP learns how to predict the satisfaction level for the
requirement vectar, as depicted in the following equation:

P(ry) = f(re) (7.5)

Heref(r,) is the predicted satisfaction level. The estimated meaarsgipredic-
tion error,e(IP) for modelP is given by:

e(P)=— > [f(re) = f(ro))® (7.6)

In order to find an unbiased estimation of the predicted gifnertrained model
is tested against a set of requirement vectors that are mobfthe training set.
Cross-validation [97] is a technique often used in machiaeniag to evaluate
the models by dividing the sample data into training andthedion segments. The
first segment is used to learn the model and the second oneabkdate. Equation
(7.7) shows how to estimate the testing error by usiigest data. Figure 7.2
depicts the steps of calculating error at every placemestamte. In typical cross
validation, the training and validation sets must crossrom successive rounds
such that each data point has a chance of being validated.s@¢kifold cross
validation to measure the accuracy of our predictive models
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Figure 7.2: Prediction error

7.1.5 Selecting an availability zone

Had the value of the utility function been known before dgpient, the availabil-

ity zone that satisfies the customer requirements most waayd been an obvious
choice. The utility values, however, strongly depend onulrlished zone proper-
ties and they are not publicly available. Regardless, we oedigt them by using
the machine learning techniques and the historical datxlaired above and
use predicted utility values for availability zone selenti One possible selection
policy uses the maximum predicted utility value to seleet #vailability zone.
Hence, if there arex availability zones, the zone that satisfies the requirement
vector of the/*” incoming request most is represented with the equation:

P5<r5) = maX{Pl(rg)} Vi < n. (77)

Here the utility function is maximized when= S. Therefore, the zone se-
lector assigns zong as the optimal zone for the incoming request provided that
zone S has enough capacity. Figure 7.3 shows the procesteofirsg the best
availability zone. The prediction models are obtained gsated in Figure 7.1.

If the best zone that maximizes the utility function cannct@ammodate the
associated request due to shortage in zone capacity, taesetiond best zone is
selected for placing the incoming request. This procedepeats until the request
is placed (or finally rejected). The left hand side of Figus#eshows how the zone
selection procedure loops until the best available zonecdraaccommodate the
request is determined. The right hand side of Figure 7.4 slimw the prediction
models are updated based on the new training data set atbasrdescribed in the
following section.
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Zone selector
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Figure 7.3: Availability zone selector.
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Figure 7.4: Zone selection method and updating predictiodets.

7.1.6 Updating the prediction models

Due to dynamic nature of the cloud environment, the accucadiie prediction

models may decrease over time. Decline in prediction acgurappens when the
availability zone features change significantly. Thesengka may not be publi-
cized or become available to the placement policy. Theeefas the availability
zone features change, the prediction models need to beestrto learn the new
cloud behavior. We monitor the prediction error by usingagtun (7.6) and run
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a k-fold cross validation after a number of new requests &eed. After each
placement, the training data set in the history log is uptlaRrediction models
are retrained when the average prediction error incredsmsedhe preset thresh-
old.

Let é;,(P) denote the new mean squared prediction error after repjdoal.
oldest training samples with the most recent ones. It isrgise

M+L

er(P) = i Z [f(re) = f(ro))? (7.8)
(=L
If the prediction model does not successfully capture thetmexent behavior
of the availability zone, thed, (P) > &(PP) is expected. The prediction models are
updated if the increase in the newly estimated error is nfane & preset threshold,

as:

wherey > 1 is the threshold value.

The right hand side of Figure 7.4 shows how the new trainingpdes are
collected dynamically to retrain the prediction models wiige prediction error
exceeds the threshold value. After the zone selector ptheagquest to the best
available zone, its actual utility value along with the regment vector are stored
in the history log as a new training data set instance. In tdaseone selector
cannot place the request in the first attempt, the utilitypedbr the zone that
rejects the request is set to 0 and is stored in the historasogell. Once the
preset threshold for prediction error is exceeded, the is@de retrained with the
most updated training data set.

7.1.7 Deriving insight for availability zones

Prediction models for the availability zones enable us t&erihe best placement
decision for the incoming requests, based on the learneavimehfrom the his-
torical data. Learning the zone behavior without requian@iori knowledge is a
powerful technique when certain characteristics of theezoe not published. The
results that we present in Section 7.3 show that the placedesmsion based on
predictive modeling works as good as some other placemethiote that require
a priori knowledge of zone attributes.

Another aspect of predictive modeling is to derive insigirtthe performance
of the cloud availability zones for planning purposes. Tikigarticularly im-
portant for cloud managers. Zone prediction models cantifgethe availability
zones that perform better for particular application typesan example, a high-
performance database along with strong reliability rezagnt can perform better
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in some specific zones while a video encoding applicatioreulmv avail- ability
can perform better in some other zones. By clustering thenagents of incom-
ing requests according to their workload characteristizslabeling them based
on where they perform best, zone preferences for a pantimdtance character-
istics are identified.

The steps to derive such conclusions are composed of aqyeatist popular
instance types as clusters, identifying the zones thatltisters perform best and
labeling the clusters based on the high-performing aviithalzones. As a re-
sult, the most recent behavior of the zones are learned aaitaplan ahead for
infrastructure development by the cloud owners.

7.2 Description of setup

In this section, we describe the simulation environmentetmerimental setting
that we developed for evaluating the predictive method éeding cloud avail-
ability zones.

7.2.1 Simulation environment

We used a Java based simulation environment to simulateugavailability
zones with different characteristics and an inter-arnpralcess for incoming het-
erogeneous user requests. Figure 7.5 shows the comporieris simulation
infrastructure.

Zone Simulator

Zone 1
=4
o
Arrival E Zaned Computing Maidel
Process [ L > @ P bl oty i to-e-
Simulator o o . values etraining
N fir;)
PH :
Zone N
Zone |
Prediction /—R
Models e
History Log
\‘-__—._/

Figure 7.5: Simulation environment.

It has mainly three components. The first component isztiee simulator
which simulates availability zones with various CPU and mgnuapacities, re-
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liability levels, failure types, internal placement algboms, supported instance
and/or infrastructure types. The second component isuthieal process gener-

ator where incoming requests with various requirements arelabeul based on

specified inter-arrival and lifetime distributions. Thesdted load factor is con-

trolled by the parameters of the inter-arrival distribatim the arrival process
simulator. The third component is tlzene selection layewhich uses predicted
utility values to select the availability zone that wouldsbeatisfy an incoming

request. After the zone models are generated, by using tbkinglearning tech-

niques as explained in Section 7.1, the utility value for mroming requests is
predicted for each zone separately.

After every incoming request generated by #rdval processis placed into
an availability zone by theone selection layethe zone simulator checks whether
or not the requirements are satisfied. Hence, the implemesatiesfaction vector
Is a binary vector. The request requirements and the assdaidlity value con-
stitute a training sample for the zone that the request iseplanto. In order to
generate the training data, the same simulation infrastrecs used except that
the zone selector and the prediction models are replaceddrydam zone selec-
tor as depicted in Figure 7.1. After generating a sufficiemhher of training data
sets for each zone, the training data sets are passed to IBIE BB8eler [96],
which offers a variety of modeling methods to develop preoiicmodels for the
utility value of an incoming request. We generate and compaveral prediction
models for each zone. The predictive models we considendecNeural Net-
works, Decision Trees, and Support Vector Machines. Amargpus models,
we choose the one with the highest accuracy.

One other aspect of the zone simulator is that it comparegsrétécted utility
value with the actual utility value observed after the ptaeat. If the difference
between actual and predicted values increases, the iprgaliction accuracy is
reduced. In this case, the models are trained again withatiesetldata stored in
the history log.

7.2.2 Experimental setting
Simulated zone attributes

We simulated 12 availability zones with different capdlal that are listed in
Table 7.2. Most of these attributes, especially the onesaelto performance, are
not published and known a priori (e.g., Reliability levebs|dre types, placement
algorithms). Each availability zone is composed of 10 raeksh rack contains
2 blade centers and each blade center contains 5 physicaimeaqPMs). An
availability zone is simulated to support a heterogeneaugware infrastructure,
composed of a mix of processor models. The used CPU model$néeéXeon
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series "E5507”, "E5430”, "E5645”, "X5500", "X5570” and AMIDpteron series
"2218HE”, and "270". We define 3 different heterogeneousasfructure types
depending on the percentage of hardware mix in a zone. Tabihdws the exact
percentage of CPU model mixes per infrastructure type.

#AZ | Reliability Failure Placement Support for high Infrastruc ture
level type algorithm  performance istance(s) type
1 low racks random High Storage Type |
2 low racks random High Compute Type |
3 low racks random High Memory Speed Type |
4 medium blades random High Storage Type
5 medium blades random High Compute Type Il
6 medium blades random High Memory Speed Type ll
7 medium racks LeastFull High Storage Type I
8 medium racks LeastFull High Compute Type lll
9 medium racks LeastFull High Memory Speed Type lll
10 high blades LeastFull  High Network I/O + SSD Type |
11 high blades LeastFull  High Network I/O + SSD Type Il
12 high blades LeastFull  High Network I1/0 + SSD Type I
Table 7.2: Cloud availability zones attributes
Infrastructure Processor CPU % of CPU
type brand model models
Type | Intel Xeon E5507 50%
Intel Xeon E5430 30%
Intel Xeon E5645 20%
Type Il AMD Opteron | 2218HE 70%
AMD Opteron 270 30%
Type llI Intel Xeon X5500 60%
Intel Xeon X5570 40%

Table 7.3: Cloud availability zones attributes

The admission controller monitors the available capacitgli zones. Incom-
ing requests are rejected in a zone only if there is not encaghcity to accom-
modate the request in the targeted PM for placement. Foatteecd simplicity,we
simulated each zone with the same CPU and memory capacity3@itores and
32 GB memory, respectively. In order to create performara@tions, we in-
troduce two types of internal placement algorithms: ran@m load balancing.
For availability zones 1-6, a random placement algorithnesgtthe instances are
placed randomly to PMs is implemented. For the rest, a placéralgorithm
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which balances the load by selecting the least full PM is enm@nted. As for
the unpublished characteristics of the zones,each aildjiatmne is simulated to
support different high performance instance types. Fdaamse, high network in-
stances with bandwidth requirement of 4KB performs besbmes 10, 11, and 12
(see Table 7.2). Even though instance types are advertssad@lection to user,
their performance per zone is not published by the cloudigesv The failures
are simulated such that either entire rack or entire bladéecdails with either
low or high probabilities. De-pending on the failure proliah blade center/rack
failure and availability information, reliability levelre classified as low, medium
and high. The mean time between failures is Gamma distdbuwtgile lifetime
of failures (i.e., time to recovery) follows a LogNormal glibution.

Simulated request attributes

We generated training data sets by simulating multipleamsts of user requests
with different attributes. As in the example reported int®ect7.1, the require-
ment vector of an incoming request has the form[rs, 7., 77,74, 7). Each
attribute in the vector takes values among those listed leTa 4.

The size of the instances is representedayThe smallest instance size is 1
core with 0.6 GB memory, while the largest instance is 16carel 15 GB mem-
ory. We simulated 5 different instance sizes where the Idetdiother instance
sizes are depicted in Table 7.5. Reliability level is dendigd; and users are
allowed to specify either low, medium or high reliabilityrses depending on their
application type. Users also specify the interruptionrendee that is the sensitiv-
ity for being interrupted during their application lifeten Quantityr; represents
the interruption tolerance level, ranging from 0 to 1. Values selected for the
instances that are very tolerant to interruption, wher@hsevl is selected for the
instances that are very sensitive to interruption. Usess ialdicate the desired in-
stance type. The types of the instances (e.g., high stanagfecompute, etc.) that
a user can specify are listed in Table 7.4 undertheolumn. Lastly, users indi-
cate their hardware infrastructure preferencg.in Table 7.4 lists the simulated
user hardware choices.

We set the weight vector for utility function as:

W’ = (ws, wr, wr,wa, W, (7.10)

wherew; = 0.2 fori € {S,L,1,A,M}. As the weight vector indicates,
for our experimental settings, all the preferences havalegeights. We use
normalizing factor of 1.0 for this particular set up thatlgieethe maximum value
of utility function, when all the requirements are satistedL, while the minimum
value is 0 when the request is rejected.
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rs TrL rr TA M

micro 0.2 (low) 0 | High Storage | Intel Xeon E5507

small 0.5 (medium)| 1 | High Compute| Intel Xeon E5430

medium | 0.8 (high) High Memory | Intel Xeon E5645

large High Network | Intel Xeon E5500

xlarge SSD Intel Xeon E5570
AMD Opteron 270
AMD Opteron 2218HE

Table 7.4: User request attributes

macro | small | medium | large | xlarge

CPU 1 2 4 8 16
Memory (GB) | 0.6 1.7 35 7.5 15

Table 7.5: Instance sizess|

Request arrival pattern

We simulated all combinations of 5 user attributes (in Tah#®) summing up

to more than 450 different instance request types with tineique set up. The
inter-arrival time of each request type follows an expoiatmlistribution whose

parameters depend on the desired load factor (i.e., 95%ufmseai up), while the

request life time follows a uniform distribution. The mixm@quest types is evenly
distributed and this set up is simulated for a 4-week timedon

7.3 Numerical results

In this section, we demonstrate numerical results for dfieapplications of pre-
diction models with the set up described in Section 7.2. tFive show the ef-
ficiency of predictive method for selecting availabilityras over non-predictive
methods then we show deriving insight for availability zedy using prediction
models.

7.3.1 Availability zone selection

The placement approach introduced in this chapter doegquire a priori knowl-
edge of availability zone properties. In other words, thelattes of zones are not
available during placement. Hence, placement is madeysbésded on the pre-
dicted behavior of the availability zones which is learneshf past behavior. In
this Section, we compare the effectiveness of predictaseld placement policy
against policies that perform placement by utilizing thetestof the availability



118 Predictive analytics

zone and its properties. Our goal is to show that the impaatailability zone
features to user satisfaction can be learned, and thatrp&atdepolicies based on
the learned behavior perform better.

In our experiments, we compare dRrediction Basegolicy that selects the
availability zone with best utility to other policies makioptimal zone selections
based on attributes other than utility. We compare the paliasses listed below.

1. Random policy. Incoming requests are placed to availability zones ran-
domly. This policy is used as a baseline. Any non-randoncgdhat con-
siders the characteristics of the zones and the requiramétite incoming
requests is expected to perform better than the randomypolic

2. Load-based policiesAvailability zone selection is made merely based on
the utilization of the zone at the time of request arrivath¥ zone with the
highest available capacity is selected for load balanciggall the policy
Least-Utilized On the other hand, if the zone with the lowest availabikty i
selected for lower energy consumption, we call the pdlimst-Utilized

3. Attribute-based policies Zone selection is made by matching some of the
advertised attributes of the zone with the preferencesaainmng requests.
In practice, cloud providers publish supported instanpesyper availabil-
ity zone. However, they do not publish the performance ofittstance
types per availability zone. Even though it is not yet praadtto publish the
zone performances for instance types, we assume that ifpistigtically
available to the user. One example of such a polidgich Instance Type
policy, makes a selection based on the advertised perfagnawels of in-
stance types (see Table 7.2) by each zone. If the candidateeszgpports
the performance level of the instance types required bynit@ning request
then it is selected. Similarly, it is not practical for cloptbviders to pub-
licize the hardware configuration of their infrastructusnbe, the machine
types (e.g., CPU models) that instances are running on ar@vadable to
the user. For experimental purposes, we assume that suarimation is
available to simulate the case where the machine types aserkby the
user. The policyMatch Machine Typeselects availability zones based on
the supported CPU models (see Table 7.3) in different infragire types
defined in Table 7.2.

Figure 7.6 reports the average utility value obtained bydifferent policies
for best availability zone selection at different levelsawhilability zone utiliza-
tion. The expected utility value for ofrediction Basegbolicy is close to 0.85 for
all utilization levels. This is significantly higher thanetlexpected utility values
achieved by load-based and attribute-based policies. Tility walues are less
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than 0.7 forRandom Least Utilizedand theMost Utilizedpolicies, and less than
0.8 for attribute-based policiedlatch Machine Typand Match Instance Type
As expectedRandompolicy achieves the lowest expected utility value. Figure
7.6 shows that learning the behavior of the availabilityebased on historical
data is better than actually knowing the zone utilizatiorels and certain zone
attributes, such the type of machines or instances sugporte

Hwunlll

Prediction Based Random Least Utilized Most Utilized ~ Match Machine  Match Instance
Type Type

0.9

Cloud Utilization
B Low

0.85

& Medium
0.8

H High

0.75

Expected Utility Value

@

Selection Policies

Figure 7.6: Comparison of utility values for different padis.

Figure 7.7 reports the percentage of user requests whossrpkinstance
types and preferred machine types are supported by theabNiyl zones that
they are assigned taMatch Instance Typeolicy satisfies the users application
and Match Machine Typepolicy satisfies the users machine type requirements
almost all the time. In both cases, the percentage of regjtieat are matched
against their requirements is more than 95%. This is exdesiace theMatch
Instance Typand theMatch Machine Typeolicies have the prior information
about instances and machine types supported by each zepecteely. Poli-
cies other tharPrediction Basegolicy match only 30% of the users machine or
instance type requirements. As an example, whikgtch Instance Typeolicy
can place to the requests to a zone where the required iestgpe is satisfied
almost 100%, it performs very poor when it comes to matchiegnbachine type
requirement. This is because the prior information aboetrttachine types is
not available toMatch Instance Typéut it is only available taViatch Machine
Typepolicy. Prediction Basedgolicy, on the other hand, can match both the in-
stance and the machine type requirements significantlyehigithout any prior
knowledge of the distributions of machines and the instayyes for availability
zones.
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Figure 7.7: Percentage of matches.

Prediction Basedolicy aims to optimize user satisfaction by selecting the
zone with the best utility value while maintaining a highoesce utilization. In
order to measure the impact of tResdiction Basegbolicy to resource utilization,
we compare the average zone CPU utilization values undereift policies in
Figure 7.8. This comparison shows that fPreediction Basedolicy is not re-
ducing the utilization of the zones compared to other pedicHence, Prediction
based policy increases the utility value without undeiizitiy zone resources. It
is seen that average zone utilization for CPU is around 50%lfoost all of the
policies. The reason for less CPU utilization than offered @d3d is due to high
rejection probabilities ( 0.6) for large and xlarge instes\c
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Figure 7.8: Mean cloud utilization



Deriving insight for availability zones 121

In our simulation, we allow every policy to try placing theqreest multiple
times until it is accepted. Figure 7.9 reports the averageh®u of trials for each
policy in order to get accepted after the first one. We seetti@number of
additional attempts after the initial one for tReediction Basedgolicy is much
less than 1. Therefore, the requests are placed to theimatshing zones in their
first trials most of the time. In contrast Rrediction Basegolicy, Most Utilized
andMatch Machine Typeolicies require almost 4 additional trials on the average.
Random Least Utilized Match Instance Typeon the other hand, requires more
than 2 additional trials on the average. Guediction Basegolicy reduces the
number of trials significantly compared to other policiesaviig less number of
trials for placement enables instances to be provisiorsdita

5

L . III II

Prediction Random  Least Utilized Most Utilized Match Match
Based Machine Instance Type

Type

N w -

Mean Number of Trials

=

Figure 7.9: Average number of trials.

7.3.2 Deriving insight for availability zones

In order to demonstrate another use of our prediction moeessimply gener-
ate a sample cluster of workload and show which zone meetedisrements
most by using predicted utility values. High-performaneg¢atbases such as SAP,
Microsoft SharePoint and other enterprise applicatiorth wery high reliability
constraint can perform a cluster of high performance mernmstances with high
reliability constraint. Without referring to the inputs d&ble 7.3, we generate
average predicted utility rates for each zone with the uggediction models in
Figure 7.10.

Figure 7.10 shows relative average utility values per abdity zone. By
using predicted utility values of this cluster, we conclubat AZ 9 is the best
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Figure 7.10: Zone preference for high performance mematainces with high
reliability requirement.

zone followed by AZ 10, 11, and 12 with a decreasing perforeafor satisfying
high performance memory instances with high reliabilitpstaint.

Assuming that performance of supported instance typesunieshed, by only
looking at the published properties, (see Table 2) AZ 3, 6,%would have been
good candidates for deploying high performance memonant#s. However,
our predicted utility values show that zone 3 is almost onthefweakest zones
to satisfy this type of workload requirements due to only timgeinstance type
requirement but failing to meet the reliability level reggment. The prediction
models capture the reliability level of zones from prevideployments and pre-
dict a low utility value for zone 3. Itis also supported frohetsimulator that zone
3is alow reliable zone with high probable rack level faikirénother interesting
result that could not be derived from published attributgshn be extracted from
our models is even though AZ 10, 11, and 12 are not the optinamasfor high
performance memory instances in terms of not meeting thpastgd instance
type, having high reliability on these zones make utilitpdtion almost as good
as AZ 9 which is a medium level reliable zone supporting a lpghformance
memory instances.
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Conclusion

Large Internet systems require management decisions hbatds continuously
analyze huge volumes of variable and heterogeneous datamaing from sys-
tem and network monitors. Understanding the statisticatatterization of data
sets of each server and the evolution of the system dynam@si¢ial for system
management. However, the increasing size of monitored da¢& high vari-
ability and their heterogeneity limit the applicability ekisting approaches for
performance modeling.

This thesis proposes a set of novel strategies for supgaiegisions for sys-
tem management that address the challenges of volumetyamel variability
typical of data monitored in large Internet systems.

First, we propose a novel strategy for big data analytict byataking system
monitor data, is able to select the most relevant data tetsteally characterize
their behavior, and to evaluate the dynamics of the oveyaliesn. All experi-
ments carried on real data sets demonstrate that the paptagegy finds useful
applications in system management related to modern latgenet systems. Fu-
ture work in the direction of big data analytics is orientedte characterization of
server behavior and system dynamics through the combmatidifferent metrics
and resources.

Second, we present a set of methodologies for the detectianamalies in
modern Internet systems, where monitored data streamsteefeterogeneous
and variable system resource measures. In particular, daels\proposed in this
thesis improve the state of the art in the fields of behavianamalies detection
and state change detection. The proposed methods combitie ffirst time on-
line models to achieve a continuously adaptive representat the data flowing
from the system monitors with online statistical tests asnaaly detectors. We
demonstrate that the proposed methods are able to impreveettiormance of
existing state of the art anomaly detector applicable d@imen All experiments
carried out on synthetic and real datasets demonstratéhhatoposed solutions
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are robust and effective: they signals just relevant an@salith very low number
of false detections, and provide the precision of detedoomifferent statistical
properties and variability levels of the input data. Thegased methods are char-
acterized by low computational complexity and can be appiteethousands of
data flows typical of large Internet systems.

Third, we propose a novel model for detecting correlatitwas is able to cap-
ture the presence of dependency also between highly vatiaie series as those
coming from samples of monitored system resources. It isan the extraction
of the main patterns of the time series, the removal of peations, and the selec-
tion of just the trend patterns. Moreover, we use the pragposerelation index as
similarity measure that can be applied to correlation-asestering algorithms
specifically tailored to the finding of related time seriesrttterized by high
variability. Evaluation carried out on datasets charameerby different levels of
variability demonstrate that the proposed models improeestate of the art in
terms of accuracy and robustness. Our promising resuliieege the possibility
of using the proposed models as a support for system managemglications
in all domains characterized by high variability where &rig correlation models
and clustering algorithms do not work.

Finally, an automated decision making mechanism for claadability zone
selection is developed to optimize user satisfaction. Oethisd employs predic-
tive analytics and machine learning techniques to learmitipeiblished attributes
of cloud availability zones. The models are dynamically ated to reflect the
most recent performance changes in availability zones.n,Tthee optimum se-
lection is made based on the learned behavior of the avitjabones. The
comparison of our selection method to non-predictive s$eleanethods shows
that the predictive approach performs better than the medigtive ones in terms
of user satisfaction, while maintaining high cloud perfamoe. The prediction
models can also be used to derive useful insights for avhiyabones, and can
help cloud providers to plan ahead their operations. Agéuvork, we intend to
extend our experiments to more complicated workloads astdrte real environ-
ment. Another extension of this work, which we wish to pursseo investigate
the confidence level of the prediction models and its infleemc overall decision
making results, in terms of user satisfaction and cloudgperance.
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