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I never guess. It is a capital mistake to theorize before
one has data. Insensibly one begins to twist facts to suit
theories, instead of theories to suit facts.

Jules-Henri Poincare’





Abstract

The advent of the cloud computing paradigm has led Internet service providers to
set up large Internet systems distributed all over the worldin order to efficiently
make their business. Efficient management of large Internetsystems requires sev-
eral strategies that decide on request dispatching, load balance, admission control,
and request redirection without direct intervention of human administrators. At
the basis of most autonomic management decisions there is the need of perfor-
mance models for supporting system management by taking real-time decisions
on the basis of information related to the state of internal system components
and resources. Performance models supporting large infrastructures must be able
to operate at different time scales and should support prompt reconfigurations
motivated by continuous dynamic changes in system, client,and business poli-
cies. Performance models should be scalable for increasingnumbers of hardware
and software components, they should be adaptive to heterogeneous data streams
characteristics, and they should guarantee reliable results over changing system
conditions and requirements.

This thesis presents a set of novel performance models proposed for online
management of large amounts of variable and heterogeneous data streams coming
from several system monitors and networks. In particular, this thesis extends the
state-of-the-art in performance modeling in manifold directions: (i) it presents a
novel approach for improving scalability when managing large amounts of data;
(ii) it introduces new adaptive models for the on-line detection of anomalies in
highly variable contexts, and for the identification of correlations and groups of
related objects even when correlation is hidden by high variability; (iii) it uses pre-
dictive analytics for improving performance in the selection of cloud availability
zones on the basis of user preferences.

Extensive evaluations of the proposed approaches in real systems demonstrate
improvements in performance modeling with respect to the state-of-the-art solu-
tions and the satisfaction of scalability, adaptivity, andreliability requirements that
are mandatory for large systems management.
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Chapter 1

Introduction

The advent of the cloud computing paradigm has massively changed the whole
computing industry. It has led todays companies and Internet service providers to
set up large Internet systems distributed all over the worldin order to efficiently
make their business and serve their customers expectations. Large Internet sys-
tems are characterized by a huge number of hardware resources (e.g., processors,
memories, storage elements, virtual machines) and software components (e.g., ap-
plications, business processes) having the goal to make computing services read-
ily available to the company and to users on demand, like any other utility service
available in today’s society.

Efficient management of these large systems requires several strategies that
decide on request dispatching, load balance, overload and admission control, re-
quest redirection, and so on [10, 12, 16–19]. The large number of resources and
components involved requires management strategies to be self-adaptive and au-
tonomic because no amount of human administrators would be capable of cloning
and migrating virtual machines in time, as well as re-distributing or re-mapping
the underlying hardware. At the basis of most autonomic management decisions,
there is the need of performance models for supporting system management by
taking real-time decisions on the basis of information gathered from monitors and
related to the state of internal system components and resources.

Monitors installed in large scale infrastructures producethousands and thou-
sands of heterogeneous data streams at the level of hardwareresources, applica-
tions, events, and services [25, 26]. When dealing with largeamounts of variable
and heterogeneous data streams, performance models for management of cloud-
based infrastructures should guarantee:

• scalability for increasing numbers of hardware and software components.
Performance models must be efficient and have limited computational costs,
since they have to cope with a large amount of data that must becollected,
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analyzed, stored and transmitted at real-time so as to take timely corrective
actions to meet SLAs.

• flexibility for heterogeneous data streams characteristics. Heterogeneity
may be related to different sources, such as different typesof resource they
refer to, different statistical properties, and differenttime scales of monitor-
ing.

• adaptivity of the models’ settings and parameters over changing system
conditions. Outcomes of performance modeling must be robust to changes
in the system conditions and requirements, as well as to system errors.

This thesis presents a set of novel performance models proposed for online
management of large amounts of variable and heterogeneous data streams coming
from several system monitors and networks. All proposed solutions aim to fulfil
the requirements of scalability, flexibility, and adaptivity that are mandatory for
large systems management.

First, this thesis presents a novel approach for improving scalability when
monitoring large amounts of data [5, 6]. By providing a data dimensionality re-
duction and a classification of information on the basis of the statistical proper-
ties of monitored data, this solution diminishes the computational complexity of
managing big datasets without the loss of relevant information for management.
Experiments carried on real data sets demonstrate that the proposed strategy finds
useful applications in system management related to modernlarge Internet sys-
tems and improve the scalability of traditional approachesthat work on all data
sets.

Second, this thesis proposes new adaptive models for the on-line detection
of anomalies in highly variable contexts [5–7, 140]. In particular, we propose
a new adaptive algorithm for state change detection that is specifically tailored
to be integrated with real-time management in Internet-based systems. The pro-
posed algorithm combines for the first time an online versionof the Wavelet-based
model to achieve a continuously adaptive representation ofthe data flowing from
the system monitors with an online adaptive version of the well known Cusum
statistical test as a detector. Moreover, we address issuesrelated to the identifi-
cation of relevant behavioral changes in large Internet systems by introducing a
novel approach that characterizes the statistical properties of the resource mea-
sures coming from system monitors, classifies them, and signals a change only
when there is modification of the resource classification. By providing a data di-
mensionality reduction and a characterization of server statistical heterogeneity,
we are able to detect changes in server operations without the need of statistically
analyzing the entire set of resource measures.
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Third, this thesis proposes a new correlation model that is able to capture both
linear and non-linear dependences even among time series characterized by high
variability [3]. When high variability affects the data streams, it is necessary to
isolate perturbations and uncover all the patterns that compose the data set. By
extracting trends in data that allow us to reveal the way in which a data stream
may depend on the other one, the solution we propose extends the correlation
detection and its applications also to domains that are characterized by highly
variable data streams.

Fourth, this thesis extends the state-of-the-art in data clustering by presenting
a novel algorithm for finding groups of related objects even when correlation is
hidden by high variability [1,2]. It is based on the extraction of the main patterns
of the time series, the removal of perturbations, the selection of just the trend
patterns, and the use of such trend patterns for discoveringcorrelation-connected
data also in highly variable domains. This approach allows to disclose depen-
dences between data even when they are hidden by perturbations and makes the
proposed solution effective for both system and network management, by finding
groups of servers with related functionalities and networkflows sharing similar
statistical properties with high reliability levels.

Finally, this thesis uses predictive analytics for improving performance in the
selection of cloud availability zones on the basis of user preferences [4]. We intro-
duce a predictive approach to identify the cloud availability zone that maximizes
satisfaction of an incoming request against a set of user requirements. The pre-
dictive models are built from historical usage data for eachavailability zone and
are updated as the nature of the zones and requests change. This method success-
fully predicts the unpublished zone behavior from historical data and identifies the
availability zone that maximizes user satisfaction against specific requirements.
Moreover, the proposed method can be used to derive useful insights for availabil-
ity zones, and can help cloud providers plan ahead their operations. We compare
our selection method to non-predictive selection methods,which rely on a priori
knowledge of unpublished zone attributes. The results showthat the predictive ap-
proach performs better than the non-predictive ones in terms of user satisfaction,
while maintaining high cloud performance.

The proposed approaches extend the state-of-the-art in performance modeling
in manifold directions: (i) they improve scalability by notrequiring to model
and analyze all data streams gathered from system monitors;(ii) they make no a-
priori assumptions about the statistical characteristicsof data; (iii) they are flexible
enough to be applied to different data sets despite of time scales, ranges, or sources
of data with the guarantee of high reliability of the results; (iv) they are direct to
minimize the computational complexity of modeling and are therefore specifically
tailored to work online; (v) they have special consideration for the characteristics
of variability, dinamicity, heterogeneity, and high dimensionality typical of large
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Internet systems monitoring.
The novel approaches proposed for performance modeling, their main quan-

titative and qualitative interpretations, and their improvements with respect to the
state of the art are detailed in the following chapters.

Chapter 2 motivates the need of novel performance models for large system
management.

Chapter 3 proposes novel techniques that guarantee high scalability by reduc-
ing the large amount of collected metrics to analyze to a subsets of aggregated
information that are useful for management.

Chapter 4 presents new adaptive models for the on-line detection of relevant
state changes and behavioral anomalies in highly variable contexts, in order to
allow management systems to take real-time decisions for rapidly adapting to
changing environments.

Chapter 5 proposes an innovative approach that is especiallytailored to detect
linear and non-linear correlations between highly variable data streams.

Chapter 6 presents novel algorithms for data clustering thatguarantee high
accuracy and robustness in finding groups of servers with related functionalities
and network flows sharing similar statistical properties.

Chapter 7 presents an adaptive method that helps users to automatically select
a cloud provider based on user-specific criteria and learns cloud provider proper-
ties by basing on information about previous provided services and by using this
information to suggest the user an optimal decision making for cloud provider
selection.

Chapter 8 concludes the thesis with some final remarks and future work.



Chapter 2

Motivation

Monitors installed in large scale systems produce data streams at the level of hard-
ware resources, applications, events, and services [25, 26]. Any management de-
cision needs performance modeling supports that are able toanalyze these data
streams in order to extract from raw performance measures the information that is
useful for a given business or system objective.

Modeling data coming from system monitors is not an easy task, because of
the three main properties that characterize data streams inlarge scale systems:
volume, variety, and variability. These characteristics,together with velocity, de-
fine what is typically referred to as ”Big Data” [20], whose challenges are faced
more and more by today’s organizations. These data characteristics lead to the
need for a new set of capabilities for performance models to succeed in extracting
insight from an immense amount of vary and heterogeneous data.

In the following, let us detail the characteristics of modern system data:

• Volume

The massive volume of data monitored in modern systems is exploding.
Twitter and Facebook generate about 10 terabytes of data every day, and
some enterprises such as Google [21], Microsoft [22], and Yahoo [23] pro-
cess terabytes of data every hour of every day of the year withlarge data
centers of thousands of nodes [20]. According to [24], the digital universe
will grow by a factor of 300 from 2005 to 2020, reaching 40 zettabytes and
more than 5.200 gigabytes per person in 2020.

As the number of resources that are monitored and the period of monitor-
ing is growing [28, 139], the conversation about data volumes has changed
from terabytes to petabytes with an inevitable shift to zettabytes [20]. This
volumes of data cannot be analyzed in a timely fashion by traditional perfor-
mance models, which assume that the number of data streams and the size
of each of them allow the analysis of the entire set of data (e.g., [115–118]).
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This assumption is unrealistic in modern Internet systems,where the com-
putational cost associated to the analysis of each data set is impracticable.
This scenario creates the need ofscalablesolutions to dominate the com-
plexity of massive data analysis, through the identification of information
inside raw data that is useful to gain a better understandingof system per-
formance, business activity, and customers behavior in an online fashion.
To achieve acceptable performance for large data analysis,we must aban-
don the idea of processing all raw data coming from system monitors and
we must consider to focus on only a subset of data informationthat are
useful for management.

In literature there are many reduction models oriented to limit the data that
must be analyzed, such as the Principal Component Analysis (PCA) [110],
the Correspondence Analysis [111], the Factor Analysis [112], the Non-
Negative Matrix-Factorization [113], the Independent Component Analy-
sis [114]. This thesis proposes an approach based on the PCA because it
makes only weak assumptions on data characteristics and allows us to se-
lect the most important information on the basis of the so called ”energy”
in data. Thanks to these properties, PCA has been extensivelyused in many
computer related contexts, especially for workload characterization [81] and
for network traffic analysis [121]. In the context of system management, the
work in [14] integrates PCA into a two-stage log processing method that is
oriented to discover the statistically dominant patterns in the data set and
thereby to identify possible anomalies. Another paper [108] uses PCA to
identify interactions among the components of large production systems.
Even if the goals of these works are different, they support the possibility of
using PCA in managing large data sets and finding relevant information.

• Variety

With the explosion of the number of monitored resources and sensors, as
well as of smart devices and social technologies, data monitored in a sys-
tem has become complex, because it includes not only physical resource
performance data, but also virtual ones, web log files, network packets, sen-
sor data from active and passive systems, and so on. Such variety leads to
data with different ranges and time scales, sampled at different time inter-
vals, and referring to different resources or components. System manage-
ment success must rely on the ability to draw insights from all kinds of data
available despite of their variety.

By basing on the static and a-priori choice of their setting and parameters,
traditional performance models can hardly handle variety.As data vari-
ety grows, ad-hoc performance models suited to specific context as well
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as models relying on many and hard-to-set parameters must leave room to
flexibleperformance models that can adapt to different settings formoni-
toring and/or to different data characteristics. Since it is not feasible for
human administrators to adjust models parameters to any different condi-
tion, it becomes mandatory for performance models to be autonomic, so to
automatically adapt themselves to data characteristics with no human inter-
vention.

Performance models proposed in this thesis solve most variety-related prob-
lems of existing algorithms. All proposed methods do not require any as-
sumption about statistical properties of analyzed data, their performance
does not depend on the type of data distribution, and they notrely upon
a fixed number and setting of models parameters. These features make our
methods flexible enough to model the performance of a system under chang-
ing and unpredictable conditions.

• Variability

Resource measures obtained from load monitors in large Internet systems
are extremely variable even at different time scales and tend to become ob-
solete rather quickly [42]. Monitored data sets are characterized by non-
stationary and non-deterministic features, variable variance of the distribu-
tion, and likely affected by internal and external perturbations.

Data sets reported in Figure 2.1 share the high variable and stochastic traits
that are typical of the performance metrics coming from monitors in large
Internet systems.

These characteristics of resource measures are hard to model through the
parametric techniques typically used by state of the art performance models
and strongly affect their performance. Moreover, such characteristics are
not static but change in time thus requiring performance models toadapt
their modeling functions to varying conditions in order to accommodate
variable contexts and changing requirements.

Existing models and frameworks supporting management systems base on
the assumption that resource measures are characterized bystatistically ho-
mogeneous behaviors and/or stable conditions (e.g., [13,81,118,130,141]).
This assumption is invalid in large Internet systems because the data sets
coming from different servers and system resources are quite heterogeneous
in statistical terms and extremely variable. For this reason, this thesis deals
with the statistical heterogeneity of resource measures that must be consid-
ered as an intrinsic feature of modern systems [28, 81] leveraging virtual-
ization technologies and providing multiple Internet-based services subject
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Figure 2.1: Examples of heterogeneous resource measures.

to varying demands. The methods proposed in this thesis do not filter het-
erogeneity, but they base on data representations that are able to remove all
undesired perturbations while preserving the most relevant data informa-
tion. This feature makes the proposed methods able to extract significant
information for management form highly variable datasets without requir-
ing any pre-analysis of data characteristics.

In the following sections, this thesis will introduce novelperformance models
to address the challenges of volume, variety, variability for different management
purposes: for big data analytics, for anomaly detection, for correlation analysis,
for data clustering, and for predictive analytics purposes.



Chapter 3

Big Data analytics

Even in a medium-sized Internet system, several thousands of resource data sets
may reach the management system that should analyze, model and treat them
at different temporal scales in order to guarantee scalability, reliability, and to
avoid performance degradation and overloads. It would be possible to pass all
resource data collected by the system monitors to the management system only in
the case of short data sets consisting of few monitored samples. As this becomes
impracticable when the data sets are collected from hundreds of components over
long periods, it is necessary to identify all (and only) the relevant data carrying on
useful information and to pass only this subset of relevant information to decision
systems.

This chapter gives a contribution in the direction of simplifying the complexity
of managing huge amounts of heterogeneous and highly variable data sets. The
idea is to extract a concise representation of how the most important components
and sets of components are acting through the investigationof a subset of relevant
information that are obtained byselectingjust the most important data sets. In
this study, the importance is a measure of the impact that each resource has on the
overall system behavior. We use the results of data set reduction as a mean to pass
just relevant statistical information to a management system that is facilitated in
the application of the most suitable decision strategy.

3.1 Proposed strategy

The proposed strategy is oriented to the selection and the statistical characteriza-
tion of the resources of large Internet systems’s servers. The measures related to
system resources are typically huge in size because they refer to long monitor-
ing periods, variable and heterogeneous. Hence, the first goal for management
purposes is to discriminate between relevant and less relevant information.



10 Big Data analytics

We consider variability as the main statistical property that quantifies the de-
gree of activity of a process and its importance in overall system behavior as
in [109]. The index of variation of the data sets related to each monitored process
is denoted by theenergy. We use this measure as a means to distinguish between
data sets carrying relevant and not-relevant information.In order to reduce the
dimensionality of a data set analysis and to consider just the most relevant data
sets in terms of energy, we refer to thePrincipal Component Analysis(PCA)
model [110] that, unlike other models for dimension reduction [111–114], is able
to express the intrinsic structure of a data set in terms of variance and requires no
prior knowledge about statistical properties of data sets.

By considering only the relevant sources of information, we characterize the
server statistical behavior emerging from the monitored data. Only relevant infor-
mation is passed to the statistical analyzer that aims to classify data sets in one of
the following classes:

• deterministic, presenting systematic trends and periodic patterns that are
predictable and possible to model;

• random, manifesting isolated spikes and/or stochastic noises;

• negligible, giving a minor contribution to the overall system activity.

This classification allows a management system to apply the right model to the
right data sets, as well as reducing the complexity of systemmanagement with null
or minimum loss of information. The negligible category does not carry meaning-
ful information for system management. Its contribution onsystem activity has a
low impact and therefore a management framework can ignore data sets belong-
ing to this class. When a data set is characterized by a prevalently deterministic
behavior, a management system can adopt several models for prediction, anomaly
detection, event identification. On the other hand, serverscharacterized by data
sets with spiky and noisy behaviors complicate management.These data sets re-
quire some preliminary aggregation and filtering treatmentbefore their utilization.
In the most difficult cases they result useless or unfeasiblefor management even
after the application of some data treatments.

Unlike existing solutions for server characterization that analyze each col-
lected data set [115–118], the proposed solution classifiesserver behaviors by
working on a subset of information. Our approach, that is based on PCA [110],
aims (1) to extract from data sets the most relevant information, where the im-
portance is measured as a function of the impact of each resource on the overall
system behavior, and (2) to focus the classification analysis on this smaller subset
of information. In this way, we are able to limit the computational complexity of
the analysis, and to allow the integration of server characterization results with
system management frameworks operating in large Internet systems.
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The proposed strategy achieves the above mentioned goals through the steps
outlined below.

1. Initial analysis. First, we evaluate the impact of each data set collected by
system monitors on the overall system activity, so to distinguish relevant
from not-relevantsources of information.

2. Server characterization. Considering only the relevant sources of infor-
mation, we then characterize the server statistical behavior emerging from
the monitored data. We choose to classify the statistical behavior in three
main classes. The idea is to focus the analysis only to those classes that can
facilitate system management.

3. Evaluation of system dynamics.The evaluation of the system dynamics
looks at the overall behavior of the system. A significant variation in the
behavior of relevant sources of information denotes a significant change in
the system that is useful to signal for better management.

This chapter only focuses on the first two steps of the strategy, while the last
one will be treated in Section 4.2, when considering the anomaly detection prob-
lem.

It is important to observe that a similar strategy can be applied to evaluate the
system dynamics of resources belonging to groups of serversup to the whole sys-
tem. By looking at the overall energy of the system, we can dynamically discrim-
inate whether the system has a prevalent deterministic behavior and therefore it is
manageable, or if the system is mainly driven by a random behavior that makes
the system hard to treat and to model. A significant variationin the amounts
of deterministic and random energies of the system denotes asignificant change
in system activity that is useful to signal for adapting management decision to
changing environments.

A final remark is in order. Since the proposed strategy does not make any a-
priori assumption on the statistical properties of the datasets, as it is required by
other approaches [81, 119], it is flexible to characterize any type of resource and
metrics, such as CPU utilization, memory and swap usage, diskusage, network
packet rate. In the present version, it operates on homogeneous resource metrics
belonging to distributed servers belonging to the same datacenter. Extensions to
heterogeneous resources are possible, but out of the scope of this chapter.

3.2 Initial analysis

In large Internet systems, the data sets collected from the monitored resources
form a multivariate structure characterized by multiple dimensions, each one con-



12 Big Data analytics

sisting of several samples. The proposed approach reduces the computational
complexity of the analysis when the number of samples is hugewith respect to
the number of monitored resources (that is, dimensions). Inthese large structures,
a reliable management decision requires a preliminary identification of the most
relevant information. A common approach is to find a new coordinate space con-
sisting of a lower dimensionality that is representative ofthe original space [120].
When a structure can be approximated through a smaller numberof dimensions
in a way that minimizes the error and the loss of information,we can refer to the
smaller number of dimensions as thestructure intrinsic dimensionality.

In literature, there are many reduction models to extract the intrinsic dimen-
sionality of system resource measures, such as the Principal Component Analy-
sis (PCA) [110], the Correspondence Analysis [111], the Factor Analysis [112],
the Non-Negative Matrix-Factorization [113], the Independent Component Anal-
ysis [114]. Among these algorithms, we choose the PCA model because it is able
to express the intrinsic structure of a data set in terms of variance without requiring
any prior knowledge about the statistical characteristicsof data sets.

At time t, the sets of sampled measures originate a matrixXt corresponding
to the highly dimensional multivariate structure. It is an x p matrix, wheren
is the number of considered samples (for example,n = 2016 if we consider a
five minutes sampling in a one week period), andp is the number of considered
system resource measures. Our approach is more efficient than existing solutions
when we consider long monitoring periods wheren > p. As resource measures
are statistically heterogeneous, it is useful to normalizethem as data sets char-
acterized by zero mean and unit variance, as suggested in [121]. The PCA is a
coordinate transformation method that mapsXt on a new set of axes [120] called
components. Calculating the components is equivalent to solve the symmetric
eigenvalue problem for the matrixΨt = XT

t Xt that is, a measure of the covari-
ance of the data sets deriving from samples. In practice, each componentvi is the
i-th eigenvector computed from the spectral decomposition of Ψt [121]:

Ψtvi = λivi i = 1, . . . , p (3.1)

whereλi is the eigenvalue corresponding to the eigenvectorvi and represents the
magnitude of the variation along each componentvi. Previous work uses the term
energyobtained as a sum of quadratic terms to quantify how well the eigenvectors
describe the original data set [70,108]. On the other hand, we compute the energy
by considering the output of the PCA and evaluate the energyσi associated to the
componentvi through the percentage of variation related to its eigenvalueλi, that
is, σi =

λi∑p
j=1

λj
∗ 100. As Ψt is symmetric positive definite, its eigenvectors are

orthogonal and the corresponding eigenvalues are non-negative real numbers. By
convention, the eigenvectors are unit norm and the eigenvalues are arranged from
large to small, so thatλ1 ≥ λ2 ≥ . . . ≥ λp.
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In this new dimensional space, adimensionui (i = 1, . . . , p) is defined as a
vector of sizen obtained by the contribution of the data set matrixXt and of the
componentvi. As suggested in [121], this vector is normalized to unit length by
dividing it by

√
λi. Hence, for each principal componentvi we have:

ui =
Xtvi√
λi

i = 1, . . . , p (3.2)

Through the above equation all server behaviors weighted byvi produce one di-
mension of the transformed data. Hence, the vectorui can capture the temporal
variation common to all server measures along the componentvi. Since the com-
ponents are ordered with respect to their contribution to the overall energy,u1
captures the strongest temporal trend that is common to all server measures,u2
captures the second strongest trend, and so on.

The energy characterizing each component is used to reduce the data dimen-
sionality: we exclude the leastenergeticcomponents of the structure, that is, we
ignore the less variable components. There are several methods [122] to choose
how many components it is useful to retain and to exclude. They include graphical
approaches, such as thescree plot[123], the quantitative tests based on PCA sin-
gular values [124], the percentage of variability expressed by the principal com-
ponents [125]. In this chapter, we pursue this last criterion by determining in
advance the amount of residual variability that we want to tolerate and by exclud-
ing residual components. A typical threshold [52] establishes that the cumulated
percent on variation expressed by the retained dimensions should be higher than
the 90-percentile. Our method does not depend on the choice of this threshold,
hence in this chapter we consider not-relevant the dimensions contributing to the
overall variance of the data set for less than 10%.

When a smaller set ofr dimensions are relevant, we can have interesting im-
plications:Xt can be mapped on anr-dimensional subspace ofRp, andr ≪ p
is the intrinsic dimension ofXt. This result allows the method to distinguish be-
tween therelevantdimensionsUt = {u1, . . . , ur} that are contributions shared by
all resource measures on ther principal components, and thenot-relevantdimen-
sionsUt = {ur+1, . . . , up} corresponding to the least important components in
terms of system energy.

We validate the proposed approach by taking into account long data traces
collected from an Internet system consisting of distributed servers that support
different types of applications, including Web sites, databases, access controls,
CMS, mail server, management software. In this large system,monitors collect
resource measures every five minutes referring to CPU utilization, primary and
secondary memory-related metrics, network activities. For the sake of simplifying
a complex procedure, we limit our presentation to a week of data sets referring to
the CPU utilization of 50 servers hosting Web sites providingstatic, dynamic and
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interactive content. These data sets originate a matrixXt with n = 2016 rows and
p = 50 columns.

We initially evaluate the energyσi related to each dimensionui in order to
identify how many dimensions bring energy information to the data set. Figure 3.1
shows the cumulative distribution of the energy provided byeach dimension [126]
by reporting for each dimensionui the proportion of the energy related to the
previous dimensions that is,

∑
j≤i σj.
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Figure 3.1: Cumulative distribution of energy.

Thanks to the rapid growth of the distribution curve in Figure 3.1, the 90-
percentile of the energy of the overall system is captured just by the first nine
dimensions that contribute to most server variability. In this example, our ap-
proach evaluates the first 9 dimensions asrelevant, while the other 41 dimensions
are marked asnot-relevantfrom the point of view of the energy. This is an impor-
tant result of the proposed methodology applied to a real Internet system because
it confirms that, in terms of energy, the resource measures all together form a
structure with an intrinsic dimensionality ofr = 9, that is much lower than the
original number (50) of the considered set of data.

As a confirmation of this result, we evaluate the degree of correlation between
the original resource traces sampled from the servers and the reconstructed data
sets as a function of the numberk of dimensions. We use the following equation
for reconstruction:

X ′
t ≈

k∑

i=1

√
λiuiv

T
i , k = 1, . . . , p (3.3)
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Figure 3.2 reports an example of the high correlation existing between original
and reconstructed CPU utilizations of three servers as a function of the consid-
ered dimensions (k spans from 1 to 20). This figure evidences that the first 9
dimensions achieve a perfect positive linear correlation between original and re-
constructed data sets for servers 7 and 11, and a very high correlation for server 3.
These results confirm that a PCA-based methodology can be applied to identify
the most relevant information for management decisions in large Internet systems.
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Figure 3.2: Correlation coefficient between original and reconstructed data sets as
a function of the number of considered dimensions.

3.3 Server characterization

The first application of the proposed methodology is to provide a statistical char-
acterization of the server behaviors asrelevantand deterministic, relevantand
random, or negligible. For each data set corresponding to a server, we propose
an algorithm activated periodically and based on the following steps. We con-
sider the activation at a generic timet. The contributions in terms of energy allow
the algorithm to distinguish between relevant dimensionsUt and not-relevantUt

dimensions.
Then, we distinguish the relevant dimensions betweencorrelatedUC

t andlow-
correlatedUL

t by evaluating the autocorrelation function (ACF) of each relevant
dimensionUt as in [127] and in many other contexts (e.g., [11, 119]). A quick
decrease of the ACF means that the observed dimension values exhibit low (or
null) autocorrelation. This is the case of dimensions capturing the random per-
turbations and/or spikes varying in time and intensity in the system behavior. On
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the other hand, a slow decay of the autocorrelation functionindicates that the di-
mension shows a dependency among its values. The dimension typically exhibits
trends, periodicity and seasonal fluctuations due to the diurnal activity, as well as
the difference between weekday and weekend activity of the system [127].

We use the classification of the dimensions to distinguish three behavioral
values for each data set referring to a server resource. The idea is to add all the
contributions for each type of dimensions and then to evaluate the maximum of
them. This method is applied to each server resourcek as following.

• DSer
t [k] =

∑
j vj[k], ∀j | uj ∈ UC

t denotes the contributions provided by
the relevant correlated dimensions;

• RSer
t [k] =

∑
j vj[k], ∀j | uj ∈ UL

t denotes the contributions provided by
the relevant low-correlated dimensions;

• NSer
t [k] =

∑
j vj[k], ∀j | uj ∈ Ut accumulates the contributions of the

not-relevant dimensions.

For each server resourcek, we evaluate the highest term that is,MSer
t [k] =

max{DSer
t [k], RSer

t [k], NSer
t [k]}. In such a way, we can characterize each server

resource on the basis of its main behavioral value:

Server k =





Deterministic if MSer
t [k] = DSer

t [k]
Random if MSer

t [k] = RSer
t [k]

Negligible if MSer
t [k] = NSer

t [k]
(3.4)

It is important to compare the proposed strategy against those obtained through
other approaches that analyze each monitored data set, suchas [115–118]. Exist-
ing models require computationally expensive analyses to evaluate correlation [127],
probability distributions [128], and mean loads [129]. Thecomplexity becomes
excessive especially when each data set consists of severalentries, and it is even
increased by the necessity of applying some pre-filtering technique when the mea-
sures are highly variable, as it is typical in the consideredcontexts.

For validation purposes, we consider again the data set referring to the CPU
utilization of the 50 servers introduced in Section 3.2. We compare the classifi-
cation results of servers achieved by the proposed strategyand other approaches
that analyze each data set. The results of these models are reported in the sec-
ond column of Table 4.5. The results obtained through the proposed approach are
shown in the threeProposed strategycolumns. If we compare the classes with
bold indexes to the server characterization arising from the baseline characteri-
zation reported in the second column, we see a perfect correspondence of results.
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The proposed strategy is able to identify the main statistical behavior of 50 servers
through a classification and a statistical analysis of only the most relevant 9 dimen-
sions of the data set. On this small set of dimensions, we do not need to apply any
time consuming filtering technique since PCA itself allows usto isolate pertur-
bations from data. Thanks to the dimensionality reduction,we can integrate the
server characterization with any decision support for system management in large
distributed systems.

Let us detail the steps of this algorithm applied tor = 9 relevant dimensions
and41 not-relevant dimensions. We apply the ACF to ther = 9 relevant dimen-
sions. For server characterization purposes, we need to be selective in the choice
of the correlated dimensions and we set a high cut-off value of 0.8. The ACF
gives that 5 dimensions arecorrelatedand 4 arelow-correlated(Figure 3.3). The
goal is now to determine which dimensions actually bring information to which
CPU traces of the data set. By evaluating theDSer

t , RSer
t andNSer

t values, we
compute the extent to which correlatedUC

t , low-correlatedUL
t and not-relevant

Ut dimensions are present in the data set.

 0

 10

 20

 30

 40

 50

1 2 3 4 5 6 7 8 9

E
ne

rg
y 

(%
)

Dimension

Correlated
Low-correlated

Figure 3.3: Percentage of energy and classification of the relevant dimensions.

The proposed strategy classifies the characteristics of theserverk through the
three behavioral valuesDSer

t [k],RSer
t [k] andNSer

t [k] without the need of applying
multiple statistical tests to all data sets. In the results reported in theProposed
strategycolumns of Table 4.5, each column highlights in bold text theMSer

t [k]
value for each server. This value denotes the behavioral characterization that is
assigned by the proposed strategy. For example, the baseline analysis of the server
3 computes a mean load utilization of filtered data of 6.39% that classifies it as
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a negligible server. Our strategy reaches the same characterization through the
evaluation of only three behavioral values: a predominantNSer

t [3] value of 0.1866
characterizes the server as under-loaded, thus avoiding the analysis and treatment
of the entire data set.

Analysis of Proposed strategy Analysis of Proposed strategy

each data set each data set

k Behavior DSer
t RSer

t NSer
t k Behavior DSer

t RSer
t NSer

t

1 Random 0.2211 0.2379 0.0181 26 Negligible 0.0569 0.0402 0.1912
2 Negligible 0.0006 0.0009 0.1297 27 Negligible 0.0071 0.0186 0.2028
3 Negligible 0.0443 0.0334 0.1866 28 Negligible 0.0220 0.0268 0.2112
4 Random 0.0391 0.3012 0.1185 29 Random 0.0432 0.1261 0.1127
5 Negligible 0.0186 0.0116 0.1955 30 Random 0.0207 0.2498 0.0137
6 Negligible 0.0162 0.0128 0.1938 31 Deterministic 0.3955 0.0846 0.0927
7 Random 0.0615 0.2379 0.0181 32 Deterministic 0.4183 0.2324 0.0277
8 Negligible 0.0492 0.0370 0.2030 33 Deterministic 0.3037 0.2695 0.0293
9 Random 0.1160 0.2206 0.1236 34 Random 0.2114 0.2388 0.0166
10 Negligible 0.0005 0.0005 0.1309 35 Negligible 0.0478 0.0410 0.1858
11 Deterministic 0.3539 0.1612 0.0540 36 Negligible 0.0387 0.0353 0.2114
12 Negligible 0.0099 0.0049 0.1960 37 Random 0.0275 0.3535 0.0616
13 Negligible 0.0139 0.0122 0.2052 38 Negligible 0.0236 0.0842 0.1214
14 Deterministic 0.3158 0.2091 0.0150 39 Random 0.0611 0.2059 0.0287
15 Deterministic 0.2302 0.0792 0.0860 40 Deterministic 0.3810 0.2160 0.0421
16 Deterministic 0.3057 0.2396 0.0176 41 Deterministic 0.2462 0.0784 0.0815
17 Deterministic 0.3368 0.1016 0.0402 42 Deterministic 0.3902 0.0892 0.0960
18 Random 0.0357 0.3350 0.0712 43 Negligible 0.0003 0.0008 0.1094
19 Random 0.0685 0.2085 0.0071 44 Negligible 0.0039 0.0100 0.1755
20 Deterministic 0.2755 0.1612 0.0251 45 Deterministic 0.3879 0.1695 0.0458
21 Random 0.1170 0.2858 0.0239 46 Deterministic 0.3002 0.0716 0.0866
22 Random 0.0837 0.3412 0.0213 47 Negligible 0.0090 0.0198 0.1659
23 Deterministic 0.3955 0.0846 0.0927 48 Negligible 0.0221 0.0237 0.2081
24 Deterministic 0.3163 0.3154 0.0374 49 Negligible 0.0006 0.0003 0.1388
25 Negligible 0.0002 0.0006 0.1037 50 Deterministic 0.2032 0.0898 0.0844

Table 3.1: Characterization of servers behavior.

In this chapter we do not report all possible exploitations of the proposed
strategy. Just to give another example, we observe that considering the amount
of servers characterized by negligible activities offers avaluable information for
management optimizations. In our case study, we have that 20over 50 servers
are prevalently negligible, that is, mainly underloaded during two weeks of obser-
vation. In a similar context, a resource management system that logically pools
all server resources would increase the overall system utilization and diminish
operational costs by turning off some unnecessary servers.



Chapter 4

Anomaly detection

At the basis of most real-time strategies for large Internetsystems management
there is the need to continuously evaluate system state behavior and to detect
when an anomaly is occurring. Modern Internet systems open new and interesting
scenarios in the field of the research on the online detectionmodels.

In this chapter, we propose flexible and adaptive detection models that we
demonstrate they are suitable to analyze continuous streams of data coming from
Internet-based systems characterized by high variabilityand non stationarity of
the monitored resource measures that result in not-acceptable false alarm rates.
Our models solve the limits of the traditional solutions while retaining their com-
putational efficiency. The solutions we present address twodistinct detection
problems: state change detection (Section 4.1) and behavioral change detection
(Section 4.2).

4.1 State change detection

Most real-time management decisions related to modern Internet-based systems
are activated after a notification that a relevant state change has occurred in some
system resource(s). Anomaly detection, quality and accesscontrol, request redi-
rection, process and virtual machine migration, hardware re-mapping, diagnosis
and fault detection, to name a few, are examples of processesthat are activated
after the detection of a significant and non-transient system state change. For
this reason, the most important system resources should be continuously moni-
tored and data be passed to some statistical models that decide almost immediately
whether a relevant state change has occurred or not.

Internet-based systems pose novel challenges in the field ofstate change de-
tection. We are moving from the more traditional area of offline contexts, where
the models are applied to well defined sets of data with (almost) no temporal
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constraints, to online contexts, where models receive continuous streams of data
and have to answer almost immediately. We have to consider novel types of data
streams. Indeed, because of internal system operations, such as context switching,
virtualization, and I/O operations, and of the unpredictable variability of the user
request rates, monitored resource measures arenon-stationaryand typically both
the mean and the variance vary over time. Moreover, these measures exhibit what
we can callhigh variability, that corresponds to a standard deviation comparable
to (and even larger than) the mean and that can be quantified bya coefficient of
variation larger than one. Finally, non-stationary behaviors occur at a faster time
scale with significant variations even over short time intervals.

In these contexts, the most common models used to support thedetection of
relevant state changes, such as Particle Filtering [132], Kalman filter [133] and
Sequential Monte Carlo Method [134], are not effective because they require the
knowledge of some statistical characteristics of the time series [135, 136]. Other
popular state change detectors, such as the threshold-based detectors, the She-
whart chart, the Exponential Weighted Moving Average (EWMA)chart and the
traditional Cumulative Sum (Cusum) chart, are often inadequate because when
data streams are characterized by non-stationary behaviors and high variability,
they cause either a large number of false detections or absence of detections de-
pending on the chosen parameters of the model [45,137].

In this section, we propose a new adaptive model that combines two key in-
gredients:

• a detection rulebased on a new adaptive implementation of the Cusum
model [138] that is able to keep the detector performance (interms of both
false detection rate and absence of detection rate) close tooptimal;

• a data representationthat uses an online Wavelet-based filter that is able
to rectify the monitored data by eliminating random non-Gaussian errors
while retaining the main features of the original data stream.

We demonstrate that the proposed adaptive state change detection model is
able to provide the best results for several statistical characteristics of data com-
ing from real and emulated contexts, and that it is able to satisfy the temporal
constraints that are typical of real-time resource management systems.

4.1.1 Problem definition

Online detection problem

We are interested in an online version of the state change detection problem where
the time series is represented by a continuous stream of measurements of the re-
source usage of Internet-based servers.
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In time series characterized by non-stationary conditions, astateis defined as
a subset of the continuous data stream where data are characterized by the same
statistical properties that we generically denote byϑ. It can refer to one attribute
(e.g., mean, variance, distribution) or a combination of them. We definerelevant
state changeas a shift larger than∆ > 0 in theϑ metric that the model should be
able to timely detect. The actual value of∆ is actually application dependent.

We consider a continuous stream of temporally ordered samples
{y} = {y1, . . . , yi, . . . }, and we focus on operations and parameters that the
model has to apply at a generic sampleyi. Before this sample, we can assume
that the model has identified one or more state(s), each characterized by an online
computation of the statistical characteristicsϑ̂ of interest for the detection model.
Let us denote byys and by ϑ̂s the first sample of the present state of the data
subset includingyi and its estimated statistical characteristics, respectively. (We
implicitly assume that there was no relevant state change betweenys andyi.) At
the sampleyi, the online detection model has to evaluate whether a relevant state
change occurs or not. To do this, a statistical representation fy(ys, . . . , yi) of the
samples betweenys andyi is dynamically evaluated to provide an estimation of the
statistical properties of the data stream and adetection rulemust verify whether
the deviation among the estimated statistical properties of the current statêϑs and
the statistical representationfy(ys, . . . , yi) of the samples betweenys andyi over-
comes a certain threshold. This is typically done on the basis of the likelihood
ratio [151], that estimates the deviations among the statistical representation of
the data samples and the current state.

We distinguish two classes of detection models, where the differences reside
mainly in the way to consider these deviations, the way to choose the statistical
threshold, and the way to represent the samples betweenys andyi.

In particular, the first class uses as a threshold a functionf 1
∆ of the minimum

value∆ of the shift that the model should capture and comparesf 1
∆(∆) with a

punctual evaluation of the deviation between the estimation of the current state
ϑ̂s and the functionfy(ys, . . . , yi). The models belonging to this class (e.g., the
Threshold-based models [149] and the Exponential WeightedMoving Average
(EWMA) [45]) can detect the presence of a relevant state change on the basis of
the following equation:

detection rule=

{
state change, if |ϑ̂s − fy(ys, . . . , yi)| ≥ f 1

∆(∆)

no state change, otherwise.
(4.1)

The second class of state change detection algorithms are based on again func-
tion g (e.g., the Cumulative Sum [138]). The gain functiong can be considered as
an accumulator of the detection model: during a relatively stable state it should be
close to zero, and it should depart from zero when a relevant change occurs in the
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time series. It sums up the consecutive partial increments (decrements) among the
online estimation of the current statêϑs and the sampleyi every time that the de-
viation between the current state estimationϑ̂s and the online data representation
fy(ys, . . . , yi) reaches a reference value of the minimum shift∆ computed by the
functionf 2

∆. In such a case:

gi = gi−1 + fg(|ϑ̂s − yi|), if |ϑ̂s − fy(ys, . . . , yi)| ≥ f 2
∆(∆) (4.2)

gi = gi−1, if |ϑ̂s − fy(ys, . . . , yi)| < f 2
∆(∆) (4.3)

whereg is initialized tog0 = 0 and it is reset to 0 every time that a state change is
detected.

g is characterized by a stable value when the condition|ϑ̂s− fy(ys, . . . , yi)| ≥
f 2
∆(∆) is not satisfied. The functionfg(|ϑ̂s − yi|) computes the actual value of

increment (decrement) among the online estimation of the current stateϑ̂s and
the actual sampleyi that must be summed togi−1. The choice of the function
fg differs from a detection model to another [151] and depends on the statistical
characteristics representative of a time series. When the intensity of consecutive
detected shifts is over a given thresholdH, the model has to signal a relevant state
change. Therefore, the detection rule of this class of models can be written as
follows:

detection rule=

{
state change, if gi ≥ H

no state change, otherwise.
(4.4)

The choice of the characteristic thresholdH depends on the specific gain function
g and on the performance required by the state change detection algorithm.

We give an example of gain function computed on the time series of Fig-
ure 4.1(a). It refers to the CPU utilization of a server sampled every five seconds
and that is characterized by a relevant load change at sample100. Figure 4.1(b)
reports the results of the gain functiong applied to that time series. As expected,
g is characterized by a significant increment at the instant ofthe relevant change
in the system load.

For both classes of detectors, when a relevant state change is detected, the
detection model has to provide an estimation of the statistical characteristiĉϑ of
the novel state. For simplicity reasons, without loss of generality, in this chapter
we consider the state change detection problem applied to the case of relevant
changes in the mean of the time series. Hence, we considerϑ̂ = µ. In this way,
after a state change the estimation of novel state should be able to capture the
central tendency of the time series during that state.
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Figure 4.1: Detecting relevant state changes through a gainfunction

Online detection problem in non-stationary, highly variable and spike con-
texts

The performance of the state change detection algorithms depends heavily on the
statistical properties of the time series [45]. The contextof the Internet-based
servers where data streams are continually collected from monitored system re-
sources opens interesting new challenges. These servers are subject to variable
resource demands, heterogeneous processes, different levels of virtualizations.
Consequently, monitored system resources are characterized by high levels of uti-
lization, unexpected and unpredictable events and severalsources of perturbations
which result into spikes. The highly variable, non-stationary and unpredictable
usage of resource measures and the presence of spikes and other perturbations
with variable intensities complicate the identification ofthe system state and state
changes. Detecting relevant state changes is further complicated by the temporal
constraints imposed by real-time management strategies that receive the outputs
of the online detection algorithms. This novel perspectiveprevents the application
of state of the art algorithms working offline (e.g., [138]).We will show that it
causes poor performance even of the most popular algorithmsthat can be applied
to online continuous streams.

We give some examples of the major issues that affect the online detection
algorithms when applied to Internet based servers. The architecture that we use for
our evaluations is a typical distributed multi-tier Web system that is based on the
implementation presented in [152]. The application servers are deployed through
the Tomcat servlet container, and are connected to MySQL database servers. In
our experiments, we exercise the system through realistic traces. We emulate
more variable scenarios by means of the TPC-W workload generator [153]. Our
workload scenarios are described by distinct step variations of the external load
obtained by changing the number of emulated browsers. The algorithm that we
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use in the following evaluation is the Cumulative Sum (Cusum) that is a widely
used sequential analysis technique for detecting changingpoints in time series.

In the following examples, we use the CPU utilization of the database server as
the representative system resource measure, because of thestrong correlation of its
utilization level with the external load (larger than0.8). We set as representative
states value{µ} the mean of the CPU utilization samples during the period in
which the external load was constant and select the samples of change{s} as
the sample in which the number of emulated browser changes. Figure 4.2(a),
Figure 4.3(a) and Figure 4.4(a) show the CPU utilization of three database servers
that are subject to different external loads: the first user scenario is characterized
by relevant changes in the number emulated browser at samples {50, 150, 200,
250, 315, 440, 475, 540}; the second one by any relevant change; and the last one
by a single relevant change, at sample 300, in which both the user requests type
and the number of emulated browser are changed. We consider that all detected
changes signaled correctly by the detection algorithm are called true positives
(TP ). If an algorithm does not detect one relevant state change,the related sample
is classified asfalse negative(FN ). Analogously, the detection of a change is
classified asfalse positive(FP ) if it occurs when the time series is in a stable
state.

Figure 4.2(b), Figure 4.3(b) and Figure 4.4(b) show the results of the gain
function g function referring to the Cusum algorithm. In all of these figures,
the horizontal dotted lines represent the upper and lowerH thresholds set by the
model, that signals a relevant state change every time the gain function g over-
comes these limits. Each circle at the bottom and at the top ofthe figures denotes
a false positive detection, that is, a signaled change that does not correspond to a
real state change. A cross denotes a correct detection of a state change, that is a
true positive.

Figure 4.2(a) reports a time series characterized by non-stationary, highly vari-
able and unpredictable data. These statistical propertiesof the data stream make it
difficult to the model to identify intervals of stability in which the statistical prop-
ertiesϑ remain constant. This reflects in oscillating values of the gain function
that cause a lot of signals not corresponding to real state changes: there are eleven
false positive detections and two false negative detections that are the undetected
changes at sample 315 and 540.

Figure 4.3 reports a typical result achieved by existing algorithms by the Cusum
algorithm applied to spiky time series. Since theg function accumulates the devia-
tions of the monitored data from the current state, it records also the contributions
of instantaneous spikes and anomalous perturbations departing from the current
data behavior. These contributions are usually of high intensity and cause an im-
mediate exceeding of theH threshold. For this reason, we have false positive
detections corresponding to the peaks of the time series. Removing out-of-scale
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Figure 4.2: Time series characterized by non stationarity,high variability and
unpredictability
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Figure 4.3: Time series characterized by spikes
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values through filtering algorithms before applying the detection rule should solve
this problem. For this reason, instead of using the originaltime series{y}, we sug-
gest the use of an onlinedata representation{x}, that is a rectified version of the
monitored samples. More details will be given in Section 4.1.2.

In Figure 4.4 we report an example where the Cusum detection model is ap-
plied to a time series characterized by a variable variance that passes from a higher
value in the interval[0 : 300] to a lower value after the state change. Here, the
detector exhibits two problems: false positive detectionsat samples 90 and 112
during the interval of high variance and excessive delay because the relevant state
change is signaled 21 samples after its occurrence at sample300. A late detec-
tion is equivalent to an incorrect detection when the delay is incompatible with
the temporal constraints imposed by the online context. These problems are the
consequence of a static estimation of the time series variance used by the models
for detecting changes in the mean [137]. For this reason, an efficient state change
detection model in the context of Internet-based systems must adapt its detection
policies to the variable variance of the time series.

This preliminary analysis evidences the main problems thatmay affect an on-
line state change detection algorithm when the time series show the main statisti-
cal properties characterizing data streams related to Internet-based servers: false
detections and lack of signals. We conclude that novel online detection models
are required in the context of data streams related to modernInternet-based archi-
tectures.

4.1.2 Adaptive model for state change detection

The performance of change detection algorithms is highly dependent on the statis-
tical characteristics of the measured data [45]. Because of the inherent variability
and non-stationary behavior of the monitored processes related to Internet-based
servers, existing algorithms achieve poor results.

We propose a new methodology that extends and integrates twowell known
models (Cusum [138] and Wavelet [146]) in two directions: adaptability and ap-
plication to continuous data streams. The integrated version can be efficiently
implemented and is therefore suitable to online detections. The motivation for our
choice comes from the observation that the Cusum change detection algorithm has
been proven to be optimal in terms of detection delay and minimum false alarm
probability [154]. Nevertheless, its direct application leads to poor results when
the data stream is characterized by high variability. To this end, we combine it
with an online Wavelet filter. We adopt Wavelet filters for their ability to remove
random errors from time series (operation which is known as denoising or rec-
tification depending on the context [147]) without affecting the relevant features
of the original data stream. In this respect, they have proven to be optimal with
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respect to various error norms and smoothness property [147].

The baseline Cusum algorithm

Cusum is a widely used model for detecting changing points in otherwise sta-
tionary time series with known statistical characteristics. Proposed by Page in
1954 [138], this technique has been extensively studied andextended since [135,
155]. The Cusum algorithm has been shown to be optimal when thevariance of
the time series does not change, in that it guarantees minimum mean delay to de-
tection in the asymptotic regime when the mean time between false alarms goes
to infinity [154].

In this section, we describe the baseline Cusum algorithm; weuse it in the
experiments as a comparison testbed and to illustrate the benefits of our online
Adaptive Cusum algorithm.

Given a time series{ys, . . . , yi} with known meanµs, the one-sided Cusum
detects an increase in the mean through the followinggi gain function:

g+0 = 0 (4.5)

g+i = max{0, g+i−1 + yi − (µs +K+)} (4.6)

which measures positive deviations of the monitored time seriesyi from the state
valueµs. The gain functiong+i accumulates deviations ofyi from the state value
µs that are greater than a pre-defined thresholdK+, and resets to 0 on becoming
negative. The termK+, which is known as the allowance or slack value, deter-
mines the minimum deviation that the statisticsg+i accounts for, and depends on
the choice of the minimum shift to be detect,∆. According to the detection rule
common to all detection models, a positive change is signaled wheng+i exceeds a
design chosen thresholdH+.

The one-sided Cusum test for detecting negative deviations is defined simi-
larly, as:

g−0 = 0 (4.7)

g−i = max{0, g−i−1 + (µs −K−)− yi} (4.8)

A negative change is signaled wheng−i exceeds a thresholdH−.
A two-sided test to detect both increases and decreases is obtained by applying

the two tests simultaneously. As in this chapter we are interested in detecting
both increases and decreases, we will consider the two-sided test. For the sake
of simplicity we will consider the symmetric case wherebyK+ = K− = K and
H+ = H− = H.
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When a relevant shift is detected, the Cusum test also providesan estimate of
the new system stateµs+1 through the following equations:

µs+1 =

{
µs +K +

g+i
N+ if g+i > H

µs −K − g−i
N−

if g−i > H
(4.9)

whereN+ (N−) denotes the number of samples elapsed since the last timeg+i
(g−i ) was set to zero, that isN+ = i− inf{j | g+j = 0} and similarly forN−.

The performance of the Cusum test is expressed in terms of the so calledAver-
age Run Lengths(ARL): ARL0 denotes the average number of samples between
false detections when no change has occurred;ARL1 denotes the average num-
ber of samples to detect a change when it does occur. Ideally,ARL0 should be
large, whileARL1 should be small. Both ARL measures are affected by the de-
sign parametersH andK. To achieve good performance, the suggested values
in stationary time series areK = ∆

2
, where∆ is the minimum shift to be de-

tected, andH = 5σy, whereσy is the time series standard deviation [45]. In these
conditions characterized by stationarity and constant variance of time series, the
choice ofK = ∆

2
has been shown to provide near minimalARL1 for a wide

range of threshold valuesH, whileH = 5σy guaranteesARL0 = 470 for a shift
of ∆ = σy, which is typically considered as a reference value.

There are several techniques to computeARL0 andARL1. In this chapter,
we consider the Siegmund approximation that combines simplicity and efficacy
[156].

In Figure 4.5 we plotARL0 andARL1 (∆ = σy, K = ∆/2). As shown in
this figure, the performance of the Cusum algorithm is heavilydependent on the
ratioH/σy. Let us consider first a fixed standard deviationσy and let us vary the
threshold valueH. As expected, for larger values of the thresholdH, it is more
difficult to incur in false detections (that is, it is more difficult that perturbations
of gi exceed the threshold) at the cost of an increasing detectiondelayARL1

sincegi needs to attain larger values for detection. From the same figure, we can
also observe that, by increasing the thresholdH, the false detection rate (which
is inversely proportional toARL0) decreases exponentially fast at the expense of
higherARL1.

Let us now fixH and let us vary the standard deviationσy. The key observa-
tion here is that the performance of the Cusum rapidly degrades asσy increases
(smaller values ofH/σy), since the false detection rate increases exponentially
fast. Observe that this could be compensated by using large value ofH which, on
the other hand, has a negative impact on detection delay which, in on-line opera-
tion, must be kept as small as possible. As a consequence, in anon-stationary con-
text whereby the variance can exhibit significant variationover time, we should
not rely on a fixed set of parameters.
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The online Adaptive Cusum detector

The basic Cusum algorithm is the best choice for statistical quality control of
many processes characterized by stationary time series [45]. Unfortunately, it can-
not be directly applied to online state change detection in Internet-based systems.
First of all, the Cusum algorithm requires knowledge of the stationary state value
µs against which measuring the time series deviations. Our experience shows this
does not apply to computer system resource dynamics: CPU, disk and network
usage dynamics are clearly non-stationary with respect to all relevant statistics,
where the mean value and standard deviation vary over time. Second of all, the
non-stationary behavior prevents the possibility of setting the design parameters
H andK that can guarantee good performance over time. This is a critical is-
sue because, as we have seen, for any fixed value ofH the Cusum performance
rapidly degrades as the time series standard deviationσy increases.

In this section, we propose a version of the Cusum model that wecall Adaptive
Cusum, capable of detecting state changes in face of the non-stationary character-
istics of the continuous data stream. The proposed algorithm aims to solve the
limitations of the baseline Cusum algorithm outlined above as follows:

1. we replace the reference state valueµs by an adaptive estimationµi of the
time series mean;

2. we replace the standard deviationσy by an online estimationσi of it ;

3. we dynamically adjust the thresholdH as to provide a targetARL0 perfor-
mance in spite of high and possibly time varying variances.

The proposed Adaptive Cusum-based detector consists of two components:
an Exponential Weighted Moving Average (EWMA) filter that tracks the slow
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varying mean, and a two-sided Cusum test with varying thresholds for detecting
relevant state changes. We consider the following trackingEMWA filter:

µi = αyi + (1− α)µi−1 (4.10)

where0 < α ≤ 1 is typically set to1/(1+2Π∗ cf) andcf is the cutoff frequency
of the EWMA filter [157].

The time series varianceσy is in general unknown and varying over time.
We resort to a widely adopted approximation of variance that, for the sake of
simplicity necessary in an online context, basically replaces the standard deviation
σy with the mean deviationE[| y − E[y] |] computed over time [158]:

σi = α | yi − µi | +(1− α)σi−1 (4.11)

where0 < α ≤ 1 is the same as in (4.10).
By setting a suitable value forARL0 so to guarantee good performance in

terms of low false detections, we are able to dynamically adjust the value of the
thresholdH∗ to reflect the variation of the data stream variance. This keeps a
desired performance of the state change detector. The computation ofH∗ for
the desiredARL0 is carried out by a numerical inversion of the the Siegmund
approximation [156], where the parameters are set as following: K = ∆

2
, where∆

is the smallest shift we want to detect (state changes smaller than∆ are accounted
for by µi which tracks the state). Hence, to evaluateH∗ we use:

ARL
+/−
0 =

e
∆

σi
(H

∗

σi
+1.166) − ∆

σi
(H

∗

σi
+ 1.166)− 1

∆2

2σ2
i

. (4.12)

The resulting curve is plotted in Figure 4.6(a) where the target run length is
set toARL0 = 1000. As expected,H∗ increases significantly as a function ofσi.
We can compute a closed form approximation of the curve through a polynomial
approximation. ForARL0 = 1000, we obtained a good approximation with the
following 3rd degree polynomial:

H∗(σi) = −1.3645σ3
i + 10.3031σ2

i + 3.1860σi − 0.2882 (4.13)

The detection rule is provided by modifying (4.6) and (4.8) as following:

g+0 = 0 (4.14)

g+i = max{0, g+i−1 + yi − (µi +K+)} (4.15)

g−0 = 0 (4.16)

g−i = max{0, g−i−1 + (µi −K−)− yi} (4.17)
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whereµs is replaced by the adaptive estimation of the stateµi.

A state change is detected wheneverg+i or g−i exceeds the thresholdH∗. When
a change occurs, the online estimation of the stateµi is updated through the online
implementation of (4.10):

µi =

{
µi−1 +K +

g+i
N+ if g+i > H∗

µi−1 −K − g−i
N−

if g−i > H∗
(4.18)

This adaptive version of the Cusum algorithm we have presented is able to
deal with non-stationary time series. It does so by adaptingthe thresholdH∗ to
the online estimate of the time series standard deviation, to guarantee acceptable
level of false detections. Clearly this comes at a cost. In Figure 4.6(b) we also
plot theARL1 of the Adaptive Cusum as function ofσi. ARL1 is a function of
H∗, which in its turn, in our scheme, is function ofσi. As expected,ARL1 grows
for increasing values ofσi. This can be explained by observing that for higher
values ofσi the algorithm requires higher values of the thresholdH∗ to guarantee
a desired level of false detection rate. The higher values ofthe thresholdH∗

translate into higher detection delays (see Figure 4.5).

As confirmed by our experiments, because of the high variancethat character-
izes time series related to Internet-based servers, the Adaptive Cusum algorithm
alone might not be sufficient to guarantee good detection performance. To over-
come these limitations, we combine our novel change detection algorithm with
a data representation obtained by therectificationWavelet algorithm that should
reduce the noise/perturbations from the measurements and improve the change
detection performance. We discuss it below.
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Wavelet-based denoising

The performance of the adaptive Cusum algorithm is negatively affected by high
variability in the original time series. Hence, we have to reduce the amount of
noise/perturbation through some rectification algorithm.There are many existing
techniques which can be broadly classified into linear and non-linear methods.
Linear filter-based methods are widely adopted for their ease of use and compu-
tational efficiency. Unfortunately, they are single scale by nature, that is, they
are simple low pass filters. As a consequence, if a time seriescontains features
at multiple scales, linear filters must tradeoff the extent of noise removal with
the quality of the retained features [49]. In our context, this would either result
in reduced noise removal and too many false detections or in excessive smooth-
ing which would nullify the effectiveness of the overall change detection scheme.
Non-linear methods, inherently multiscale, exhibit better performance than the
linear counterparts. In particular, Wavelet-based methods have been shown to
be nearly optimal for various error norms and smoothness of the resulting time
series [147]. Wavelet denoising exploits the use of a orthonormal basis local-
ized both in space and frequency which allows us to reduce/remove noise without
smoothing the time series features.

In this section we describe the rectification phase we adopt before the appli-
cation of our adaptive state change detection model. In other words, to improve
the performance of the change detection algorithm, we find itbetter to consider
a rectified data representation{x} [49] than the original data stream{y}. Here,
{x} retains the significant features of the original data but removes (most of) the
variability that can be ascribed to short-term perturbations. We regard{x} as the
data representation of the monitored process obtained through an online version
of the Wavelet model, and we apply state change detection rules based on the
adaptive version of the Cusum algorithm to the rectified time series{x}. We re-
fer to an online version of the Wavelet-based denoising/rectification [49], that is
a powerful method for filtering/rectification, and use it as abasis of our online
data representation. Rectification based on the Wavelet transform [146] is able
to isolate and remove the perturbations that affect the monitored processes. As
observed above, the reason of this result is that it uses an orthonormal basis local-
ized in space and frequency while the traditional solutionsbased on exponential
smoothing techniques work only in the frequency domain.

We start giving a definition of Wavelet transform, commonly used in the offline
contexts, that represents a time series as the sum of a shifted and scaled version
of a base Wavelet functionψ and a shifted version of a low-pass scale functionφ.
With a proper choice of the Wavelet and scale functions, the resulting families of
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functions are:

ψmk(n) =
√
2−mψ(2−mn− k) (4.19)

φmk(n) =
√
2−mφ(2−mn− k) (4.20)

wherem andk are the dilation and translation parameters, respectively, from an
orthonormal basis. A time series{y} can be conveniently rewritten as follows:

yi =
n2−L∑

k=1

aLkφ(i) +
L∑

m=1

n2−m∑

k=1

dmkψmk(i) (4.21)

whereaLk is thek-th scaling function coefficient at the coarsest scaleL, dmk is
thek-th Wavelet coefficient at scalek, andn is the time series length. The coeffi-
cientsm andk are computed by the inner product of{y} with the base functions.
Computation of the transform and its inverse can be done inO(n). As indicated
in [49], in our implementation we set the coarsest scaleL equal to5 if the time
series is perturbed by white noise,L = 4 otherwise. A key feature of this repre-
sentation is that the Wavelet decomposition captures significant signal features in
few relatively large coefficients, while perturbations result uncorrelated. As a re-
sult, perturbations - and perturbations only - can be effectively removed by setting
equal to zero the Wavelet coefficients smaller than a threshold specified below.

Summing up, we obtain the data representation{x} of the original time series
{y} through the following steps:

1. compute the Wavelet transform of the original time series{y}. We use the
standard Haar function [159] as a base Wavelet, which consists of a simple
rectangular impulse function;

2. set to zero the Wavelet coefficients which are lower than a suitable thresh-
old tm wherem is the dilation parameter. As indicated in [49], we set the
thresholdtm = σm

√
2 log n whereσm = 1

0.6745
median{|dmk|};

3. compute the inverse Wavelet transform to obtain{x}.

This rectification technique has been proved to be superior to other approaches
[147] but it can only be applied on offline operations. Since this would be not
acceptable for real-time operations, we consider the online version proposed in
[49] where, at each stepi, the rectified valuexi is computed using only past values
as follows:

a)consider the sub-sequence{yi} = (yi−M+1, . . . , yi) of maximum dyadic length,
e.g., withM = ⌊log2 i⌋;
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b) compute the rectified sequence(z1, . . . , zM) of the sub-sequence{yi} using
the steps 1-3 above;

c) setxi = zM , e.g., set the actual rectified value equal to the last value of the
rectified sequence computed at stepb).

This online version can be computed inO(n log n) steps (see [49] for details)
and it is therefore suitable to efficient implementations that are required by real-
time management systems.

The overall scheme which combines the Wavelet-based rectification phase de-
scribed in this subsection and the adaptive change detection phase described in
Section 4.1.2 is summarized in Figure 4.7. The original measurements{yi} are
fed to the rectification phase which produces therectified data representationxi.
This is passed to the change detection phase implemented by the Adaptive Cusum
algorithm, which consists of a standard deviation estimator that adaptively com-
putes the Cusum thresholdH∗, an EWMA filter to estimate the time series mean
µi, and the Cusum algorithm itself which outputs the change detection events.

Figure 4.7: Schematic view of the proposed methodology

4.1.3 Other detection algorithms

The choice of the most appropriate model for state change detection depends on
several factors, among which the application context and the statistical properties
of the time series are the most important. These factors guide the choice of the
detection rule and the data representation technique most appropriate to the state
change detection model. As the focus of this chapter is on state change detection
algorithms working online in the context of Internet-basedsystems, many existing
models cannot be considered for comparison because they canwork just offline.
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Hence, as a term of comparison, we consider three popular classes of models
that can be applied to online contexts: threshold-based model [149], Exponential
Weighted Moving Average (EWMA) [45], baseline Cusum [138].

The second important element is that the considered data streams are charac-
terized by a high variability to the extent that, for a fair comparison, all considered
algorithms work on a filtered data representation instead ofraw data. To this pur-
pose, we consider three rectification techniques: Exponential Weighted Moving
Average (EWMA) [45], Kalman filter [142] and Wavelet [49]. Thecombination
of state change detection algorithms and filtering methods allows us to consider
the following detectors:

• EWMAn-Threshold (Section 4.1.3);

• EWMAn-EWMA (Section 4.1.3);

• Kalman-baseline Cusum (Section 4.1.3);

• EWMAn-baseline Cusum (Section 4.1.2);

• Wavelet-baseline Cusum (Section 4.1.2):

• Wavelet-Adaptive Cusum (Section 4.1.2).

EWMA n-Threshold detector

Threshold-based models are commonly applied to Internet-based systems to sup-
port many real-time management algorithms [160–162]. The threshold-based de-
tector uses a data representationxi of the measurements that filters them through
an exponential weighted moving average. It is defined as:xi = λyi+(1−λ)xi−1,
where0 ≤ λ ≤ 1 (a value isλ = 2

n+1
[45]) and the starting representative state

value is the mean ofn time series values, that is,µs =
∑n

i=1(yi)/n. On the
basis of the chosen number ofn past values, we denote the data representation
technique as EWMAn. We consider a detection based on a single threshold [149].
The detection rule compares the deviation among the value ofxi and the estimated
meanµs to a statistical threshold set equal to∆, that is, the smallest shift to be
detected. Therefore, the considered detection rule is:

detection rule=

{
state change, if |µs − xi| ≥ ∆

no state change, otherwise.
(4.22)

When a state change is detected,µs is updated to the current value of the data rep-
resentationxi . The performance of the threshold-based detectors dependson the
choice of the threshold value. There is no theoretical support for it, and the right
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choice of the threshold value completely depends on the application context and
the workload characteristics. The quality of the threshold-based detectors tends to
worsen when working on time series with high variances, thatare responsible for
many false positive detections.

EWMA n-EWMA detector

The Exponential Weighted Moving Average (EWMA) is largely used to detect
state changes in control charts [45] that are tools to determine whether a process is
in a stable statistical control. The data representationxi is an exponential weighted
moving average computed onn past values. This algorithm detects a relevant state
change each time the shift amongµs andxi overcomes a threshold depending on
∆, on the standard deviationσy of the time series and on the cut-off frequencyλ
of the EWMA data representation. The detection rule is definedas:

detection rule=

{
state change, if |µs − xi| ≥Mσy

√
λ

2−λ

no state change, otherwise.
(4.23)

whereM is the length of the control limits and depends on the minimumshift ∆
to be detected.µs is set to the current value of the data representationxi each time
the model detects a state change.

The EWMA detector is a good model when small shifts have to be detected [45].
In these conditions, the performance of the EWMA is similar tothat of the base-
line Cusum. Otherwise, when the state change consists of a large shift, the quality
of the EWMA tends to decrease [45]. Moreover, the EWMA-based detectors are
characterized by a tradeoff between the false positive detections and the number
of false negative detections. A detector using a small setn of past values offers a
more reactive data representation and tends to maximize thenumber of true posi-
tive detections at the cost of some false positive detections. Increasing the number
n of considered past values, the data representation becomessmoother and should
decrease the number of false positive detections at the costof some false negatives.
For this reason, in our context it is hard to find ann value able to provide reliable
and efficient performance for time series with time-varyingcharacteristics.

Kalman-baseline Cusum detector

State change detection models with the Kalman filter as data representation and
the baseline Cusum as the detection rule are widely used in literature [137, 163].
The traditional implementation of the Kalman filter requires the knowledge of the
system state model, which is impossible to define in the Internet-based context due
to its non-stationary and unpredictable behavior [11]. Forthis reason, we consider



Performance results 37

a simplified version of the Kalman filter, as presented in [142]. The considered
data representation algorithm, namely BART, combines a version of the Kalman
model for filtering the bandwidth measurements with a changedetection model
based on the Cusum test. The Kalman filter estimates the data representationxi
as follows:

xi = xi−1 +Gi(yi −Dxi−1) (4.24)

whereGi is the Kalman gain,yi is the measured quantity and theD matrix repre-
sents its one step model. A Cusum based algorithm is then applied toxi to update
quickly the system state value when a state change is detected. This makes it fea-
sible to overcome the tradeoffs regarding speed of adaptation to changes versus
stable estimation. The BART algorithm can be directly applied in our contexts.
We use the model parameter values that are tailored in [142].

The output of this algorithm is used as the data representation for the baseline
Cusum detection rule. The quality of this detection model is conditioned by the
ability of the BART algorithm to maintain a stable estimation of the state, through
the choice of the statistical thresholdH and of the slack valueK that represents
the minimum deviation that the detection rule of the baseline Cusum accounts
for. The BART data representation tends to reduce significantly its quality in
non-stationary conditions and when the time series variance increases because it
updates continuously its state also during periods of stability. This tends to cause
a high number of false detections.

4.1.4 Performance results

In this section, we present the main performance metrics . Then, we evaluate the
quality of the proposed online detection model in differenttime series conditions
carried out by modifying several parameters of the originaltime series in terms of
variance and perturbations .

Performance metrics

The detection quality of the state change detection algorithms is evaluated in
terms of the well known metricsrecall, precision[164] andmean delayfor detec-
tion [137].

We definerecall as the fraction of detections that are relevant to the time series
and that are successfully retrieved:

recall =
TP

TP + FN
(4.25)
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This measure can be considered as the probability that a change is success-
fully detected by the algorithm. To achieve a recall value equal to1, the detection
algorithm must signal all relevant changes. The value of therecall alone is insuffi-
cient, because it must be supported by some information related to the number of
false detections. This is measured by theprecision, that is the fraction of relevant
detections:

precision=
TP

TP + FP
(4.26)

where(TP +FP ) is the total number of detections. The precision gives informa-
tion on the ability of a detection algorithm to limit false state change detections. A
precision equal to1 means that the algorithm detects only relevant changes, while
low precision values are caused by a detection algorithm that signals many false
state changes.

A tradeoff between recall and precision values exists. These two metrics can
be combined into one measure, namely theF-measure, that gives a global estima-
tion of the detection quality. The F-measure is the weightedharmonic mean of the
precision and recall, that is,

F-measure= 2
precision ∗ recall
precision+ recall

(4.27)

An F-measure value close to1 denotes a good detection quality, while it is
lower for detection algorithms affected by false positive and false negative detec-
tions.

Themean delayfor detection is related to the ability of an algorithm to detect
a state change when it actually occurs. It quantifies the timerequired for the de-
tection of a new state through the distance between the sample at which the model
signals a state change and the actual sample of change in the state representation,
and computes the mean over all the state changes. For example, let us consider a
time series withY state changes. Let[s1, . . . , sY ] be the actual samples of change
and [ŝ1, . . . , ŝY ] the samples at which the model detects the changes. The mean
delay for detection is defined as:

mean delay=

∑Y
i=1(ŝi − si)

Y
(4.28)

Good detection algorithms should minimize the mean delay for detection.

Detection quality

As we are interested in online detections of changes in non-stationary, unpre-
dictable time series arising from real application contexts, in this section we eval-
uate the detection quality of the proposed algorithm for a wide range of time series
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based on emulated profiles deriving from real measures. We consider times series
with a relevant increment of their values followed by a proportional decrement
as in [165]. To facilitate the analysis and algorithms comparison, the profile is
normalized so that state increases/decreases are denoted by a unit value and the
model parameter values are set to provide the best results inevery considered time
series.

As expected, all detection algorithms tend to diminish their detection quality
for increasing variability of the time series. It is important to apply the detec-
tion algorithms on time series characterized by different levels of variability. As
described in [166] and [167], the most important statistical properties that char-
acterize a time series are the standard deviationσy, and the data correlation index
ρy. σy measures the dispersion of data whileρy measures the dependence of per-
turbations on the behavior of time series values. To this purpose we evaluate the
performance metrics of the detection algorithms as a function ofσy and forρy set
to 0. The recall and precision results for all considered algorithms and for several
σy values are reported in Tables 4.1 and 4.2, respectively.

σy EWMA 5 EWMA 5 EWMA 10 EWMA 5 Wavelet Kalman EWMA 5 Wavelet
Threshold EWMA EWMA baseline baseline baseline Adaptive Adaptive

Cusum Cusum Cusum Cusum Cusum
0.1 1 1 1 1 1 1 1 1
0.2 0.97 1 1 1 1 1 1 1
0.3 0.96 1 1 1 1 1 1 1
0.4 0.92 1 1 1 1 1 1 1
0.5 0.89 1 0.98 0.99 1 1 1 1
0.6 0.83 0.99 0.87 1 1 1 1 1
0.7 0.85 0.95 0.31 1 1 1 1 1
0.8 0.92 0.88 0.02 1 1 1 0.99 1
0.9 0.94 0.71 0.01 0.99 1 1 0.99 1
1 1 0.64 0.01 1 1 1 1 1

Table 4.1: Recall -ρy = 0

Table 4.1 shows that when the dispersion is low (σy ≤ 0.5 ) all the consid-
ered algorithms achieve recall values close to1. This means that the algorithms
are able to detect all relevant state changes, with the exception of the threshold-
based algorithm. When the dispersion increases (σy > 0.5), the algorithms using
EWMA as a detection rule (i.e., EWMA5-EWMA and EWMA10-EWMA) worsen
significantly, as can be seen from their recall values. They risk being completely
unreliable in highly variable contexts, as they do not detect many state changes.
Even in time series with an intense data dispersion, the threshold and Cusum-
based algorithms have good recall values (> 0.9), that is, they detect all relevant
state changes. However, if we also consider the precision results, we notice in
Table 4.2 that the threshold-based method is very sensitiveto the data variations
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σy EWMA 5 EWMA 5 EWMA 10 EWMA 5 Wavelet Kalman EWMA 5 Wavelet
Threshold EWMA EWMA baseline baseline baseline Adaptive Adaptive

Cusum Cusum Cusum Cusum Cusum
0.1 1 0.23 0.31 1 1 1 1 1
0.2 0.33 0.43 0.50 0.99 1 1 1 1
0.3 0.13 0.50 1 0.95 1 1 1 1
0.4 0.08 0.97 1 0.89 1 0.99 1 1
0.5 0.06 0.98 1 0.77 0.99 0.98 0.99 0.99
0.6 0.05 0.81 1 0.65 0.90 0.87 0.92 0.96
0.7 0.05 0.7 1 0.50 0.85 0.72 0.87 0.96
0.8 0.05 0.61 1 0.37 0.80 0.58 0.73 0.93
0.9 0.04 0.53 1 0.29 0.73 0.49 0.64 0.87
1 0.04 0.52 1 0.25 0.67 0.39 0.55 0.84

Table 4.2: Precision -ρy = 0

of the time series: although it detects all state changes, this is accompanied by a
high number of false positives, as confirmed by the low precision values of the
EWMA5-Threshold. All Cusum-based algorithms are able to achieve good preci-
sion in time series characterized by a data dispersionσy ≤ 0.5. In more variable
contexts (e.g.,σy > 0.5), only the proposed Wavelet-Adaptive Cusum provides a
high detection quality by achieving always a precision≥ 0.84.

Figure 4.8 reports the F-measure as a function of the standard deviationσy
for all considered detection algorithms. This shows the combined effect of recall
and precision. With the exception of algorithms based on theEWMA detection
rule, the algorithm performance worsens for increasing values ofσy. Figure 4.8
shows that the Wavelet-Adaptive Cusum algorithm achieves the best F-measure
values for everyσy. For example, whenσy = 1, the F-measure of Wavelet-
Adaptive Cusum remains consistently above0.9, even though EWMA Adaptive
Cusum, the best existing online detection algorithm, has an F-measure of only
0.7. The threshold-based method is characterized by an exponential decay of the
detection quality for increasing values ofσy. This behavior reveals that a similar
algorithm cannot be applied in non-stationary and non deterministic contexts. For
small standard deviations, the EWMA5-EWMA and EWMA10-EWMA improve
the F-measure untilσy = 0.5; beyond this, their F-measure decreases. This is
due to theirinertia limit that, together with the F-measure degradation for high σy
values, highlights that the performance of the EWMA-based algorithms are un-
acceptable because too much sensitive to the statistical characteristics of the time
series and to the choice of the algorithm parameters. Existing Cusum-based meth-
ods (EWMA5-Cusum and Kalman-Cusum) are characterized by a small decay of
the F-measure for low values ofσy. On the other hand, the F-measure decreases
faster whenσy > 0.5. These results confirm that popular Cusum-based algo-
rithms do not work well in online contexts related to system resource measures
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of Internet-based systems. Instead, combining the Cusum detection rule with a
data representation based on the Wavelet, it is possible to contain this limit as
confirmed by the slow decay of the F-measure for highσy values.
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Figure 4.8: F-measures

We have to consider also the mean delay results, that are reported in Figure 4.9
for all the considered algorithms. In Figure 4.9, we plot themean delay for detec-
tion for increasing values ofσy. An expected trait of all the state change detection
algorithms is the increase of the mean delay for detection, as a consequence of
higher values ofσy . All the algorithms but three are characterized by similar
and low mean delay values. The EWMA10-EWMA, EWMA5-EWMA model and
Kalman-Cusum, instead, are characterized by significant higher delays. In partic-
ular, the EWMA10-EWMA is affected by a mean delay of 60 samples in the worst
case. This result shows that this algorithm is inadequate tosupport real-time man-
agement decisions. Moreover, it confirms that the choice of the data representation
technique is crucial for online state detection models. In highly variable contexts,
just the proposed Wavelet-Adaptive Cusum provides an efficient tradeoff between
the detection quality, expressed in terms of F-measure, andthe delay.

Next, we examine the effects of the correlationρy of the data component on the
detection quality by considering different correlation indexes (ρy = {0, 0.1, 0.2, 0.3})
for two dispersion values (σy = {0.6, 0.9}). Figure 4.10 reports the F-measure
values of the four Cusum-based algorithms that in Figure 4.8 show the best re-
sults (Wavelet-Adaptive Cusum, EWMA5-Adaptive Cusum, Kalman-Cusum and
Wavelet-Cusum) and of the two algorithms based on EWMA detection rule (EWMA5-
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Figure 4.9: Mean delay for detection

EWMA, EWMA10-EWMA). The results confirm that the proposed Wavelet-Adaptive
Cusum algorithm improves the performance of all existing detectors for every cor-
relation index and anyσy characterizing the time series.

For quite high values of noise dispersion (σy = 0.6), the Wavelet-Adaptive
Cusum algorithm always provides F-measures higher than0.95. Its performance
remains acceptable also when dealing with more variable time series, to the ex-
tent that in the most chaotic context of intense variance andstrong correlation
of the data component (σy = 0.9, ρy = 0.3) it improves of more than 50% the
performance of the best existing algorithm Wavelet-Cusum. This result confirms
the importance of using an adaptive detection rule in non-stationary and highly
variable contexts. A second important result is that the Wavelet-Adaptive Cusum
algorithm is less sensitive to the statistical characteristics of the time series with
respect to any other detection algorithm. For a fixed value ofσy, the performance
of the proposed model degrades slowly with the increase the correlation index,
thus demonstrating that the detection quality of the Wavelet-Adaptive Cusum is
less affected byρy than all the other Cusum-based algorithms. This stiffness is
quite useful in all real contexts characterized by highly variable, non-stationary
and non deterministic behaviors of the measured data.
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Figure 4.10: F-measures

4.1.5 Experimental results

In this section, we apply the online detection models on measures related to sys-
tem resources of real systems. In these experiments, since for real traces we do not
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actually have aground-truthwhich to refer to, we need a mean to define the repre-
sentative states of time series and the occurrence of state changes. We adopted the
following simple methodology1, based on thecluster analysis. We start with an
offline pre-processing of the monitored time series in whichwe remove all pertur-
bations by means of a non-causal low-pass filter. We then apply cluster analysis
to compute the representative states. We use a distance-based clustering based
on the Quality Threshold clustering algorithm [168] and seta distance measure
among clusters/states equal to∆, that corresponds to the minimum relevance of
the change that a model has to capture. For each state, we compute the mean value
µ. The sequence of the mean values of the states{µ} and the respective samples
{s} to change to another state define therepresentative statesof the time series.

In Figure 4.11, we give an example of a real time series, representing the
CPU utilization of a database server, and its representativestates and samples of
change. By applying cluster analysis with∆ equal to0.2 to the time series of
Figure 4.11(a), we identify four representative states, defined by the following
means valuesµ1 = 0.50, µ2 = 0.75, µ3 = 0.52 andµ4 = 0.30 and samples of
changes1 = 50, s2 = 100 ands3 = 160.

We evaluate the proposed state change detection algorithm on time series com-
ing from server measures of an Internet-based system hosting Web sites with
static, dynamic and secure content. For evaluation purposes, here we report the
results related to the measures shown in Figure 4.12 referring to the CPU utiliza-
tion of a machine hosting multiple guest servers. The considered measures are
1-minute averages of the CPU utilization on a single server.

We evaluate the representative state for the state change detection algorithms
through the offline methodology described above that determines relevant state
changes at samples 50, 125, 200, 275, 350, 400, 475, and 550, evidenced by the
horizontal line in Figure 4.12.

We report the results of the proposed Wavelet-Adaptive Cusumand of the se-
lected detection algorithms (EWMA5-Cusum, Kalman-Cusum, EWMA5-EWMA
and EWMA10-EWMA) described in Section 4.1.3.

Figures 4.13(a), 4.14(a), 4.15(a), 4.16(a) and 4.17(a) show the curves of the
online data representation generated by each of the five algorithms. The respective
(b) figures on the right report the occurrence of false positive detections (vertical
lines with a circle at the top) and true positive detections (vertical lines with a
cross at the top). In this benchmark, we can appreciate that the Wavelet-Adaptive
Cusum algorithm is able to achieve a data representation moresmoothed than
the corresponding representations of the EWMA5-baseline Cusum, the Kalman-
baseline Cusum and the EWMA5-EWMA and similar to the EWMA10-EWMA.

1We remark that in absence of a ground truth, any definition of representative state is arbitrary.
Nevertheless, the proposed technique provided usqualitativelyvery good results.
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Figure 4.11: Representative state of a real time series

The EWMA5-Cusum, the Kalman-Cusum and the EWMA5-EWMA shown
in Figures 4.14(b), 4.15(b) and 4.16(b), detect all state changes but their preci-
sion decreases due to a high number of false positive detections. This is a con-
sequence of their inability to maintain a stable data representation when the time
series are non-stationary and highly variable. A differentbehavior is shown by the
EWMA10-EWMA in Figure 4.17(b): it misses more than60% of state changes.
This is due to the so calledinertia limit [45], that is, the inability to react quickly
to time series changes when the size of the smallest shift to detect is significantly
higher than time series variance. As a consequence, the inertia limit strongly af-
fects the recall quality. These results evidence and confirmthe tradeoff problem
between the false positive detections and the number of false negative detections
that characterizes the EWMA-based detection rule.
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Figure 4.12: CPU utilization of an Internet-based server
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Figure 4.13: Wavelet-Adaptive Cusum detector
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Figure 4.14: EWMA5-Cusum detector



Experimental results 47

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  100  200  300  400  500  600

C
P

U
 U

til
iz

at
io

n

Sample

Online data representation

(a) Data representation

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  100  200  300  400  500  600

C
P

U
 U

til
iz

at
io

n

Sample

Representative state
True Positive

False Positive

(b) State change detections

Figure 4.15: Kalman-Cusum detector
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Figure 4.16: EWMA5-EWMA detector
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Figure 4.17: EWMA10-EWMA detector

On the other hand, the Wavelet-Adaptive Cusum algorithm in Figure 4.13(b)
exhibits a precise detection also in contexts characterized by multiple relevant
changes and high variability. The proposed algorithm detects timely the state
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changes and it is affected by just one false detection at sample 540. Nevertheless,
after the false state change detection, the Wavelet-Adaptive Cusum algorithm is
able to adapt immediately its data representation to the right stable state. This
capacity of self recovery is one of the most important property of the proposed
algorithm that allows us to achieve always the best results.We report a summary
of the results shown in the previous figures in Table 4.3.

Model TP FP FN
Wavelet-Adaptive Cusum 8 1 0
EWMA 5-Cusum 8 16 0
Kalman-Cusum 8 11 0
EWMA 5-EWMA 8 13 0
EWMA 10-EWMA 3 3 5

Table 4.3: Summary experimental results

We now consider the problem of spiky time series. As example,we consider
the time series shown in Figure 4.18, coming from the data streams related to the
CPU utilization of a Web server. The measures exhibit a stablebehavior with-
out relevant state changes and are characterized by a low variance and by some
spikes, such as at samples170, 184, 259. In Table 4.19, we report the number
of false positives signaled by the considered state change detection models. A
reliable detection model applied to this time series shouldnot detect any relevant
state change. However, in these conditions, only the Wavelet-Adaptive Cusum
avoids wrong detections. This result is the consequence of the usage of a reliable
data representation rectified by spikes and perturbations and of the capacity of the
proposed algorithm to preserve the stable state. On the other hand, the traditional
state change detection models, such as the EWMA5-Cusum, Kalman-Cusum and
EWMA5-EWMA, detect many state changes in occurrence of the spike values, as
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Figure 4.18: Spike time series

False
Detector Positive

Wavelet-Adaptive Cusum 0
EWMA 5-Cusum 10
Kalman-Cusum 4
EWMA 5-EWMA 8
EWMA 10-EWMA 2

Figure 4.19: Results
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shown in Table 4.19. The EWMA10-EWMA is able to limit the number of false
detections to2 because of the inertia limit.

4.2 Behavioral change detection

The identification of behavioral changes in some system resources is mandatory
for an efficient management of Internet systems. As the dimension of modern
Internet systems increases, the evaluation of state changedetections through tra-
ditional algorithms becomes computationally intractable.

Existing models and frameworks that signal relevant changes in server oper-
ations by working on the entire data sets of monitored resources [140, 142] are
inadequate to support system management decisions. We should consider that,
even in a medium size infrastructure, huge amounts of data streams referring to
different system resources may reach a change detector thatshould analyze, model
and treat them at different temporal scales (from days to weeks) and should sup-
port prompt reconfigurations motivated by changes in systemand workloads [28].
On the other side, solutions that avoid the analysis of all monitored measures by
working on aggregated visions of subsets of heterogeneous servers [28] prevent
both reliable change detections and the identification of servers that experienced
that changes. Therefore, two main problems limit the applicability of present
approaches for change detection and motivate this chapter:dimensionalityand
heterogeneityof the data set.

By taking advantage of the novel approach for big data treatment and server
characterization introduced in Chapter 3, we characterize the statistical properties
of the resource measures coming from system monitors, classify them, and evalu-
ate the dynamic evolution of such resource classification. The periodic evaluation
of this approach allows us to signal in a simple and accurate way the most signifi-
cant behavioral changes without the need of considering allcollected data streams
bur analyzing just the most important ones.

The proposed approach has three main advantages: it does notrequire to
model and analyze all resource measures of each server; it makes no a-priori
assumptions about the statistical characteristics of data; it is flexible enough to
detect behavioral changes at different time scales. These features guarantee that
our method is appropriate for behavioral change detection in large enterprise data
centers where continuous changes and high dimensionality of data are the norm.

4.2.1 Problem definition and fundamental choices

Most management systems referring to enterprise Internet systems and private
cloud architectures require algorithms that are able to decide whether a rele-
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vant change has occurred in the profile of some monitored system resources. In
this context, change detection should reduce the operator involvement in favor
of model-driven decision systems. Existing models and frameworks are inad-
equate to support management decisions that have to gather,filter and analyze
huge amounts of heterogeneous and variable data streams, because they work on
the entire data set of measures coming from server monitors.

The goal of the methodology of interest for this chapter is todetectbehav-
ioral changesin server resource measures, in terms of a collection of related data
instances that behaves anomalously with respect to a behavior observed so far
on the data stream [35]. The detection of behavioral changesrequires the iden-
tification of a set ofbehavioral attributesand to find whether and when these
attributes change. We identify the behavioral attributes in thestatistical proper-
tiesof monitored measures (e.g., correlation, standard deviation, mean value), that
represent the type of relationship between data instances.When the observed sta-
tistical properties of a data stream significantly differ from the expected behavior,
a change is declared.

Let us evidence an example of behavioral change in Figure 4.20. We consider
the CPU utilization measures of a server hosting five virtual machines. The data
show a periodic behavior during the first 1000 samples and then suddenly change
to a stable behavior. This is a typical example of behavioralchange that, for an
efficient management of the enterprise Internet systems, the detection algorithm
should promptly signal.
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Figure 4.20: Example of a behavioral change.
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This section provides a methodology for detecting behavioral changes in large
Internet systems. In this context, our methodology addresses the challenge of
detecting behavioral changes in suitable subsets of servers, interacting and com-
peting for the same components at spatial, functional or application level. Our
proposal works on performance measures sampled at suitabletemporal intervals,
ranging from seconds to few minutes in relation to the different time scales of
interest.

It is mandatory to remark that the proposed change detector is oriented to
enterprise Internet systems, to the so called private cloud-based infrastructures,
and to any context where the system manager has full control on the resources
assigned to different services. On the other hand, in the present version, the pro-
posed approach cannot be applied to cloud data centers wherethe cloud provider
can assign and move virtual machines from one host/cluster to another one with-
out informing the cloud consumer.

Our methodology signals changes when the behavior of a server departs from
normality, by using two types of supports for facing the dimensionality and het-
erogeneity problems: the analysis of a small set of all and only informative data;
the classification of streams among negligible, deterministic and random streams
so to evidence their statistical behavior.

The first stage is to evaluate the impact of each data stream onthe system ac-
tivity, so to distinguish important and not-relevant sources of information. Elim-
inating the less important data streams diminishes the system management com-
plexity. Since the resource measures in an Internet system may be highly variable
and this characteristics influences the change detection, we consider variability
as the main statistical property to discriminate between relevant and not-relevant
information. The variability is typically expressed in terms of process variance or
in terms of coefficient of variation, and it quantifies the degree of activity of a pro-
cess even as a measure of the system health. Indeed, the variability of processes
is used to characterize the system behavior [109] in many different natural and
non-natural processes, such as the flow of water through a river basin, the traffic
of highway systems, or the Internet traffic. In [9], the process variance is used to
classify heterogeneous nodes for revealing the impact of external requests on the
system. In this chapter, we defineenergythe index of variation of the monitored
processes, and we use this energy information in order to characterize the statis-
tical nature of server behaviors. We reduce the dimensionality of the data set by
using the strategy we introduced in Chapter 3.

As a second stage, we characterize the resource behavior emerging from the
monitored data in three main categories:

• deterministic behavior, whose behavioral attributes are systematic trends
and periodic patterns that are predictable and possible to model;
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• random behavior, presenting isolated and occasional bursts and dips, spikes
and noises;

• negligible behavior, that gives a little contribution to the overall system
behavior.

Figures 4.21(a), (b) and (c) report an example of the three mentioned statistical
behaviors in the CPU utilization sampled from a Web server, anapplication server
and a database server of an Internet system, respectively.
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Figure 4.21: Examples of server behaviors.

This classification is quite important because it allows us to identify the actual
behavior of a server and to assign it to one of the three categories. The change in
time in the characterization of a server is symptomatic of a significant behavioral
change in its functioning. The identification of this type ofchanges is obtained
through our methodology without the need of analyzing all numerous and hetero-
geneous data streams and without the loss of relevant information.
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4.2.2 Methodology

The proposed detection method employs statistical analyses of data developed at
consecutive intervals of time in order to signal a change in the behavior of some
servers.

At time intervalt, the set of collected sampled measures originates a matrix
Xt that forms a high dimensional multivariate structure. It isa n × p matrix,
wheren is the number of samples collected among two consecutive intervals (for
example,n = 2016 if we consider the five minutes samples enclosed in an one-
week interval), andp is the number of considered system resource measures. To
each resource matrixXt we associate a vectorBt = [bt,1, . . . , bt,p] containing,
the characterization of each resource measure at time interval t, that is,bt,k ∈
{Deterministic, Random,Negligible} for 1 ≤ k ≤ p.

At the next time intervalt + 1, we collect the new set of observationsXt+1

and check whether theBt+1 vector characterizes the server behaviors as at time
t. When a relevant change affects some servers, their statistical characterization
changes andBt 6= Bt+1. This deviation is symptomatic of a relevant change that
we are able to capture simply by looking at the differences inthe elements of two
vectors. It is important to remark that the proposed approach shows only major
changes through the analysis of a small set of data. However,a lack of change in
the statistical characterization does not mean that a server did not experience any
change.

We now detail how to build theBt vectors. At each time intervalt, our method-
ology implements two steps on collected data:dimensionality reductionandhet-
erogeneity inspection.

The first step is required since the data sets collected from the server log files
of modern enterprise Internet systems form a multivariate structure characterized
by thousands of dimensions and more. In these structures andassociated coor-
dinated spaces, any reliable decision requires a preliminary identification of the
most relevant information for management purposes. A common approach is to
find a new coordinate space consisting of a lower dimension that is representa-
tive of the original space [120]. When a structure can be approximated through a
smaller number of dimensions in a way that minimizes the error and the loss of
information, we can refer to the smaller number of dimensions as thestructure
intrinsic dimensionality. In literature [112] several models exist. In our imple-
mentation, we choose the PCA [110] since we are mainly interested to measure
the system energy in term of variance, and the PCA is the best model to reveal the
intrinsic structure of data set on the basis of its variance.

As data sets of resource measures are statistically heterogeneous, before ap-
plying PCA to the collectedXt matrix it is important to normalize them to time
series characterized by zero mean and unit variance, as suggested in [121]. PCA
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mapsXt on a new set of axes [120] called components. Calculating the compo-
nents is equivalent to solving the symmetric eigenvalue problem for the matrix
Ψt = XT

t Xt, that is a measure of the covariance of the time series deriving from
sampled measures. In practice, at samplei each componentvi is thei-th eigen-
vector computed from the spectral decomposition ofΨt [121]:

Ψtvi = λivi i = 1, . . . , p (4.29)

whereλi is the eigenvalue corresponding to the eigenvectorvi and represents the
magnitude of the variation along each componentvi. We quantify theenergy,
σi, associated to the componentvi as the percentage of variation related to its
eigenvalueλi, that is,σi = λi∗100∑p

j=1
λj

. As Ψt is symmetric positive definite, its

eigenvectors are orthogonal and the corresponding eigenvalues are non-negative
real numbers. By convention, the eigenvectors are unit norm and the eigenvalues
are arranged from large to small, so thatλ1 ≥ λ2 ≥ . . . ≥ λp.

Once mapped the data set into their component space, we have to compute the
transformed data considering one component at a time. In this new dimensional
space, adimensionui (i = 1, . . . , p) is defined as a vector of sizep obtained by
the contribution of the data set matrixXt and of the componentvi. As suggested
in [121], this vector is normalized to unit length by dividing it by

√
λi. Hence, for

each principal componentvi we have:

ui =
Xtvi√
λi

i = 1, . . . , p (4.30)

The above equation shows that all server behaviors, when weighted byvi, produce
one dimension of the transformed data. Thus the vectorui captures the temporal
variation common to all server measures along the componentvi. Since the com-
ponents are ordered with respect to their contribution to the overall energy,u1
captures the strongest temporal trend common to all server measures,u2 captures
the next strongest, and so on.

The energy characterizing each component can be used to reduce the data di-
mensionality by ignoring the less variable components of the structure. In order
to choose how many component it is useful to retain, we pursuethe criterion of
the percentage of variability expressed by the principal components [125]. We
determine in advance the amount of residual variability that we want tolerate and
then exclude the residual components. Finding that only a small set ofr dimen-
sions are relevant implies thatXt can be mapped on ar-dimensional subspace
of Rp and thatr ≪ p is the intrinsic dimension ofXt. At every time interval
t, this result allows the method to distinguish between therelevant dimensions
Ut = {u1, . . . , ur} that are contributions shared by all resource measures on the
r principal components, and thenot-relevant dimensionsUt = {ur+1, . . . , up}
corresponding to the less important components in terms of system energy.
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The second step investigates data heterogeneity with the goal of characterizing
server behaviors at time intervalt and register in theBt vector their determinis-
tic, random or negligible nature. After the classification in relevantUt and not-
relevantUt dimensions, we distinguish the relevant dimensions between corre-
latedUC

t andlow-correlatedUL
t by evaluating the autocorrelation function (ACF)

of each relevant dimensionUt as in [127] and many other contexts [11,119].
Figure 4.22(a) reports an example of dimension exhibiting correlated periodic-

ity and seasonal fluctuations because of diurnal activity, as well as the difference
between weekday and weekend activity. The high values of theautocorrelation
function of Figure 4.22(b) confirm that the dimension is correlated.
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Figure 4.22: Example of correlated dimension.

Figure 4.23(a) reports an example of a dimension that is classified as low-
correlated, since it presents the quick decay of the ACF values shown in Figure
4.23(b). This dimension is characterized by random perturbations and/or spikes
varying in time and intensity. We use the classification of the relevant dimensions
between correlated and low-correlated to evaluate three behavioral values for each
data stream referring to one server resource.

At every time intervalt and for every server resource measurek (1 ≤ k ≤ p),
the idea is to add all the contributions for each of the three types of dimensions
and then to evaluate the maximum.

• Dt,k =
∑

j vj , ∀j | uj ∈ UC
t denotes the contributions provided by the relevant

correlated dimensions;

• Rt,k =
∑

j vj , ∀j | uj ∈ UL
t denotes the contributions provided by the relevant

low- correlated dimensions;

• Nt,k =
∑

j vj , ∀j | uj ∈ Ut, accumulates the contributions of the not-relevant
dimensions.
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Figure 4.23: Example of low-correlated dimension.

Now, it is possible to compute the highest value among the three that is,Mt,k =
max{Dt,k, Rt,k, Nt,k}, and to estimate the characterization,bt,k, of thek-th server
resource measure on the basis of its main behavioral value:

bt,k =





Deterministic if Mt,k = Dt,k

Random if Mt,k = Rt,k

Negligible if Mt,k = Nt,k

(4.31)

The characterization of each server is recorded in theBt vector and represents
the term of comparison for the detection of a behavioral change in the characteri-
zation at two consecutive time intervals. Whenbt,k 6= bt+1,k, a behavioral change
affecting thek-th monitored server is detected.

4.2.3 Results

In this section, we present the experimental results of the proposed approach on
data traces collected from an enterprise Internet system consisting of 514 servers
and supporting different types of applications, includingWeb sites, databases, ac-
cess controls, CMS, mail server, management software. In this testbed, system
monitors collect resource measures every minute referringto CPU utilization, pri-
mary and secondary memory-related metrics, network activities. Our system is
organized hierarchically, as suggested in [8], with subsystems of almost half a
hundred servers in order to support an efficient orchestration of real-time manage-
ment mechanisms.

For the sake of presentation, we consider two data sets,Xt andXt+1, referring
to the CPU utilization of a subsystem of 50 servers hosting e-Commerce websites
with dynamic and interactive content over two consecutive days, November 8 and
9, 2010, respectively.Xt andXt+1 are matrices withn = 1440 rows andp = 50
columns. This section presents the results of the server characterization and of the
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Order Behavioral class Energy

1 Correlated 51.03%

2 Correlated 11.99%

3 Correlated 8.64%

4 Low-correlated 4.8%

5 Low-correlated 3.27%

6 Correlated 3.14%

7 Correlated 3%

8 Low-correlated 2.87%

9 Low-correlated 2.42%

Table 4.4: Classification of relevant dimensions.

behavioral change detection. Then, we analyze the computational complexity of
the methodology by considering several sizes of the data set.

Server characterization and behavioral changes

We initially consider the matrixXt and evaluate the energyσi carried on by each
dimensionui in order to identify how many dimensions actually bring information
to this data set. Considering the 90-percentile of the energyof the overall system,
we estimate that it is captured just by the first nine dimensions as shown in Ta-
ble 4.4. These dimensions contribute to most of server variability. Our approach
evaluates the first 9 dimensions asrelevant, while the other 41 dimensions are
marked asnot-relevantfrom the point of view of the energy. This is an important
result of the proposed methodology applied to a real Internet system because it
confirms that, in terms of energy, the resource measures all together form a struc-
ture with an intrinsic dimensionality ofr = 9 that is much lower than the original
number (50) of the considered set of time series.

The application of the ACF to ther = 9 relevant dimensions gives that 5
dimensions arecorrelatedand 4 arelow-correlated(Table 4.4).

The goal is now to determine which dimensions actually bringinformation
to which CPU traces of the data set. In the left half of Table 4.5, we report the
results of the server characterization on the data setXt. The columnsDt, Rt

andNt denote the three categories of our methodology at time interval t. Since
it is important to validate the proposed approach, we compare its results against
those obtained by applying to each data stream the traditional mechanisms (that
we nameBaseline characterization) requiring statistical methods for the analysis
of server behavior, including the correlation among values[127] and probability
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Xt Xt+1

Baseline Methodology Baseline Methodology
characterization characterization

CPU Behavior Dt Rt Nt Behavior Dt+1 Rt+1 Nt+1

1 Random 0.2211 0.2379 0.0181 Random 0.1155 0.2592 0.0481
2 Negligible 0.0006 0.0009 0.1297 Negligible 0.0008 0.0012 0.1373
3 Negligible 0.0443 0.0334 0.1866 Negligible 0.0537 0.0454 0.1936
4 Random 0.0391 0.3012 0.1185 Random 0.0409 0.3120 0.1115
5 Negligible 0.0186 0.0116 0.1955 Negligible 0.0190 0.0163 0.2051
6 Negligible 0.0162 0.0128 0.1938 Negligible 0.0183 0.0141 0.2182
7 Random 0.0615 0.2379 0.0181 Random 0.0753 0.2622 0.0201
8 Negligible 0.0492 0.0370 0.2030 Negligible 0.0505 0.0401 0.2112
9 Random 0.1160 0.2206 0.1236 Random 0.1724 0.2310 0.1311
10 Negligible 0.0005 0.0005 0.1309 Negligible 0.0008 0.0018 0.1413
11 Deterministic 0.3539 0.1612 0.0540 Random 0.2073 0.2648 0.0208
12 Negligible 0.0099 0.0049 0.1960 Negligible 0.0133 0.0054 0.2006
13 Negligible 0.0139 0.0122 0.2052 Negligible 0.0105 0.0166 0.2922
14 Deterministic 0.3158 0.2091 0.0150 Deterministic 0.3801 0.1696 0.0117
15 Deterministic 0.2302 0.0792 0.0860 Random 0.0434 0.2309 0.0345
16 Deterministic 0.3057 0.2396 0.0176 Deterministic 0.3113 0.2601 0.0158
17 Deterministic 0.3368 0.1016 0.0402 Random 0.1556 0.2635 0.0198
18 Random 0.0357 0.3350 0.0712 Random 0.0370 0.3048 0.0525
19 Random 0.0685 0.2085 0.0071 Random 0.0484 0.2391 0.0111
20 Deterministic 0.2755 0.1612 0.0251 Deterministic 0.2444 0.1220 0.0288
21 Random 0.1170 0.2858 0.0239 Random 0.1333 0.2510 0.0244
22 Random 0.0837 0.3412 0.0213 Random 0.0745 0.3287 0.0255
23 Deterministic 0.3955 0.0846 0.0927 Deterministic 0.3446 0.0821 0.1018
24 Deterministic 0.3163 0.3154 0.0374 Deterministic 0.3131 0.3987 0.0345
25 Negligible 0.0002 0.0006 0.1037 Negligible 0.0012 0.0005 0.1198
26 Negligible 0.0569 0.0402 0.1912 Negligible 0.0722 0.0550 0.1624
27 Negligible 0.0071 0.0186 0.2028 Negligible 0.0113 0.0225 0.2888
28 Negligible 0.0220 0.0268 0.2112 Negligible 0.0245 0.0211 0.2009
29 Random 0.0432 0.1261 0.1127 Random 0.0669 0.1174 0.0990
30 Random 0.0207 0.2498 0.0137 Random 0.0193 0.2330 0.0115
31 Deterministic 0.3955 0.0846 0.0927 Deterministic 0.3566 0.0866 0.1217
32 Deterministic 0.4183 0.2324 0.0277 Deterministic 0.4033 0.2431 0.0071
33 Deterministic 0.3037 0.2695 0.0293 Deterministic 0.3169 0.2244 0.0331
34 Random 0.2114 0.2388 0.0166 Random 0.2070 0.2388 0.0166
35 Negligible 0.0478 0.0410 0.1858 Negligible 0.0552 0.0670 0.2004
36 Negligible 0.0387 0.0353 0.2114 Negligible 0.0307 0.0564 0.2145
37 Random 0.0275 0.3535 0.0616 Random 0.0222 0.3114 0.0601
38 Negligible 0.0236 0.0842 0.1214 Negligible 0.0215 0.0667 0.1552
39 Random 0.0611 0.2059 0.0287 Random 0.0021 0.2003 0.0224
40 Deterministic 0.3810 0.2160 0.0421 Deterministic 0.3911 0.2022 0.0126
41 Deterministic 0.2462 0.0784 0.0815 Deterministic 0.2132 0.0663 0.0115
42 Deterministic 0.3902 0.0892 0.0960 Deterministic 0.3888 0.0531 0.0770
43 Negligible 0.0003 0.0008 0.1094 Negligible 0.0005 0.0011 0.1677
44 Negligible 0.0039 0.0100 0.1755 Negligible 0.0023 0.0332 0.1810
45 Deterministic 0.3879 0.1695 0.0458 Deterministic 0.3552 0.1565 0.0221
46 Deterministic 0.3002 0.0716 0.0866 Deterministic 0.3441 0.0651 0.0733
47 Negligible 0.0090 0.0198 0.1659 Negligible 0.0110 0.0153 0.1977
48 Negligible 0.0221 0.0237 0.2081 Negligible 0.0319 0.0451 0.2231
49 Negligible 0.0006 0.0003 0.1388 Negligible 0.0007 0.0004 0.1874
50 Deterministic 0.2032 0.0898 0.0844 Deterministic 0.2243 0.0711 0.0491

Table 4.5: Server characterization and behavioral changes.
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distributions [128], and mean load analysis [129]. Due to the high variability of
system resource measures, all these analyses must provide apre-filtering step to
remove noise from data [59]. The classification results achieved by the Base-
line characterization are reported in the second column. Inthe same table, we
report the results obtained through the proposed approach in the threeMethodol-
ogycolumns. These columns highlight in bold text theMt value for each server.
This value denotes the behavioral characterization that isassigned by the pro-
posed methodology. For example, baseline analyses at time interval t of server
3 compute a mean load utilization of 6.39% that sets it as a negligible server.
Our methodology reaches the same characterization throughthe computation of
only three behavioral values: a predominantNt,3 value of 0.1866 characterizes the
server as under-loaded, avoiding the analysis of the entiredata stream.

If we compare the classes with bold indexes to the server characterization
arising from the Baseline characterization reported in the second column, we see
a perfect correspondence of results. Indeed, our methodology is able to identify
the main statistical behavior of 50 servers through a classification and a statistical
analysis of only the most relevant 9 dimensions of the data set. By working on
dimensions that capture the common patterns of data variation and isolate random
perturbations, our methodology avoids to apply any filtering techniques on the
small set of dimensions.

We apply the proposed methodology on the second data setXt+1 in order to
obtain the system view of the next day. During the night, a newbusiness applica-
tion connected to a database was installed and caused a relevant change in server
activities. The results are shown in the right half of Table 4.5. By comparing
the characterization results ofXt andXt+1, we are able to evidence the behav-
ioral changes of servers. In particular, the new application modifies the activity
of servers11, 15 and17 from deterministic to random, as denoted by their pre-
vailingDt andRt+1 values. In such a way, we are able to evaluate the behavioral
implications of the new application in the activity of servers due to the effect of
non-determinism incurred by the new requests. A more detailed analysis is re-
ported in Figure 4.24. Figure 4.24(a) shows the CPU utilization trace of the server
11 before the introduction of the new application. An evident deterministic behav-
ior follows the diurnal activity of users. With the insertion of the new application,
server 11 changes its behavior showing random dips and bursts of CPU utilization
as in Figure 4.24(b).

Changes in server behaviors guide system operators to adapt the system to
changing environments. Besides that, the identification of changes in the behavior
of some servers does not imply a change in overall system functioning: the tran-
sition of a handful of servers from the deterministic to the random class does not
mean a necessary change in the overall system operations.
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Figure 4.24: Behavioral change of server 11.

Computational complexity of the methodology

In this section, we evaluate the computational complexity of the proposed method-
ology in order to assess its feasibility to Internet systemsdimensionality. We
compare the number of computations required by our proposalfor characterizing
server behavior to that needed by traditional approaches working on the all set
of monitored data. The two computational complexities are reported in Table 4.6
(we remindn as the number of samples,p the number of considered resource
measures andr the number of relevant dimensions.)

Proposed strategy Analysis of each data set

Major processing Computational Major processing Computational
steps complexity steps complexity

PCA analysis of Filtering of
a nxp matrix O(p3 + n ∗ p2) p sets of length n O(p ∗ nlog(n))
Behavioral analysis Behavioral analysis
of r sets O(r ∗ n2) of p sets O(p ∗ n2)

Total O(p3 + n ∗ p2 + r ∗ n2) Total O(p ∗ n2)

Table 4.6: Computational complexity.

The PCA requires aroundO(p3 + n ∗ p2) computations [29] for the eigen-
value decomposition of a covariance matrix, while the analysis of the statistical
attributes of a stream may provide a number of operations spanning from logarith-
mic to exponential in the number of samples. In this evaluation, we consider the
application of behavioral analyses having at most a quadratic computational cost.
Hence, the total computational complexity of the proposed methodology isO(p3 +
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n∗p2 + r∗n2). On the other side, the baseline characterization needs a pre-filtering
step on all monitored data before applying behavioral analyses. Also for filtering
techniques, there are a lot of models with different properties and complexities.
In order to provide reliable characterizations, we decide to apply Fast Fourier
Transform [59] for filtering data by makingO(p ∗ nlog(n)) computations. Then,
quadratic (or less) behavioral analyses are applied to all filtered data. Hence, the
total computational complexity of the baseline approach isO(p∗nlog(n) + p∗n2)
≈ O(p ∗ n2).

In Figure 4.25 we show the tendencies of the two computational complexities,
when the two approaches characterize different number of streams of fixed length
n = 1440. By varying the dimensionalityp of the data set up to one thousand
resource measures, the computational complexity of the proposed methodology
(line with filled circles in the figure) maintains always lower than that of the base-
line characterization (line with squares). The dimensionality reduction lowers the
number of data streams to analyze, thus lightening the expense of server charac-
terization.
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Figure 4.25: Analysis of the computational complexity.

We expect that, for higherp values, there is a size of the data set after which
the baseline characterization is more efficient than the proposal. However, it is
mandatory to consider that, in large Internet systems, it isnecessary to work hi-
erarchically on subsets of interacting components, typically comprising hundreds
of servers hosting tens of virtual machines. For proper system design and man-
agement, it is basilar to select and work on significant partsof the Internet system,



62 Anomaly detection

that is on the whole so huge that all measures are useless. Moreover, the perfor-
mance of the proposed methodology can be improved by the application of less
consuming implementations of the Principal Component Analysis. For example,
FastPCA [30] can lower the dimensionality reduction complexity to O(p2) and
its adoption inside our methodology brings to a computational complexity that
follows the curve with star points in Figure 4.25.
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Correlation analysis

Correlation models are applied to various scientific fields asbases for several sta-
tistical analyses, such as forecasting [32], state aggregation [33], anomaly [34,35]
and event detection [70]. For computer systems management,capturing the corre-
lation between time series monitored in a system allows us todiscover groups of
resources with similar behavior, to reflect changing relationships and, as a global
effect, to manage the system in a more efficient way.

There are several correlation models showing robust and accurate results when
applied to low variable domains. However, they fail in finding correlation between
time series collected from system monitors, where relationships between data are
often hidden by high variability. In these contexts, the most popular models, such
as the Pearson coefficient [68], the Spearman rank [69], the Kendall rank [39],
and the Local Correlation index [70], are unable to capture correlations even when
they exist. The approach of filtering highly variable time series and then applying
correlation models does not solve the problem and opens other issues.

We propose a new correlation model that is able to capture both linear and non-
linear dependences even among time series characterized byhigh variability. The
accuracy and robustness of the proposed solution is achieved through an original
approach that separates trend patterns from perturbation patterns, and evaluates
correlation by computing the similarity of trend patterns because they reveal the
way in which a time series may depend on another one. From thisperspective, the
idea we pursue is based on the following steps:

1. we extract from time series the information about their trend patterns by
removing the perturbations that mask the presence of possible relationships
between data;

2. we measure how close the extracted trend patterns of two time series are,
thus capturing the presence of linear dependency and of non-linear depen-
dency.
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The proposed method represents a step ahead of the literature because the
Pearson correlation moment does not cover non-linear dependency [70], the Spear-
man and Kendall ranks are conditioned by the data distributions [68]. The LoCo
model would be able to capture some non-linear relationships, but it infers that the
main patterns of a time series are only trend patterns without considering the im-
pact of perturbations. However, system and software resources are characterized
by several perturbations due to I/O operations, synchronizations, context switch-
ing. We extend the correlation analysis and its applications to domains that are
characterized by perturbations and highly variable time series [11, 40]. Time se-
ries related to system resources may have linear and non-linear relationships. For
example, in Internet services, network traffic volume and service times change in
accordance with the volume of user requests [41]. These relationships are typi-
cally masked by perturbations intrinsically related to thenature of the applications,
but when correlations exist our model is able to identify them.

We illustrate the proposed method applied to real and synthetic time series.
We discuss its quantitative and qualitative interpretation, compare it against exist-
ing solutions and demonstrate its accuracy and robustness.Moreover, we evaluate
that the proposed correlation model is robust and accurate even as a support to dif-
ferent applications, such as tracking analysis, anomaly detection, and prediction
analysis.

5.1 Problem definition

We consider data obtained from system and software monitorsthrough the peri-
odic sampling of resource measures. As evidenced in many works [11, 40, 42],
these measures are extremely variable even at different time scales. We trans-
form these samples in time series. We denote the two considered time series as
x ≡ [x1, . . . , xn] andy ≡ [y1, . . . , yn], where each one is a vector collecting a
time-ordered discrete sequence of data points that can be sampled once.

Existing correlation models do not work on time series exhibiting a high de-
gree of variability, hence we are interested to propose a newcorrelation index,
typically denoted asρ, measuring the similarity betweenx andy, as in [76]. The
absolute value of the correlation index ranges between 0 and1. Whenρ = 0,
there is no relationship between the two time series, whileρ = 1 indicates a com-
plete correlation betweenx andy. The literature offers several guidelines for the
best interpretation of the value of the correlation index [38,68,76], but all criteria
depend on the context and purposes of the analysis. Providing rules for interpret-
ing the meaning of correlation indexes is out of the scope of this chapter. In our
context, we decide to adopt the common interpretation indicating astrong corre-
lation whenρ > 0.5, and aweak correlationfor ρ ≤ 0.5 (e.g., [76]). Different
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choices for the threshold may lead to different results but do not impact the main
conclusions of this chapter.

Many models for capturing correlation are robust and accurate (e.g., [39, 68–
70]) except when they are applied to time series characterized by high variability
that is typical of system resource metrics. In accordance with [75], high variabil-
ity is a phenomenon by which a set of observations takes values that vary over
orders of magnitude, with most observations taking values around the time series
trend (i.e.,trend pattern), and some observations departing from it with apprecia-
ble frequency, even taking extremely large values with non-negligible probability
(i.e.,perturbation pattern). Trend patterns represent the tendency of a time series
that may be related to the other time series, while perturbation patterns consist of
random observations hiding trends. A high standard deviation is the most typical
trademark of a highly variable time series. This characteristic implies a trend pat-
tern that is hard to identify because it is masked by perturbations. In this chapter,
we use standard deviation as a measure of data variability.

The ability of a correlation model in detecting dependency among correlated
time series is measured in terms ofaccuracy, while the ability in guaranteeing a
stable correlation index when conditions do not change is measured in terms of
robustness. Accuracy measures how close the correlation index is to theeffec-
tive level of correlation between two time series, while robustness evaluates the
variability of the correlation index among different evaluations carried on under
unchanged conditions.

In the case of highly variable time series, the most popular correlation models
are affected by two main problems:

1. low accuracy, since they are unable to detect linear and non-linear depen-
dences even among correlated time series;

2. low robustness, since they do not guarantee a stable evaluation of the cor-
relation index, even when the relationships between the time series do not
change.

Let us give an example of the above problems. We refer to datasets com-
ing from the resource monitoring of a multi-tier system, whose architecture is
illustrated in Figure 5.1. The four application servers aredeployed through the
Tomcat servlet container and are connected to two MySQL database servers. The
Web switch node, running a modified version of the Apache Web server as in [11],
assigns the same amount of requests to the two Apache-based HTTP servers, that
run identical applications on identical hardware.

In Figure 5.2(a), we report 1050 data of the CPU utilization ofthe two Web
servers sampled every 5 minutes. The data are highly variable, although there
is visual evidence of a high correlation between the two timeseries. At system
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Figure 5.1: Architecture of a multi-tier Web cluster.

level, this correlation is confirmed by the fact that the two hosts receive an anal-
ogous amount of requests assigned by the front-end load balancer dispatcher. We
evaluate the correlation index between the two time series through the Pearson
model [68]. (The Pearson model is used as an example, but other existing models
do not change the results).

The results of the correlation index are reported in Figure 5.2(b). Despite the
clear relationship between the datasets referring to the two hosts, Figure 5.2(b)
shows that the Pearson model is affected by the two anticipated problems: its
results are characterized by low accuracy because the Pearson correlation index
remains lower than 0.25 during the entire interval of observation; its results are
characterized by low robustness because the correlation index presents marked
oscillations even when the correlation between the times series does not change.
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(b) Pearson correlation index

Figure 5.2: Result of correlation models applied to highly variable data.
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A typical approach addressing issues related to highly variable time series is to
refer to some rectification algorithms (e.g., [45]). Unfortunately, we will see that
filtering data and then applying an existing correlation model does not work and,
even worse, opens other issues by moving the problem to the dimension of finding
the “right” filter and its parameters. This chapter cannot discuss all details of the
extensively investigated and hard-to-solve problems related to filters. Interested
readers can refer to the huge literature on this field (e.g., [11,45,146]). Basically,
we have two alternatives that are equally useless: to apply aweak or a strong filter.
A weak filter removes small variability, hence underlying relationships among
time series remain undetectable by existing correlation models; a strong filter may
remove important information about trend patterns and thusprevent the possibility
of finding correlations.

As example, let us consider again the time series represented in Figure 5.2(a).
We choose a popular filter such as the Exponential Weighted Moving Average
(EWMA) [45] as a basis, and apply different parameters in order to obtain a weak
and a strong filter. The filtered time series are shown in Figure 5.3(a) and Fig-
ure 5.4(a), respectively.
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Figure 5.3: Weak filtering applied before correlation analysis.
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Figure 5.4: Strong filtering applied before correlation analysis.
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In Figure 5.3(b), we report the results of the Pearson model applied to the
weakly filtered data. As expected, the results are improved with respect to the
not filtered case, but the conclusion remains unchanged: thetwo time series are
considered uncorrelated because the correlation index remains lower than 0.5 for
almost the entire interval of observation. By increasing thefilter strength, most
perturbations are discarded, as shown in Figure 5.4(b). Theproblem is that a
strong filter cancels also information about trend patternscharacterizing the time
series. The final result is that the correlation index becomes even less robust as
it continuously passes from evaluating the time series as correlated, then uncorre-
lated, correlated again, and so on.

All these results evidence that high variability represents a limit of existing
correlation models even when they are integrated with filtering techniques. De-
tecting correlations among highly variable data as those obtained by resource
monitoring requires some novel approach. The model proposed in the following
section has several benefits: it does not require any assumption about statistical
properties, any pre-analysis of time series characteristics, and any integration with
pre-filtering techniques; it is able to adapt its parametersto data characteristics and
to capture linear and non-linear dependences.

5.2 Correlation model for highly variable data

In this section, we present a novel correlation model, namely CoHiVa(Correlation
for Highly Variable data), that is able to evaluate similarity between time series
that are characterized by high variability. This model may be viewed as an im-
provement of the LoCo algorithm [70] that proposes the evaluation of correlation
through the analysis of pattern similarity. CoHiVa extends this idea to the cor-
relation analysis in highly variable domains. Unlike the Pearson model [68] that
works well only if time series are linked by a linear relationship, CoHiVa does not
assume any data dependency and it is appropriate to discoverboth linear and non-
linear dependencies. Moreover, CoHiVa does not assume any data distribution, as
required by the Spearman and Kendall models [39,69].

The CoHiVa algorithm is based on the following four main steps:

1. we extract fromx andy the trend patterns and the perturbation patterns;

2. we remove errors contaminating the time series;

3. we select the trend patterns by discarding the perturbation patterns contain-
ing highly variable information;

4. we compute the CoHiVa correlation index between the two time series by
evaluating the similarity between their trend patterns.
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Each step is detailed in the following subsections.

5.2.1 Pattern extraction

The first goal is to identify the main patterns that are present in the time series
x ≡ [x1, . . . , xn], where patterns correspond to trends (i.e., periodic and seasonal
components) and perturbations. To this end, we apply the Singular Value Decom-
position (SVD) [70] to the auto-covariance matrix of the time series. Among the
spectral decomposition algorithms, SVD is considered as the baseline technique
for separating existing patterns without any assumption about the statistical char-
acteristics of the data [79, 131]. In practice, we estimate the full auto-covariance
matrix of the time seriesx that is defined as:

Φ(x) = x ⊗ x, (5.1)

whereΦ(x) is the auto-covariance matrix ofx.
Then, we compute the SVD of the auto-covariance matrixΦ(x) as follows:

Φ(x) = U(x)Σ(x)V(x)T , (5.2)

whereU(x), Σ(x) andV(x) ∈ R
n×n.

The columnsvi of V(x) ≡ [v1, . . . , vn] are the right singular vectors ofΦ(x).
Similarly, the columnsui of U(x) ≡ [u1, . . . , un] are the left singular vectors of
Φ(x). Finally,Σ(x) ≡ diag[s1, . . . , sn] is a diagonal matrix with positive values
si, called the singular values ofΦ(x).

5.2.2 Removing errors

The singular vectors corresponding to singular values often contain some approx-
imation errors [50] that usually contaminate the measured variables. The con-
tribution of these errors must be discarded by eliminating the singular vectors
corresponding to the smallest singular values [81]. By retaining just the principal
vectors corresponding to the highestk singular values(k < n) we can reconstruct
ak-dimensional approximationof the correlation matrix:

Φ̄(x) ≡ Ū(x)Σ̄(x)V̄(x)T , (5.3)

whereŪ(x) ≡ [ū1, . . . , ūk], V̄(x) ≡ [v̄1, . . . , v̄k] andΣ̄(x) ≡ diag[s̄1, . . . , s̄k].
Literature on SVD gives little importance to the problem of dynamically se-

lecting the appropriate number of principal vectors that capture the patterns (e.g., [70,
131]). A common approach is to choose a fixed number of principal vectors inde-
pendently of data characteristics, but this choice is unsuitable to time-varying con-
texts where the statistical properties of data continuously change in time. Hence,
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we choose a threshold-based method that takes into account the characteristics of
considered data [52]. We select the principal vectors contributing to 90% of vari-
ation, and discard singular vectors contributing for less than10%. This number
of principal vectors capturing the main patterns of the timeseries is variable and
dependent to the amount of variation in data. The variable number of principal
vectors capturing the main patterns of the time series is denoted byk.

5.2.3 Selection of trend patterns

We now analyze the main patterns ofx in order to understand the information they
carry. The goal is to retain just trend patterns but, in the context of interest for this
chapter, we can expect that the main patterns may include also some perturbation
patterns [82]. As these last patterns prevent the identification of correlation be-
tween time series, we have to discard them. The idea is to build a new matrix that
is based on a subspace of thek̂ ≤ k principal vectors that capture trend patterns.

To remove perturbation patterns from̄U(x), we compute the Hurst exponent
H of the k principal vectors by means of the R/S analysis of Hurst [83]. The
Hurst exponent measures whether the data have pure random variability or are
characterized even by some underlying trends [84]. For eachprincipal vector
ūi ∈ Ū(x) of lengthn, we first define its cumulative deviate series:

Zt =
t∑

j=1

(ūj −m), (5.4)

wheret = 1, 2, . . . , n, ūj is thej−th element of thei−th principal vector andm
is the mean of̄ui.

To define the rescaled rangeR(n)
S(n)

of Hurst, we compute the range as:

R(n) = max (Z1, Z2, . . . , Zn)−min (Z1, Z2, . . . , Zn) , (5.5)

and the standard deviation as:

S(n) =

√√√√ 1

n

n∑

j=1

(ūj −m)2. (5.6)

The Hurst exponentH is defined in terms of the asymptotic behavior of the
rescaled range as a function of the time span of a time series as follows [83]:

E

[
R(n)

S(n)

]
= CnH asn→ ∞, (5.7)
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whereE[R(n)
S(n)

] is the expected value of the rescaled range,n is the number of
observations in a time series, andC is a constant.

If the estimated Hurst exponentHi of a principal vector̄ui ∈ Ū(x) is close
to 0.5, then we can conclude thatūi contains perturbations. On the other hand,
if the Hurst exponent remains far from0.5, then we can assume thatūi is a trend
principal vector.

Our model builds up a neŵU(x) matrix containing only thêk trend principal
vectorsûj, j = 1, . . . , k̂ as follows:∀ūi ∈ Ū(x), i = 1, . . . , k:

ûj ≡ ūi if Hi < 0.5− δ

2
or Hi > 0.5 +

δ

2
, (5.8)

whereδ is a two-sided 95% confidence interval empirically computeddepending
on the number of samples as in [84].

This separation approach allows us to remove perturbation patterns in the
time series and to focus only on trend patterns. By focusing onthe k̂ ≪ n
trend patterns, we are able to construct a new approximationof the Φ(x) ma-
trix that we nametrend approximation. Given Û(x) ≡ [û1, . . . , ûk̂], the corre-
sponding singular values and the right singular vectors form the matriceŝΣ(x) ≡
diag [ŝ1, . . . , ŝk̂] andV̂(x) ≡ [v̂1, . . . , v̂k̂], respectively. Through these matrices,
the trend approximation of the correlation matrix using only trend patterns is given
by:

Φ̂(x) ≡ Û(x)Σ̂(x)V̂(x)T . (5.9)

The matrixΦ̂(x) approximates the trend behavior ofΦ(x) by removing both
error information and perturbation patterns that affect the identification of correla-
tions. This approach retains trend information, as well as seasonal and oscillatory
behavior in the time series.

5.2.4 Computation of the CoHiVa index

After the extraction of the main trends, we can evaluate whether they are corre-
lated or not by computing how close their trend patterns are.As example, we
compute the correlation index of the time seriesx andy by measuring their trend
similarity. When the matriceŝU (x) andÛ(y) are similar, the time seriesx andy
follow similar (linear or non-linear) trends, and we can consider that the original
time series are correlated. In geometric terms, if two time series are correlated,
then the trend principal vectors of each time series should lie within the subspace
spanned by the trend principal vectors of the other time series.

For this reason, we project the trend principal vectors of the time seriesx into
the trend principal vectors ofy, as following:
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ρ(x, y) =
1

k̂(x) + k̂(y)
(‖Û(x)T Û(y)‖+ ‖Û(y)T Û(x)‖), (5.10)

wherek̂(x) andk̂(y) are the numbers of trend principal vectors ofΦ(x) andΦ(y),
respectively, whilêU(x) andÛ(y) are the trend principal vectors matrices collect-
ing them.

5.3 Performance evaluation

We evaluate the performance of the proposed correlation model, and we com-
pare it against the results of several state-of-the-art alternatives. As terms of
comparison, we consider the following correlation models:the Pearson product
moment (Pearson) [68], the Spearman rank (Spearman) [69], the Kendall rank
(Kendall) [39], and the Local Correlation index (LoCo) [70]. Moreover, we con-
sider the performance of a model that is integrated with a pre-filtering technique,
namely Pearson with filtering. To evaluate the accuracy and robustness of all mod-
els, we initially refer to synthetic time series that allow us to have full control over
their actual degree of correlation. Then, in the following section we will consider
real time series.

In Section 5.3.1, we first evaluate the impact of linear and non-linear corre-
lations on the models performance. Then, in Section 5.3.2 weevaluate how the
performance of the correlation models changes in case of time series affected by
different levels of variability.

5.3.1 Linear and non-linear correlations

Here, we consider three types of time series: correlated with linear dependence,
correlated with non-linear dependence, not correlated. The time series of each
scenario take values in the range[0, 1]. In order to evaluate the ability of the corre-
lation models to capture different types of dependency for different levels of vari-
ability, we introduce perturbations fromN(0, σ), whereσ ∈ {0.01, 0.05, 0.1, . . . , 0.5}
is the standard deviation that quantifies the intensity of perturbations added to
data [166, 167]. The performance of the correlation models is evaluated in terms
of accuracy and robustness over 1000 independent generations of data for eachσ
value in each scenario.

Accuracy

We define theaccuracyof a correlation model as its ability to capture cor-
relation when data present some linear or non-linear relationships, and in
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categorizing as not correlated time series having no dependence. For exam-
ple, an accurate model should obtain a correlation index close to 1 in both
linear and non-linear scenarios, and an index close to 0 in the uncorrelated
scenario.

The first set of experiments evaluates the accuracy of the correlation models
when time series are characterized by different intensities of perturbations.
In Figure 5.5, we report the mean correlation index of all considered models
computed over 1000 generations of correlated data with differentσ values.
We remind the reader that we consider a strong correlation whenρ > 0.5,
and a weak correlation forρ ≤ 0.5 [76]. The results of Figure 5.5(a) refer to
the linear scenario. As expected, we see a decrease of all correlation indexes
for increasing values ofσ, but the impact of perturbations is different for the
considered models. When the dispersion is low (σ ≤ 0.2), all models are
able to capture the strong correlation among data. When the dispersion
increases (σ > 0.2), the Kendall model is the first to lose its ability to
detect data correlation. In higher variable contexts (σ > 0.3), only the
CoHiVa model captures the strong data correlation for each variability level,
because its index is always higher than 0.65. The accuracy ofall the models
deteriorates when we pass to a scenario where the correlation between data
is non-linear. A comparison between Figure 5.5(a) and Figure 5.5(b) gives a
first idea about the overall results. Only the CoHiVa model is able to detect
a strong correlation for anyσ when the relationship between data is non-
linear. On the other hand, all existing models are affected by a low accuracy
for increasing values ofσ. (They estimate a weak correlation even when
data are perturbed by very low levels of dispersion, such asσ = 0.15.) It is
interesting to observe that the Spearman rank, which is expressly oriented to
capture non-linear dependencies [69], exhibits the best accuracy when the
dispersion is very low (that is,σ < 0.05), but it loses its capacity as soon as
the time series are characterized by higher perturbations.

To address issues related to high variability, the state-of-the-art models may
increase their accuracy by working on a filtered representation of the orig-
inal time series. We anticipated in Section 5.1 that this approach does not
work, but for the sake of an exhaustive comparison we comparethe perfor-
mance of CoHiVa against a Pearson model combined with a pre-filtering
technique. We have to specify that the choice of the best filtering model and
of its parameters is a serious issue by itself, and is out of the scope of this
chapter. We integrate the Pearson correlation model with anEWMA filter
that we have experimentally evaluated as giving good results. We do not
claim that we are applying an optimal filter with optimal parameter setting,
even because the definition of optimum is improper in this context.
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(b) Non-linear scenario

Figure 5.5: Analysis of accuracy of correlation models without data filtering.

Figure 5.6 shows the results obtained by applying the Pearson model to
data filtered through a weak and a strong filter. If we compare the results
of Pearson without filter to the results of Pearson with any kind of filtering,
we can appreciate that the filter in fact improves accuracy: the correlation
value is higher for everyσ and for linear and non-linear scenarios. In the
linear scenario shown in Figure 5.6(a), the Pearson model with filtering is
able to detect a correlation index higher than0.5 for anyσ. On the other
hand, if we consider the non-linear scenario shown in Figure5.6(b), there is
an evident decrease of the correlation index. Both weak and strong filtering
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are useless because they estimate aρ ≤ 0.5 whenσ > 0.2 andσ > 0.3,
respectively.
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(b) Non-linear scenario

Figure 5.6: Analysis of accuracy of correlation models withdata filtering.

These results demonstrate that filters do not guarantee accurate results, with-
out considering the further problems related to the choice of the filter and
its parameters in a highly variable context.

To complete the accuracy evaluation of the models, we reportsome results
obtained in the third scenario characterized by time serieswith no depen-
dence. Despite the level of variability, we see in Figure 5.7that all the mod-
els are accurate and detect a weak correlation between time series having
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no dependence. This result shows that CoHiVa joins the high performance
of capturing linear and non-linear correlations to the ability of detecting the
absence of correlation.
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Figure 5.7: Analysis of accuracy in a not correlated scenario.

Robustness

The accuracy of a correlation model must be combined with information
about itsrobustness, that assesses the reliability of correlation model results
across different evaluations. We quantify the robustness in terms of the
coefficient of variation(CoV) of the correlation indexes computed over the
different data generations. The coefficient of variation isdefined as the ratio
of the standard deviation to the mean of the correlation index over all the
experiments. A lower CoV denotes a better robustness of the correlation
model.

We evaluate the robustness of the results obtained in Section 4.2.3. Table 5.1
reports the CoV of each considered correlation model computed over 1000
generations of time series in a linear scenario. The columnsrefer to the
increasing values of perturbations intensityσ, while the rows report the
correlation models. The CoV of all correlation models increases whenσ
increases. Compared to existing models, the CoHiVa model is able to keep
the lowest CoV for anyσ value. Thanks to a CoV always lower than0.15,
the proposed correlation model guarantees a high robustness in capturing
linear correlations also among highly variable data.

As expected, the non-linear context worsens the robustnessof all the mod-
els. This main conclusion is confirmed by the CoV values reported in Ta-
ble 5.2.
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σ

0.01 0.1 0.2 0.3 0.4 0.5

Pearson 0.0232 0.0299 0.0914 0.1992 0.3437 0.4817

Spearman 0.0227 0.0304 0.0905 0.2036 0.3496 0.4874

Kendall 0.0371 0.0486 0.1098 0.2170 0.3606 0.4936

LoCo 0.0220 0.0284 0.0835 0.1653 0.2452 0.2735

Pearson with weak filtering 0.0001 0.0069 0.0324 0.0785 0.1206 0.1787

Pearson with strong filtering 0.0001 0.0123 0.0497 0.0917 0.1318 0.1736

CoHiVa 0.0073 0.0086 0.0217 0.0498 0.0888 0.1343

Table 5.1: Coefficient of Variation in the linear scenario.

σ

0.01 0.1 0.2 0.3 0.4 0.5

Pearson 0.0274 0.1296 0.3704 0.5843 0.6838 0.7052

Spearman 0.0266 0.1457 0.3894 0.5919 0.6892 0.7104

Kendall 0.0391 0.1632 0.4014 0.5997 0.6960 0.7194

LoCo 0.0258 0.1136 0.2550 0.2923 0.3073 0.2924

Pearson with weak filtering 0.0070 0.0835 0.2026 0.2215 0.2224 0.2236

Pearson with strong filtering 0.0083 0.0944 0.2120 0.2468 0.2434 0.2473

CoHiVa 0.0380 0.0172 0.1467 0.1614 0.1711 0.1926

Table 5.2: Coefficient of Variation in the non-linear scenario.

These results demonstrate that only the CoHiVa model is able to guarantee
a CoV lower than0.2 for any perturbation intensity. On the other hand,
state-of-the-art models show poor results even for medium-low values ofσ
(σ ≤ 0.2). With the exception of the LoCo and the Pearson model integrated
with filters, all the other correlation models are totally unreliable in highly
variable contexts because they reach CoV values around0.7. These results
confirm that they cannot be used to capture non-linear relationships among
highly variable time series.

Our analyses confirm that the most popular correlation models without filter-
ing are affected by low accuracy and robustness when data exhibit high variabil-
ities and/or non-linear dependency. Filtering the time series and then applying a
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correlation model is not sufficient to solve the problems. The use of the proposed
CoHiVa model allows to guarantee good performance for any considered type of
correlation and variability in the time series.

5.3.2 Different variability levels

So far, we considered a variability levelσ and simulated two time series both af-
fected by that same level of variability. Now, we consider the case in which the
variability level that affects the two time series is different. The goal is to evaluate
how the difference in time series variability levels impacts on the models perfor-
mance. Again, we evaluate the models performance in terms ofboth accuracy
and robustness over 1000 generations of linear correlated data taking values in the
range[0, 1]. We use this set to test the models over all possible combinations of
time series with variability levels in{0.01, 0.05, 0.1, . . . , 0.5}.

Figure 5.8 shows the accuracy results of the CoHiVa and LoCo correlation
models over all the combinations of variabilities in the time series. (We selected
LoCo as term of comparison, since it has shown to be our best competitor).

As expected, both indexes have better performance when working on sets
where one or both time series have low variability. As the variability of one time
series increases, the model performance decreases. Besidesthat, the increasing of
variability has very different impact over the performanceof the two models. In
Figure 5.8(a), we see that the performance of CoHiVa slightlydepend on the dif-
ferent variability levels for the two time series. Despite the fact that a time series
has low (σ = 0.01) or high (σ = 0.5) variability, the correlation level captured
by CoHiVa always maintains high, with an index that never goesbelow0.64. On
the contrary, to combine different variability levels has evident impact on LoCo
performance in Figure 5.8(b). In particular, the increase in variability of one of
the two time series strongly decreases the LoCo correlation index. For example,
if one time series hasσ = 0.1, LoCo gives very different results in case that the
other time series is low variable (σ = 0.01) or highly variable (σ = 0.5). In the
first case, the LoCo index sees a high correlation between the two time series with
ρ = 0.94; in the latter case,ρ drops to0.47 and the two time series are seen as
not correlated. This drastic difference (≈ 0.5) in LoCo accuracy results due to the
change of variability in only one time series are due to the inability of LoCo to
adapt the choice of number of principal components to the characteristics of the
time series. Through CoHiVa and its adaptive selection of trend patterns, accuracy
is maintained high despite the level of variability of the time series.

To complete the evaluation, Figure 5.9 shows the robustnessresults of the Co-
HiVa and LoCo correlation models over all the combinations ofvariabilities in
the time series. Again, changes in the variability levels ofthe two time series
have small effects on the robustness of CoHiVa, as we can see inFigure 5.9(a).
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Figure 5.8: Analysis of accuracy at different variability levels.
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Figure 5.9: Analysis of robustness at different variability levels.
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CoV values rise above0.1 only in case that both time series are affected by high
variability levels (i.e.,σ ≥ 0.4) and they never exceed0.12. By comparing Fig-
ure 5.9(b) to Figure 5.9(a), we see an evident increase in both values and instability
of LoCo CoVs with respect to CoHiVa ones. This means that LoCo robustness, as
well as its accuracy, is strongly dependent to the variability of the two time series.
For example, if one time series hasσ = 0.01, the LoCo robustness can span from
a CoV value of0 to a CoV value of0.3 on the basis of the variability level of the
other time series.

From these analyses, we see that both different types of correlation (i.e., linear
and non-linear) and different levels of variability strongly affect the accuracy and
robustness of existing correlation models. The main resultis that the CoHiVa
model that we propose for correlation is able to guarantee good performance for
any considered scenario.

5.4 Complexity

This section estimates the computational complexity and memory space require-
ments of the considered models: Pearson, Spearman and Kendall, LoCo, CoHiVa,
and the possibility of using a filter model.

The majority of these models are characterized by a linear computational com-
plexity as a function of the componentsn of the time series window.

The Spearman and Kendall ranks, and the Pearson index computing correla-
tion between two time series ofn data points requiresO(n) operations. Both them
requireO(n) space for storing the time series data.

The LoCo index requiresO(n2k) operations to compute thek largest eigen-
vectors of the auto-covariance matrix of a time series of length n. LoCo au-
thors [70] set the parameterk to a small value (k = 4) in all their experiments,
hence the complexity remains quadratic. For the same reason, the memory re-
quirements can be considered linear, because LoCo needsO(nk) space for stor-
ing k eigenvectors andO(n) space for storing the time series values, for a total of
O(nk + n) = O(nk) space.

The CoHiVa model has an approach different from LoCo, because CoHiVa
does not set the number of patterns, but it selectsk andk̂ according to the char-
acteristics of the time series. For this reason, we can distinguish two phases in
CoHiVa: startup and operation. The startup phase, during which we evaluatek
and k̂, requires the SVD decomposition of the auto-covariance matrix that has a
complexity in the order ofO(n3). After this startup phase, we incrementally up-
date the CoHiVa index in a streaming setting. By employing the subspace track-
ing algorithms as in [58], the update of the trend approximation matrix requires
O(nk̂) operations. The space requirement is in the order ofO(nk̂). In all our
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experiments on real datasets, we observed that typicallyk̂ ≪ n. Hence, the cost
of the operation phase of CoHiVa tends to be linear as a function of the length of
the time series in terms of time and space. These values are comparable to the
complexity of existing correlation solutions.

As example, Table 5.3 reports the average runtime for the different techniques
to compute correlation between linear correlated time series over one of the ex-
periments. The experimental setting used as example isσ = 0.3 andn = 100.

Pearson Spearman Kendall LoCo CoHiVa
startup operation

Time (s) 0.01 0.02 0.04 0.37 0.51 0.06

Table 5.3: Average runtime over an example experiment.

For highly variable time series, we can also consider the possibility of the com-
bined use of filtering data and applying a correlation algorithm. In this case, the
overall computational complexity depends on the filtering technique. Some filter-
ing techniques, such as EWMA, are characterized by a linear complexity. Other
more efficient filters, such as Fast Fourier Transform [59], requireO(nlog(n))
computations. As a consequence, the total cost can span fromlinear to quadratic
and even more. In terms of space requirements, pre-filteringdata and then com-
puting correlation requires at leastO(n2) space for storing the original and the
filtered time series.

5.5 System management applications

We evaluate the performance of the CoHiVa model for three types of system man-
agement applications that can benefit from an accurate and robust evaluation of
correlation: tracking analysis (Section 5.5.1), anomaly detection (Section 5.5.2),
and prediction studies (Section 5.5.3).

5.5.1 Tracking analysis

For system management, it is useful to evaluate how the correlation between sys-
tem resource measures evolves. To this purpose, correlation is evaluated on a
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sliding windowcontaining the most recent samples of time series. Several cor-
relation models can be adapted to tracking correlation analysis. We compare the
performance of four correlation models: Pearson, LoCo, Pearson integrated with
a filter, and CoHiVa. The right size for the sliding window and the progression
rule that eliminates older samples and incorporates new ones depend on the ap-
plication context. For the sake of a fair comparison we choose the same window
size and the same progress rule for all considered models.

As a summary of a larger set of experiments, we consider the time series re-
ferring to the CPU utilization of the two Web servers in the architecture described
in Section 5.1. The results are reported in the four graphs ofFigure 5.10. The
CoHiVa model (Figure 5.10(a)) maintains a stable index around 0.85 during the
entire interval of observation. As the two time series are correlated but character-
ized by a high variability that tends to mask their correlation, the CoHiVa results
confirm that this model is accurate and robust even for tracking analysis. On the
other hand, the indexes of Pearson (Figure 5.10(b)) and of LoCo (Figure 5.10(c))
are affected by low accuracy and low robustness. They oscillate continuously
and tend to conclude that the two time series are weakly correlated for most of
the time, while the opposite is true. The integration of the Pearson model with a
filter (Figure 5.10(d)) improves the accuracy of the Pearsonresults but not their
robustness, since the variability of the correlation indexremains too high.

5.5.2 Anomaly detection

There are several strategies for anomaly detection [35], but in this chapter we are
interested to those founded on tracking correlation analysis (e.g., [34]) that are
based on an intuitive idea. If a correlation between two timeseries exists and, at a
certain point, this relationship disappears, we can assumethat an anomaly occurs
in the observed system. Similar conclusions can be achievedwhen two unrelated
time series become correlated.

A visual exemplification of the transition from a normal to ananomalous be-
havior is presented in Figure 5.11 and Figure 5.12, respectively. Let us consider
the two servers in the architecture receiving the same number of requests through
a load balancer.

Figure 5.11(a) shows the network packet rate during two daysof normal be-
havior, and Figure 5.11(b) displays the results of the CoHiVamodel (continuous
line) and the Pearson model (dotted line) in tracking the correlation between the
two time series. This figure reveals that the CoHiVa index is able to capture the
correlation between the two metrics despite the high variability perturbing the
data. On the other hand, the Pearson index remains lower than0.5, thus conclud-
ing that there is no correlation between the two servers.
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Figure 5.10: Performance of four correlation models: CoHiVa, Pearson, LoCo,
and Pearson integrated with a filter.
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Figure 5.11: Normal behavior.

During the following two days reported in Figure 5.12(a), a system problem in
the load balancer causes one of the two serves to not receive requests. The prob-
lem was temporary and normal service resumed after two days.In correspondence
with this event, the CoHiVa correlation index (continuous line in Figure 5.12(b))
shows a progressive drop to the extent that the two time series are evaluated as
no longer correlated. On the other hand, the Pearson index (dotted line in Fig-
ure 5.12(b)) remains lower than 0.5 during the entire periodof sampling, thus
resulting useless as a basis for tracking anomalies.

5.5.3 Time series prediction

Time series prediction is often adopted in system management contexts (e.g., [60]).
In order to establish whether a time series is predictable ornot, we measure its au-
tocorrelation, that is, the correlation among values of a time series at different
lags in time. This information determines the presence of a statistical dependency
among the values of a time series. Prediction models are considered applicable
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Figure 5.12: Anomalous behavior in one server.

if the decay in the autocorrelation function (ACF) of the timeseries is exponen-
tial [32]. The lag at which the autocorrelation function becomes negligible deter-
mines how many past values it is convenient to include for theestimation of future
values [167].

Let us consider as an example the time series at the bottom of Figure 5.11(a)
to illustrate the importance of a robust evaluation of the autocorrelation even for
highly variable data. To determine if the considered time series is predictable,
we compute its ACF through the CoHiVa and Pearson correlation indexes. Fig-
ure 5.13(a) shows the ACF obtained by computing the CoHiVa correlation index
at different lags ranging in the interval[1, 72]. The exponential decay of the curve
means that a relationship between the samples exists and therefore, by follow-
ing CoHiVa, we can conclude that the time series can be predicted. On the other
hand, by computing the ACF on the basis of the Pearson index, weobtain the
quickly decaying curve of Figure 5.13(b) suggesting that the time series cannot be
predicted.
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Figure 5.13: Autocorrelation functions.

To validate that the considered time series is actually predictable, we refer
to an autoregressive model (AR) that is a weighted linear combination ofp past
values. These values are weighted byp linear coefficients that are the firstp values
of the ACF function evaluated on time series. Thep order of the AR model is
defined by a statistical test based on the partial auto-correlation function that is
described in [167].

We set AR parameters according to the ACF results obtained through CoHiVa
and on the basis of this evaluation we conclude that the AR(12)is the best autore-
gressive model for the considered time series. In Figure 5.14, we show the results
of applying an AR(12) model for predicting 6 hours of network packet rate on the
basis of past data.
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Figure 5.14: Predicted time series.
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The line before 18:00 represents past samples. After that hour, the line repre-
sents the future values that we aim to predict. The three boldlines represent the
predicted values including their confidence interval. We can appreciate that the
actual values are always contained in the prediction interval, hence the time series
is predictable as anticipated by the ACF evaluation through CoHiVa.



Chapter 6

Data clustering

Clustering is a widely adopted approach for augmenting the level of knowledge
on rough data. The goals of clustering applied to computer and network datasets
can be different, going from Web sites characterization [62], classification of users
navigation patterns [65], network traffic classification and management [63]. For
example, many network management goals such as flow prioritization, traffic
shaping and policing, and diagnostic monitoring as well as many network en-
geneering problems, such as workload characterization andmodeling, capacity
planning, and route provisioning may benefit from traffic clustering [63].

In this chapter, we are interested in correlation-based clustering algorithms
applied to highly variable time series. This set of algorithms (e.g., Pearson prod-
uct moment [68], Spearman and Kendall ranks [39, 69]) consider that time series
are similar if they exhibit some degree of statistical inter-dependency, and differ
from other popular approaches using some geometrical distance (e.g., Euclidean
distance [67], cosine distance [66]) as theirsimilarity measure. The reason of
focusing on correlation similarity measures is distance functions are not always
adequate in capturing dependencies among the data. In fact,strong dependencies
may exist between time series even if their data samples are far apart from each
other as measured by distance functions [64]. In the next section, we will support
this statement through a network related example.

The choice and the performance of the similarity measure impact the quality
of any clustering algorithm. The better the accuracy and robustness of the measure
in finding similarity, the better the quality of the clustering model. As we broadly
demonstrated in Chapter 5, existing correlation indexes areaccurate and robust in
disclosing similarity except when time series exhibit highvariability. This is the
case of most traffic data that are highly variable in terms of number of connections,
request inter-arrivals, flow sizes (e.g., [72, 73, 75]). In these scenarios, popular
correlation indexes, such as the Pearson coefficient [68], the Spearman rank [69],
the Kendall rank [39], and the Local Correlation index [70], show poor results
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because they are unable to capture correlations even when they exist.
By basing on the CoHiVa correlation index presented in Section5.2 as simi-

larity measure, in this chapter we present a clustering model that can group time
series presenting similarity also when characterized by high variability, such as
network traffic [75], workloads [74], and data center resource metrics [11]. Such
data may have strong correlations that are masked by perturbations. When some
correlations exist, CoHiVa is able to identify them and clustering algorithms can
group time series accordingly. The improvements with respect to the state of the
art are shown on synthetic and real datasets characterized by high variability.

6.1 Problem definition

We define the clustering process based on similarity by considering a datasetX =
{x1, . . . , xN}. For example, it contains all time series of a monitored network,
where each time seriesxj = [xj1, . . . , xjn] is a vector containing a time-ordered
discrete sequence of traffic data sampled once. We are interested in partitioning
theN time series intoK clustersC ≡ {C1, . . . , CK} (K ≤ N), such that:

1. Ci 6= ∅, i = 1, . . . , K;

2.
⋃K

i=1 Ci = X;

3. Ci ∩ Cj = ∅, i, j = 1, . . . , K andi 6= j.

The clustering algorithm requires the choice of a similarity measure determin-
ing groups of time series so that the similarity between timeseries within a cluster
is larger than the similarity between time series belongingto different clusters. As
a similarity measure, we adopt thecorrelation indexρ between two time series
xi andxj ∈ X, where the absolute value ofρ ranges between 0 and 1. When
ρ = 0, there is no correlation between the two time series, whileρ = 1 indicates
a complete correlation betweenxi andxj. The literature offers several guidelines
for the best interpretation of the value of the correlation measure [68, 76], but all
criteria depend on the context and purposes of the analysis.In this chapter, we do
not refer to a specific traffic scenario, hence we can adopt themost general inter-
pretation indicating astrong correlationwhenρ > 0.5, and aweak correlationfor
ρ ≤ 0.5 (e.g., [76]). Different choices for the threshold do not impact the main
conclusions of this chapter.

This chapter proposes a new similarity measure that is able to determine cor-
relation clustering even in datasets exhibiting a high degree of variability, where
existing correlation indexes (e.g., [39, 68–70]) are not accurate. High variability



6.1 Problem definition 91

is a typical phenomenon in network-related time series [75]in which most obser-
vations take values around the time series trend (trend pattern) and some observa-
tions depart from it with appreciable frequency, even by assuming extremely large
values with non-negligible probability (perturbation pattern). Trend patterns rep-
resent the tendency of a time series that may be related to theother time series,
while perturbation patterns consist of random observations hiding trends. In this
chapter, we use the standard deviation as the measure of timeseries variability
because a high standard deviation is the most typical trademark of highly variable
network measurements [75]. For our purposes, this feature causes trend patterns
that are hard to identify because masked by perturbations.

Figure 6.1 illustrates some examples of highly variable time series derived
from network monitors measuring the number of active connections, active clients
and transferred bytes during a day period. In each time series, we can see the pres-
ence of different trend patterns during working hours and during the night. These
patterns are masked by perturbation patterns. However, there is an evident depen-
dency between the number of active connections and the amount of transferred
bytes. In fact, when the number of active connections increases (decreases), the
amount of transferred bytes increases (decreases) as well.
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Figure 6.1: Examples of network-related time series.

Despite the variability, we want that a good similarity measure can detect this
dependency so to group the two time series in the same cluster. This goal can-
not be achieved through distance-based similarity measures because the distance
between the sample values of the two time series is not alwaysclose, hence the
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two time series cannot be clustered together through a traditional distance-based
clustering model. For this reason, we prefer to consider correlation as the simi-
larity measure, and we propose a correlation-based clustering model that is able
to disclose dependency even in highly variable scenarios where distance-based
clustering models do not work.

As demonstrated in Chapter 5, the most popular correlation indexes are af-
fected by two main problems when working on highly variable time series:

1. low accuracy, since they are unable to detect similarities even among corre-
lated time series;

2. low robustness, since they do not guarantee a stable evaluation of the cor-
relation index, even when the relationships between the time series do not
change.

These problems of existing correlation indexes affect the quality of the re-
sults of clustering models based on similarity when appliedto highly variable
datasets. In these contexts, the risk is that time series characterized by strong cor-
relation may be clustered in different groups, and uncorrelated time series may be
assigned to the same cluster. These reasons motivate the useof our correlation
index (CoHiVa) presented in Chapter 5 as new similarity measure that is able to
disclose correlations in an accurate and robust way in highly variable contexts.
CoHiVa has several benefits: it does not require any assumption about statistical
properties, any pre-analysis of time series characteristics, and any integration with
pre-filtering techniques. Moreover, it is able to adapt its parameters to data char-
acteristics, to capture linear and non-linear dependences, and to cluster time series
basing on their statistical correlation in an accurate and robust way.

6.2 Clustering of highly variable datasets

In this section, we present how the novel correlation index,CoHiVa, that we pre-
sented in Chapter 5 may be used as the similarity measure of different clustering
algorithm(s) applied to highly variable time series.

The described clustering algorithm adopts CoHiVa to modify the complete-
linkage clustering model [77], but other clustering algorithms using similarity
measures can be considered as well. The proposed algorithm denotesN singleton
clusters{C1, . . . , CN}, each corresponding to a monitored time series (Ci ≡ xi,
i = 1, . . . , N ). It then computes theNxN similarity matrix D containing the
CoHiVa correlation indexesρ(xp, xq) between all pairs of time seriesxp, xq in X

through the procedure described in Section 5.2.
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Let us remind the main steps of the procedure. First, we identify the main
patterns inxp that correspond to trends (i.e., periodic and seasonal components)
and perturbations by applying the Singular Value Decomposition (SVD) [70] to
the auto-covariance matrix of the time series. We compute:

Φ(xp) = U(xp)Σ(xp)V(xp)
T , (6.1)

whereΦ(xp) is the auto-covariance matrix ofxp, andU(xp), Σ(xp) andV(xp) ∈
R

n×n.
We then reconstruct ak-dimensional approximationof the correlation matrix

by retaining just the principal vectors corresponding to the highestk singular val-
ues(k < n) obtained through SVD. We select the principal vectors accounting
for 90% of the variation and compute thek-dimensional approximationmatrix
through the following equation:

Φ̄(xp) ≡ Ū(xp)Σ̄(xp)V̄(xp)
T , (6.2)

whereŪ(xp) ≡ [ū1, . . . , ūk], V̄(xp) ≡ [v̄1, . . . , v̄k] andΣ̄(xp) ≡ diag[s̄1, . . . , s̄k].
Then, we retain just trend patterns among the main patterns of xp by removing

perturbation patterns from̄U(xp) in 6.2. To this end, we compute the Hurst expo-
nentH of thek principal vectors by means of the rescaled range analysis ofHurst
(see Equation 5.7) and we consider only the principal vectors ūi ∈ Ū(xp) having
an estimated Hurst exponentHi far from 0.5. Such vectors builds up a newtrend
approximationmatrix by applying:

Φ̂(xp) ≡ Û(xp)Σ̂(xp)V̂(xp)
T . (6.3)

For each pair of time seriesxp andxq, we can now compute the CoHiVa cor-
relation index as following:

ρ(xp, xq) =
1

k̂(xp) + k̂(xq)
(‖Û(xp)

T Û(xq)‖+ ‖Û(xq)
T Û(xp)‖), (6.4)

wherek̂(xp) and k̂(xq) are the amounts of trend principal vectors ofΦ(xp) and
Φ(xq), respectively, whilêU(xp) andÛ(xq) are the trend principal vectors matri-
ces collecting them.

Through this procedure, our algorithm finds out the CoHiVa correlation in-
dexesρ(xp, xq) between all pairs of time series inX and uses them to fill the
NxN similarity matrixD. These correlation indexes represent the measures of
similarity between all the clusters.

We then proceed through the following steps:
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1. Find the most correlated pair of clusters in the similarity matrix:

ρ(xr, xs) = max
1≤p,q≤N,p 6=q

ρ(xp, xq). (6.5)

2. Combine clusterCr and clusterCs to form a new cluster, denoted asC(r,s).

3. Update the similarity matrixD by deleting the rows and columns corre-
sponding to clustersCr andCs and by adding a row and a column corre-
sponding to the early created cluster. The similarity between the new cluster
C(r,s) and a generic old clusterCi is defined as:

ρ(xi, x(r,s)) = max(ρ(xi, xr), ρ(xi, xs)). (6.6)

4. Repeat steps 1)-2)-3) until all objects are in a cluster.

This procedure results as an organized tree built up according to the similarity
matrix computed through CoHiVa. Cutting the tree at a given height gives a parti-
tion clustering at a selected precisionφ. For example, if we discriminate between
weak and strong correlation through the value ofφ = 0.5, we cut the tree when
the highest correlation value found in the similarity matrix goes belowφ = 0.5.
The time series forming a sub-tree after this cut are considered part of the same
cluster [80].

6.3 Experimental results

We evaluate the quality of the proposed clustering algorithm by referring to two
network-related datasets characterized by high variability: Abilene network traf-
fic, and measurements collected at the border router of our university.

• Abilene network.
The publicly available Abilene dataset contains aggregatedata based on
measurements of origin-destination (OD) flows on the Abilene network [87].
We consider sampled data from every router over a seven-day period, start-
ing December 12, 20031. At sampling period of five minutes, each link
produces 2016 samples a week.

• University network.
The dataset is obtained from a monitor attached to a border router of the
university and contains flows characterized by different metrics, such as to-
tal number of packets (excluding ack packets), packet size statistics (mean,

1Data available at: http://math.bu.edu/people/kolaczyk/datasets.html
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minimum, maximum, quartiles), number of bytes transferredin each di-
rection, number of active connections and number of active clients. These
network metrics are aggregated every 10 seconds. The presented results
refer to one day characterized by 8640 samples for each network metric.

The clustering algorithms applied to these two datasets areused for two dif-
ferent purposes: for traffic clustering of Abilene network data (Section 6.3.1), and
for server clustering of university network data (Section 6.3.2).

6.3.1 Traffic clustering

The identification of the main statistical properties of traffic flows and the cluster-
ing of flows based on such properties are crucial to many network management
tasks and network engeneering problems [63]. Due to the highvariability of OD
traffic flows [75], clustering solutions must be able to groupdata even in highly
variable contexts. Our algorithm represents a good solution for traffic clustering
because it is able to identify correlation between OD flow traffic patterns and to
cluster together flows presenting similar statistical properties.

We carried out a preliminary analysis of the Abilene datasetwith the goal of
extracting the main statistical properties shared by the ODtraffic flows that we
expect to be shared by the time series clustered together. This analysis evidences
the presence of the following six main statistical properties:

1. Periodic pattern of 6 hours: some OD flows have fluctuations of request
volume over a time period of 6 hours, typically related to hourly human
behaviors. Some intra-daily periodic patterns are shown inFigure 6.2(a).

2. Periodic pattern of 24 hours: some OD flows present the typical increase of
user requests during working hours and a decrease during thenight. Some
examples of daily patterns are reported in Figure 6.2(b).

3. Repeated spikes every 45 minutes: some OD flows manifest bursts of re-
quests repeated every 45 minutes. Figure 6.2(c) shows this behavior during
a time interval of 2 days.

4. Repeated spikes every 90 minutes: some OD flows exhibit regular spikes
every hour and a half as in Figure 6.2(d).

5. Aperiodic trend: some OD flows are characterized by increasing or decreas-
ing trends even thought they do not manifest any periodicity. Some flows
with these characteristics are presented in Figure 6.2(e).
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(a) Periodic pattern of 6 hours
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(b) Periodic pattern of 24 hours

Mon Tue
0

1

2
x 10

7

O
D

 fl
ow

 

 

Mon Tue
0

1

2
x 10

7

O
D

 fl
ow

 

 

OD 75 LOSA−SNVA

OD 42 HSTN−SNVA

(c) Periodic spikes every 45
minutes

Mon Tue
0

1

2
x 10

7

O
D

 fl
ow

 

 

Mon Tue
0

1

2
x 10

7

O
D

 fl
ow

 

 

OD 34 HSTN−ATLA

OD 67 LOSA−ATLA

(d) Periodic spikes every 90
minutes

Mon Tue Wen Thu Fri Sat Sun
0

2

4
x 10

7

O
D

 fl
ow

 

 

Mon Tue Wed Thu Fri Sat Sun
0

5
x 10

7

O
D

 fl
ow

 

 

OD 44 HSTN − WASH

OD 77 LOSA − WASH

(e) Aperiodic trends
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Figure 6.2: Characteristics of Abilene traffic flows.
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6. Stochastic pattern: some OD flows are characterized by minor bursts and
irregular behavior as those in Figure 6.2(f).

This preliminary analysis gives us the ground truth. In other words, we can
expect that the most effective clustering algorithm is ableto find out 6 clusters,
each one including all and only the OD flows sharing just one ofthe identified
statistical properties. Thanks to this term of comparison,we can compute the
recall and theprecision[88] of the other clustering algorithms.

The recall measures the ability of an algorithm to cluster a flow presenting a
statistical property together with other flows having that statistical property (e.g.,
a flow with a 24-hour periodic pattern is clustered together with the flows having
a daily period). To achieve a recall of 100%, the clustering algorithm must insert
each flow in the cluster representing the corresponding statistical property.

The precisiongives information about the ability of the clustering algorithm
to limit the number of flows that present a statistical property but are clustered
together with flows characterized by a different statistical property (e.g., a flow
with a 24-hour periodic pattern is clustered together with 6-hours periodic flows).
A precision of 100% means that the algorithm inserts into a cluster only the flows
with the corresponding statistical property.

We compare the results of the complete-linkage clustering algorithm using Co-
HiVa against those obtained through the Pearson product moment and the LoCo
score, that achieved the best trade-off between accuracy and robustness on syn-
thetic settings. Table 6.1 reports the recall and precisionvalues for the three con-
sidered algorithms.

Cluster CoHiVa Pearson LoCo

Periodic pattern Recall 100% 100% 100%
of 6 hours Precision 89% 56% 89%

Periodic pattern Recall 91% 0% 81%
of 24 hours Precision 83% 0% 78%

Repeated spikes Recall 75% 100% 0%
every 45 minutes Precision 60% 40% 0%

Repeated spikes Recall 100% 100% 0%
every 90 minutes Precision 100% 100% 0%

Aperiodic Recall 100% 100% 0%
trend Precision 100% 67% 0%

Stochastic Recall 81% 49% 67%
pattern Precision 91% 100% 83%

Table 6.1: Recall and precision

This table evidences three main results.
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• The ability of CoHiVa in disclosing the presence of all 6 clusters, since it
obtains high recall and precision values over all the clusters. The null val-
ues obtained by Pearson in both precision and recall over thecluster with
daily periodic flows mean that this index does not reveal the presence of
correlated flows having daily patterns. LoCo is unable to identify spiky and
aperiodic flows because it is characterized by null recall and precision val-
ues over these three clusters. These results are in accord tothose achieved
on synthetic settings in the previous section: Pearson is unable to identify
correlation among highly variable data (e.g., flows with a 24-hours period),
while LoCo fails in finding spiky and aperiodic flows because itconsiders
just the first principal component not including information of those irregu-
lar patterns.

• The ability of CoHiVa in discriminating between correlatedand not corre-
lated flows. This algorithm guarantees high recall and precision values in
the identification of correlated flows belonging to the first 5clusters and the
best performance for the identification of uncorrelated stochastic flows. On
the other hand, Pearson and LoCo insert in the same cluster many flows
that are correlated with other flows, as their lower recall values over the
stochastic cluster demonstrate.

• The ability of CoHiVa in guaranteeing the best compromise between the
capacity of clustering together flows having similar statistical properties and
the capacity of limiting the number of flows that are wrongly classified.

This last result can be appreciated by introducing a furtherperformance mea-
sure. Since a trade-off between recall and precision valuesexists, these two met-
rics can be combined into one measure, namely theF-measure[88], that gives a
global estimation of the quality of the clustering algorithm through the weighted
harmonic mean of precision and recall, that is:

F-measure= 2
precision ∗ recall
precision+ recall

(6.7)

The closest the F-measure to 1, the highest the quality of theclustering algo-
rithm.

The combined effect of recall and precision can be appreciated in Figure 6.3
showing that CoHiVa achieves the best F-measure in all cluster identification.
This is an important result about the robustness of CoHiVa: independently of
the flow statistical properties, CoHiVa guarantees the best compromise between
the number of correctly and wrongly clustered flows. Pearsonand LoCo achieve
some good results but they show also unacceptable performance in other cases. In
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particular, the null F-measure values of Pearson and LoCo indexes in the identifi-
cation of flows with highly variable, spiky and aperiodic flows limit their applica-
bility as similarity measures for correlation-based clustering algorithms.
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Figure 6.3: F-measure.

6.3.2 Server clustering

As a further test case, we apply the clustering algorithms tothe identification of
network-based servers having similar statistical behavior. The idea is to group
servers performing similar tasks through the analysis of the network traffic flows
they generate. Even these scenarios are characterized by highly variable measures
gathered by a network monitor connected to the border routerof our university.
We select 21 destination servers by considering the destination address and the
port number of the traffic flows. Table 6.2 reports the different classes of servers
and the number of monitored servers for each class. We expectthat a good clus-
tering algorithm is able to group together hosts supportingsame server processes.
In other words, we expect that Web servers are grouped in the same cluster, and
that this cluster is separated from the cluster containing FTP servers, as well as
from that containing DNS servers, and so on.

We apply a K-means clustering model [67] to the 21 datasets referring to the
monitored network metrics of each considered server. We setK = 7 because we
have seven classes of servers. We consider clustering in a 2-dimensional space
based on the correlation among input/output bytes and input/output packets of the
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Web DNS FTP Samba Oracle MySql Microsoft
Sql

# servers 7 2 2 5 1 2 2

Table 6.2: Server classes

monitored traffic flows, supported by previous studies on correlation of flow char-
acteristics (e.g., [89]). By considering these two pairs of metrics, for each dataset
related to one of the 21 servers we compute three similarity matrices containing
the pair-wise similarity measures computed through CoHiVa,Pearson, and Loco.
These measures allow us to place each server in the spaces generated through the
indexes. In each space, the K-means model groups servers so as to minimize the
within-cluster distance [67].

Figure 6.4 shows the results related to the CoHiVa index (Figure 6.4(a)), the
Pearson product moment (Figure 6.4(b)), and the LoCo score (Figure 6.4(c)).

For this dataset, CoHiVa is able to group all the Web servers ina cluster, that
is separated from the cluster containing the two DNS servers, from that referring
to the two FTP servers, from the one for all the Samba servers,and so on. We
should note that the chosen metrics and similarity measure do not allow us to
discriminate between the Oracle and MySql database servers, that consequently
are grouped together.

The results related to Pearson and LoCo are much poorer: they cluster differ-
ent types of servers in the same cluster, and some servers arein singleton clusters
despite their expected correlation. These results are caused by the high variability
of some monitored metrics and to the low mean value of others.As a conse-
quence, Pearson and LoCo correlation indexes see as uncorrelated time series that
actually present some dependency, while they see high correlations between time
series that are actually independent.

The reported results show that CoHiVa represents an effective solution for
clustering data in highly variable contexts where state-of-the-art similarity mea-
sures are affected by poor results.
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Figure 6.4: Server clustering results.





Chapter 7

Predictive analytics

A user of an infrastructure cloud service such as EC2 has the option of selecting an
availability zone where their resources are provisioned. An availability zone (AZ)
is a data center that is physically isolated from other availability zones. Cloud
providers offer several of such availability zones in various geographies. For any
cloud provider, availability zones are not identical - their hardware infrastructure,
type and version of management stack, and load characteristics differ. As a result,
services offered by different availability zones will vary.

In this chapter, we present an adaptive and predictive method for automatically
selecting availability zones. In the proposed model a user provides a set of desired
quality of service attributes for each instance deploymentrequest and their impor-
tance. Based on this input, we construct a utility function. QoS measurements for
previously deployed instances by the same or other users areavailable with their
associated utility value. We use these observed utility values to train prediction
models for each availability zone. In essence, the prediction models help us learn
unpublished attributes of a service. We accommodate time varying changes in
service attributes by reconstructing the models based on continuously changing
input data. Given the prediction model and the requirement specified in a new
request, we formulate and solve an optimization problem to select the optimum
availability zone for that request. We further use prediction models to extract per-
formance insights for availability zones based on user satisfaction and compare
the performance of zones with respect to different request types. This additional
use of prediction models helps service providers to understand the performance
of their availability zones for different request types.

The proposed solution moves cloud service users from the common practice of
manually selecting a cloud availability zone, by relying oncommunity knowledge,
to the automatic selection of customized solutions, focused on their needs. It is
important to note that our solution considers the possibility of a deployment across
multiple provider deployment, i.e., the resources can be placed in different zones
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of different providers if such a deployment is supported by other important factors
such as availability of suitable images and automation, similarity of service types,
etc. In a multi-cloud setting our solution would benefit cloud brokering services
which become increasingly popular.

7.1 Problem definition

Some differences in services offered by different availability zones are widely
known as they are published by the service provider. Such well known attributes
are types of offered instances, their sizes, and prices. As an example, as of writing
this thesis, EC2 does not offer Cluster GPU instances in Sao Paulo zone while
they are available in North Virginia zone. However, cloud users have observed a
number of differences in the quality of service provided by availability zones that
are not captured in those advertised attributes.

Benchmarking studies performed on EC2 report on variation between per-
formance of same type instances deployed in different availability zones. Shad et
al. [104] measured significant differences in instance diskread/write performance,
as well as in instance network performance between availability zones in US and
EU locations. They conjecture that divergent disk performance is due to differ-
ent HDD technologies used in US and EU. They also stipulate that differences in
network performance result from different virtual machineplacement algorithms
applied in different availability zones. Furthermore, Life Scaling blog1 reports up
to 100% difference in network latency between pairs of instances deployed within
different availability zones in the US East region. Farley et al. [94] and Ou et
al. [103] measured substantial performance variation (up to 280%) between same-
type instances deployed on different processor architectures in EC2 with bench-
marks stressing various types of resources. Furthermore, Ou et al. [103] estimated
up to 9.5 times higher probability of acquiring an instance on a specific processor
architecture between two availability zones indicating that, due to infrastructure
differences, the expected instance performance in these two zones should vary
considerably. Outside of scientific studies, users of EC2 report particularly high
probability of instance deployment rejection due to resource contention in certain
availability zones (mostly in the US East region).

The above data suggest that considerable difference in quality of service may
be observed by cloud users with different availability zones, even when offered
by the same provider. This observation is not surprising as different data centers
are likely made of different generations of hardware and software technologies.
Moreover it should be expected that those characteristics will change over time.
From a user perspective, such inconsistency in service availability and behavior
is an unwelcome challenge as availability zone selection may have a rather dras-
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tic impact on the availability, performance, and cost-efficiency of the deployed
workload. A tool that would help a user to automatically select an availability
zone suitable for their requirements would alleviate theseconcerns. As the QoS
attributes needed to make a decision are not usually advertised as part of a service
description, in addition to the fact that they may vary over time, a suitable tool
will have to estimate such attributes based on prior observations.

7.1.1 Formulation of the problem

Request attributes

A user request is represented by a requirement vector. Let the ith user request be
represented by the vector

r i = {ri1, ri2, . . . , rim}, (7.1)

whererij , j = 1, . . . ,m specifies thejth requirement of useri that is expected
to be satisfied by the selected availability zone. User requirements may include:
(i) resources, as the resource amounts required by the user (e.g., CPU, memory
etc); (ii) QoS criteria, as quality of service objective that a user wants to achieve
(e.g., highest reliability, minimum execution time, highest performance); (iii) con-
straints, as restrictions on possible service provisioning (e.g., locality constraints,
service type constraints, load balancing constraints); (iv) user instance types, as
the type of instance the user wants to run; and (v) user machine types, as the type
of machine that the user requires the availability zone to provide.

Availability zone model

Availability zones differ in characteristics depending ontheir implementation. At-
tributes such as availability zone size, hardware infrastructure, or management
stack (including in- stance placement policies) result in different levels of reli-
ability and performance. Attribute values that influence the QoS offered by an
availability zone for a particular instance type are not known. Generally, quality
of service data for any particular instance type in a given availability zone are not
known a priori. It is, however, possible to measure the QoS parameters after an
instance has been deployed. To obtain such a measurement, one can use a moni-
toring service provided by the cloud owner, e.g., Cloud Watchoffered by EC2, or
deploy a proprietary tool to monitor the deployment and runtime characteristics
of provisioned instances.

Therefore, in our model of an availability zone, we assume that either the
availability zone manager, or a monitoring tool deployed within it, can provide
us with a measurement to evaluate each requirement specifiedin the request type.



106 Predictive analytics

For example, such measurements would identify certain architectural features of
a node on which the instance was deployed, and include notifications of their fail-
ures and recovery as well as runtime performances such as throughput of various
resources, delays, etc. Such measurements may be evaluatedagainst the require-
ments specified in the re- quest, as given by Equation 1. We call the results of
such an evaluation a requirement satisfaction level.

Let cik ∈ [0, 1] denote the satisfaction level of requirementrik . If the require-
ment rik is fully satisfied, thencik = 1, otherwise0 ≤ cik ≤ 1. To keep the
method general, we are not prescribing a method to measure how much a user
requirement is satisfied after deployment. Rather, we are stating that such an eval-
uation can be done using an arbitrary method to produce the vector of satisfaction
levels, CT

i = [ci1, ci2, . . . , cim], for each incoming request,ri , deployed to an
availability zone.CT

1 is the only input we need for each availability zone.

7.1.2 Model construction

In this Section, we explain how to build a prediction model [90], by learning the
behavior of each availability zone based on the historical data of past requests.
Our prediction model maps the requirement vector of an incoming request,r i =
{ri1, ri2, . . . ,rim}, to a customer satisfaction measure defined by a utility function,
f(ri) ∈ [0, 1]. The utility function reaches its maximum value of one when there is
complete satisfaction. The value off (r i) depends on how much the requirements
of an incoming request is satisfied by the avail- ability zonewhere the request
is placed. If the requirement rik is fully satisfied, thencik = 1, otherwise0 ≤
cik ≤ 1. The vector of satisfaction levels,CT

i = [ci1, ci2, . . . , cim], for i each
incoming requestri is observed after the request is deployed. The satisfaction
of some requirements may be more crucial than others, therefore the satisfaction
level of each requirement may have different significance. The weight vector
WT

i = [wi1, wi2, . . . , wim] denotes the significance levels i for requirementsri.
The more the value ofwik, the stronger the significance of requirementrik is. One
possible way of defining the utility functionf (r i) is to take a linear combination
of the satisfaction level for each incoming requestCT

i and the associated weights
WT

i multiplied by an indicatori functionφ(r i). The indicator function is used to
set the satisfaction level to zero when the request is rejected. Hence, we define the
utility function as,

f (r i) = φ(r i)
m∑

j=1

wijcij = φ(r i)Wi
TCi, (7.2)

where:
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φ(r i) =

{
0 if request is rejected

(
∑

j wij)
−1, otherwise

Term cik ∈ [0, 1] is the satisfaction level for useri against the requirement
rik and the weightwik ∈ R≥0 indicates the importance of satisfying a particular
requirement. Note that the selection ofφ(r i) = (

∑
j wij)

−1 , in the case of no
rejection, normalizes that weight vector and limits the maximum possible value
of f (r i) to 1.

7.1.3 Example

Let r i =[rS, rL, rI , rA, rM ] be the requirement vector of an incoming request. The
request contains requirements related to the size, supported instance type, infras-
tructure type, and reliability of an availability zone. Thedescription of the re-
quirement attributes are listed below:

rS: Requested CPU and RAM resources whererS ∈ {micro, small, medium,
large, xlarge}

rL: Level of reliability whererL∈{Low, Medium, High}

rI : Tolerance to interruption whererI∈{0, 1}

rA: Requested application type whererA∈{Compute, Storage, Memory Instance}

rM : Requested machine type whererM∈{Intel Xeon, AMD Opteron series}

The satisfaction level of these requirements can be measured through an agent
deployed along with the request to the availability zone. The measured satisfaction
for each requirement is captured by vectorCT

i . Let’s assume that for an incom-
ing request with a requirement vectorr i = [ ”large”, ”medium”, ”1”, ”Compute
intense”, ”Intel Xeon series”], the satisfaction vector isobserved as,

CT = [0, 1, 0, 1, 1]. (7.3)

Note that partial satisfaction levels are not considered tosimplify the exam-
ple. This means that the size and tolerance to interruption requirements of the
incoming request,rS = {”large”} andrI = {”1”}, are not satisfied while other
requirements are fully satisfied. If the associated weight vector is:

WT = [0.2, 0.3, 0.3, 0.1, 0.1], (7.4)
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then the utility function forr i is computed as:

f (r i) =

{
φ(r i)Wi

TCi = 0.5, if request is placed;

0 if request is rejected,

whereφ(r i) = 1 if the request is placed and0 otherwise. Note that due to the
weights associated with each requirement, the satisfaction level did not exceed0.5
while more than half of the requirements are satisfied.

7.1.4 Predicting the utility function

If there are multiple availability zones providing the sameservices, it is natural
that the availability zone which returns the maximum utility valuef(r i) for the
incoming request is likely to satisfy the requirements most. The exact value of
the utility function can be computed only after deployment.It can be, however,
predicted based on the utility values of deployed requests in the past. In this
chapter, we propose to build a prediction model for every availability zone and
use the predicted utility values,̃f(r i), in selecting an optimum availability zone.

Figure 7.1 shows how we create the training tables and the associated predic-
tion models for each availability zone. First, the incomingrequests are placed
into the availability zones by using a random selector. Thisway the incoming
requests are distributed uniformly to each zone. After the placement of a request,
the utility value for that request is computed and stored along with the associated
requirement vector in a training table for the zone that the request is placed. Each
row of a training table corresponds to a single placement instance. Once the train-
ing tables are built from the corresponding placement instances for each zone, the
associated prediction models are generated by using machine learning techniques.

Figure 7.1: Generating prediction models.
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Let Pn denotes the predictive model, such as a classifier, for the satisfaction
level of an incoming request placed in availability zonen. Pn is trained by sample
records or instances characterized by the tuple (r i, f(r i)) for i = 1 . . . ,M , where
M is the size of the training set, or the number of the instancesused for train-
ing. Here,f (r i) is the empirical value of the utility function associated with the
requirement vectorr i. It is also called the target value or the satisfaction category.
Classification models assume that utility values are discrete. In cases that the util-
ity value is continuous, regression models should be used for prediction. Table 7.1
depicts the structure of the training data set used byPn to learn the behavior of
availabilIty zonen.

Case Attributes Target

1 r11 r12 . . . r1m f (r1)
2 r21 r22 . . . r2m f (r2)
3 r31 r32 . . . r3m f (r3)
. . . . . . . .

M rM1 rM2 . . . rMm f (rM )

Table 7.1: Training data set

After the training phase,P learns how to predict the satisfaction level for the
requirement vectorr ℓ as depicted in the following equation:

P(r ℓ) = f̃(r ℓ) (7.5)

Heref̃(r ℓ) is the predicted satisfaction level. The estimated mean squared predic-
tion error,ē(P) for modelP is given by:

ē(P) =
1

M

M∑

ℓ=1

[f(r ℓ)− f̃(r ℓ)]2 (7.6)

In order to find an unbiased estimation of the predicted error, the trained model
is tested against a set of requirement vectors that are not part of the training set.
Cross-validation [97] is a technique often used in machine learning to evaluate
the models by dividing the sample data into training and validation segments. The
first segment is used to learn the model and the second one is tovalidate. Equation
(7.7) shows how to estimate the testing error by usingM test data. Figure 7.2
depicts the steps of calculating error at every placement instance. In typical cross
validation, the training and validation sets must cross-over in successive rounds
such that each data point has a chance of being validated. We used k-fold cross
validation to measure the accuracy of our predictive models.
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Figure 7.2: Prediction error

7.1.5 Selecting an availability zone

Had the value of the utility function been known before deployment, the availabil-
ity zone that satisfies the customer requirements most wouldhave been an obvious
choice. The utility values, however, strongly depend on unpublished zone proper-
ties and they are not publicly available. Regardless, we can predict them by using
the machine learning techniques and the historical data as explained above and
use predicted utility values for availability zone selection. One possible selection
policy uses the maximum predicted utility value to select the availability zone.
Hence, if there aren availability zones, the zone that satisfies the requirement
vector of theℓth incoming request most is represented with the equation:

PS(r ℓ) = max
i

{Pi(r ℓ)} ∀i ≤ n. (7.7)

Here the utility function is maximized wheni = S. Therefore, the zone se-
lector assigns zoneS as the optimal zone for the incoming request provided that
zone S has enough capacity. Figure 7.3 shows the process of selecting the best
availability zone. The prediction models are obtained as depicted in Figure 7.1.

If the best zone that maximizes the utility function cannot accommodate the
associated request due to shortage in zone capacity, then the second best zone is
selected for placing the incoming request. This procedure repeats until the request
is placed (or finally rejected). The left hand side of Figure 7.4 shows how the zone
selection procedure loops until the best available zone that can accommodate the
request is determined. The right hand side of Figure 7.4 shows how the prediction
models are updated based on the new training data set obtained as described in the
following section.
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Figure 7.3: Availability zone selector.

Figure 7.4: Zone selection method and updating prediction models.

7.1.6 Updating the prediction models

Due to dynamic nature of the cloud environment, the accuracyof the prediction
models may decrease over time. Decline in prediction accuracy happens when the
availability zone features change significantly. These changes may not be publi-
cized or become available to the placement policy. Therefore, as the availability
zone features change, the prediction models need to be retrained to learn the new
cloud behavior. We monitor the prediction error by using equation (7.6) and run
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a k-fold cross validation after a number of new requests are placed. After each
placement, the training data set in the history log is updated. Prediction models
are retrained when the average prediction error increases above the preset thresh-
old.

Let ēL(P) denote the new mean squared prediction error after replacing theL
oldest training samples with the most recent ones. It is given by:

ēL(P) =
1

M

M+L∑

ℓ=L

[f(r ℓ)− f̃(r ℓ)]2 (7.8)

If the prediction model does not successfully capture the most recent behavior
of the availability zone, then̄eL(P) ≥ ē(P) is expected. The prediction models are
updated if the increase in the newly estimated error is more than a preset threshold,
as:

ēL(P) ≥ γē(P), (7.9)

whereγ > 1 is the threshold value.
The right hand side of Figure 7.4 shows how the new training samples are

collected dynamically to retrain the prediction models when the prediction error
exceeds the threshold value. After the zone selector placesthe request to the best
available zone, its actual utility value along with the requirement vector are stored
in the history log as a new training data set instance. In casethe zone selector
cannot place the request in the first attempt, the utility value for the zone that
rejects the request is set to 0 and is stored in the history logas well. Once the
preset threshold for prediction error is exceeded, the models are retrained with the
most updated training data set.

7.1.7 Deriving insight for availability zones

Prediction models for the availability zones enable us to make the best placement
decision for the incoming requests, based on the learned behavior from the his-
torical data. Learning the zone behavior without requiringa priori knowledge is a
powerful technique when certain characteristics of the zone are not published. The
results that we present in Section 7.3 show that the placement decision based on
predictive modeling works as good as some other placement methods that require
a priori knowledge of zone attributes.

Another aspect of predictive modeling is to derive insight for the performance
of the cloud availability zones for planning purposes. Thisis particularly im-
portant for cloud managers. Zone prediction models can identify the availability
zones that perform better for particular application types. As an example, a high-
performance database along with strong reliability requirement can perform better
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in some specific zones while a video encoding application under low avail- ability
can perform better in some other zones. By clustering the requirements of incom-
ing requests according to their workload characteristics and labeling them based
on where they perform best, zone preferences for a particular instance character-
istics are identified.

The steps to derive such conclusions are composed of creating most popular
instance types as clusters, identifying the zones that the clusters perform best and
labeling the clusters based on the high-performing availability zones. As a re-
sult, the most recent behavior of the zones are learned and used to plan ahead for
infrastructure development by the cloud owners.

7.2 Description of setup

In this section, we describe the simulation environment andexperimental setting
that we developed for evaluating the predictive method for selecting cloud avail-
ability zones.

7.2.1 Simulation environment

We used a Java based simulation environment to simulate various availability
zones with different characteristics and an inter-arrivalprocess for incoming het-
erogeneous user requests. Figure 7.5 shows the components of our simulation
infrastructure.

Figure 7.5: Simulation environment.

It has mainly three components. The first component is thezone simulator
which simulates availability zones with various CPU and memory capacities, re-
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liability levels, failure types, internal placement algorithms, supported instance
and/or infrastructure types. The second component is thearrival process gener-
ator where incoming requests with various requirements are simulated based on
specified inter-arrival and lifetime distributions. The desired load factor is con-
trolled by the parameters of the inter-arrival distribution in the arrival process
simulator. The third component is thezone selection layerwhich uses predicted
utility values to select the availability zone that would best satisfy an incoming
request. After the zone models are generated, by using the machine learning tech-
niques as explained in Section 7.1, the utility value for an incoming requests is
predicted for each zone separately.

After every incoming request generated by thearrival processis placed into
an availability zone by thezone selection layer, the zone simulator checks whether
or not the requirements are satisfied. Hence, the implemented satisfaction vector
is a binary vector. The request requirements and the associated utility value con-
stitute a training sample for the zone that the request is placed into. In order to
generate the training data, the same simulation infrastructure is used except that
the zone selector and the prediction models are replaced by arandom zone selec-
tor as depicted in Figure 7.1. After generating a sufficient number of training data
sets for each zone, the training data sets are passed to IBM SPSS Modeler [96],
which offers a variety of modeling methods to develop prediction models for the
utility value of an incoming request. We generate and compare several prediction
models for each zone. The predictive models we consider include Neural Net-
works, Decision Trees, and Support Vector Machines. Among various models,
we choose the one with the highest accuracy.

One other aspect of the zone simulator is that it compares thepredicted utility
value with the actual utility value observed after the placement. If the difference
between actual and predicted values increases, the initialprediction accuracy is
reduced. In this case, the models are trained again with the latest data stored in
the history log.

7.2.2 Experimental setting

Simulated zone attributes

We simulated 12 availability zones with different capabilities that are listed in
Table 7.2. Most of these attributes, especially the ones related to performance, are
not published and known a priori (e.g., Reliability levels, failure types, placement
algorithms). Each availability zone is composed of 10 racks, each rack contains
2 blade centers and each blade center contains 5 physical machines (PMs). An
availability zone is simulated to support a heterogeneous hardware infrastructure,
composed of a mix of processor models. The used CPU models are:Intel Xeon
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series ”E5507”, ”E5430”, ”E5645”, ”X5500”, ”X5570” and AMDOpteron series
”2218HE”, and ”270”. We define 3 different heterogeneous infrastructure types
depending on the percentage of hardware mix in a zone. Table 7.3 shows the exact
percentage of CPU model mixes per infrastructure type.

#AZ Reliability Failure Placement Support for high Infrastruc ture

level type algorithm performance istance(s) type

1 low racks random High Storage Type I
2 low racks random High Compute Type I
3 low racks random High Memory Speed Type I
4 medium blades random High Storage Type II
5 medium blades random High Compute Type II
6 medium blades random High Memory Speed Type II
7 medium racks LeastFull High Storage Type III
8 medium racks LeastFull High Compute Type III
9 medium racks LeastFull High Memory Speed Type III
10 high blades LeastFull High Network I/O + SSD Type I
11 high blades LeastFull High Network I/O + SSD Type II
12 high blades LeastFull High Network I/O + SSD Type III

Table 7.2: Cloud availability zones attributes

Infrastructure Processor CPU % of CPU

type brand model models

Type I Intel Xeon E5507 50%
Intel Xeon E5430 30%
Intel Xeon E5645 20%

Type II AMD Opteron 2218HE 70%
AMD Opteron 270 30%

Type III Intel Xeon X5500 60%
Intel Xeon X5570 40%

Table 7.3: Cloud availability zones attributes

The admission controller monitors the available capacity in all zones. Incom-
ing requests are rejected in a zone only if there is not enoughcapacity to accom-
modate the request in the targeted PM for placement. For the sake of simplicity,we
simulated each zone with the same CPU and memory capacity with32 cores and
32 GB memory, respectively. In order to create performance variations, we in-
troduce two types of internal placement algorithms: randomand load balancing.
For availability zones 1-6, a random placement algorithm where the instances are
placed randomly to PMs is implemented. For the rest, a placement algorithm
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which balances the load by selecting the least full PM is implemented. As for
the unpublished characteristics of the zones,each availability zone is simulated to
support different high performance instance types. For instance, high network in-
stances with bandwidth requirement of 4KB performs best in zones 10, 11, and 12
(see Table 7.2). Even though instance types are advertised as a selection to user,
their performance per zone is not published by the cloud provider. The failures
are simulated such that either entire rack or entire blade center fails with either
low or high probabilities. De-pending on the failure probability, blade center/rack
failure and availability information, reliability levelsare classified as low, medium
and high. The mean time between failures is Gamma distributed, while lifetime
of failures (i.e., time to recovery) follows a LogNormal distribution.

Simulated request attributes

We generated training data sets by simulating multiple instances of user requests
with different attributes. As in the example reported in Section 7.1, the require-
ment vector of an incoming request has the formr i =[rS, rL, rI , rA, rM ]. Each
attribute in the vector takes values among those listed in Table 7.4.

The size of the instances is represented byrS. The smallest instance size is 1
core with 0.6 GB memory, while the largest instance is 16 cores and 15 GB mem-
ory. We simulated 5 different instance sizes where the details of other instance
sizes are depicted in Table 7.5. Reliability level is denotedby rL and users are
allowed to specify either low, medium or high reliability zones depending on their
application type. Users also specify the interruption tolerance that is the sensitiv-
ity for being interrupted during their application lifetime. QuantityrI represents
the interruption tolerance level, ranging from 0 to 1. Value0 is selected for the
instances that are very tolerant to interruption, whereas value 1 is selected for the
instances that are very sensitive to interruption. Users also indicate the desired in-
stance type. The types of the instances (e.g., high storage,high compute, etc.) that
a user can specify are listed in Table 7.4 under therA column. Lastly, users indi-
cate their hardware infrastructure preference.rM in Table 7.4 lists the simulated
user hardware choices.

We set the weight vector for utility function as:

WT = [wS, wL, wI , wA, wM ], (7.10)

wherewi = 0.2 for i ∈ {S, L, I, A,M}. As the weight vector indicates,
for our experimental settings, all the preferences have equal weights. We use
normalizing factor of 1.0 for this particular set up that yields the maximum value
of utility function, when all the requirements are satisfiedas 1, while the minimum
value is 0 when the request is rejected.



7.3 Numerical results 117

rS rL rI rA rM

micro 0.2 (low) 0 High Storage Intel Xeon E5507
small 0.5 (medium) 1 High Compute Intel Xeon E5430
medium 0.8 (high) High Memory Intel Xeon E5645
large High Network Intel Xeon E5500
xlarge SSD Intel Xeon E5570

AMD Opteron 270
AMD Opteron 2218HE

Table 7.4: User request attributes

micro small medium large xlarge

CPU 1 2 4 8 16
Memory (GB) 0.6 1.7 3.5 7.5 15

Table 7.5: Instance sizes (rS)

Request arrival pattern

We simulated all combinations of 5 user attributes (in Table7.4) summing up
to more than 450 different instance request types with theirunique set up. The
inter-arrival time of each request type follows an exponential distribution whose
parameters depend on the desired load factor (i.e., 95% for our set up), while the
request life time follows a uniform distribution. The mix ofrequest types is evenly
distributed and this set up is simulated for a 4-week time window.

7.3 Numerical results

In this section, we demonstrate numerical results for different applications of pre-
diction models with the set up described in Section 7.2. First, we show the ef-
ficiency of predictive method for selecting availability zones over non-predictive
methods then we show deriving insight for availability zones by using prediction
models.

7.3.1 Availability zone selection

The placement approach introduced in this chapter does not require a priori knowl-
edge of availability zone properties. In other words, the attributes of zones are not
available during placement. Hence, placement is made solely based on the pre-
dicted behavior of the availability zones which is learned from past behavior. In
this Section, we compare the effectiveness of prediction-based placement policy
against policies that perform placement by utilizing the state of the availability



118 Predictive analytics

zone and its properties. Our goal is to show that the impact ofavailability zone
features to user satisfaction can be learned, and that placement policies based on
the learned behavior perform better.

In our experiments, we compare ourPrediction Basedpolicy that selects the
availability zone with best utility to other policies making optimal zone selections
based on attributes other than utility. We compare the policy classes listed below.

1. Random policy. Incoming requests are placed to availability zones ran-
domly. This policy is used as a baseline. Any non-random policy that con-
siders the characteristics of the zones and the requirements of the incoming
requests is expected to perform better than the random policy.

2. Load-based policies.Availability zone selection is made merely based on
the utilization of the zone at the time of request arrival. Ifthe zone with the
highest available capacity is selected for load balancing,we call the policy
Least-Utilized. On the other hand, if the zone with the lowest availability is
selected for lower energy consumption, we call the policyMost-Utilized.

3. Attribute-based policies. Zone selection is made by matching some of the
advertised attributes of the zone with the preferences of incoming requests.
In practice, cloud providers publish supported instance types per availabil-
ity zone. However, they do not publish the performance of theinstance
types per availability zone. Even though it is not yet practical to publish the
zone performances for instance types, we assume that it is hypothetically
available to the user. One example of such a policy,Match Instance Type
policy, makes a selection based on the advertised performance levels of in-
stance types (see Table 7.2) by each zone. If the candidate zone supports
the performance level of the instance types required by the incoming request
then it is selected. Similarly, it is not practical for cloudproviders to pub-
licize the hardware configuration of their infrastructure hence, the machine
types (e.g., CPU models) that instances are running on are notavailable to
the user. For experimental purposes, we assume that such information is
available to simulate the case where the machine types are known by the
user. The policy,Match Machine Type, selects availability zones based on
the supported CPU models (see Table 7.3) in different infrastructure types
defined in Table 7.2.

Figure 7.6 reports the average utility value obtained by thedifferent policies
for best availability zone selection at different levels ofavailability zone utiliza-
tion. The expected utility value for ourPrediction Basedpolicy is close to 0.85 for
all utilization levels. This is significantly higher than the expected utility values
achieved by load-based and attribute-based policies. The utility values are less
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than 0.7 forRandom, Least Utilizedand theMost Utilizedpolicies, and less than
0.8 for attribute-based policies;Match Machine TypeandMatch Instance Type.
As expected,Randompolicy achieves the lowest expected utility value. Figure
7.6 shows that learning the behavior of the availability zones based on historical
data is better than actually knowing the zone utilization levels and certain zone
attributes, such the type of machines or instances supported.

Figure 7.6: Comparison of utility values for different policies.

Figure 7.7 reports the percentage of user requests whose preferred instance
types and preferred machine types are supported by the availability zones that
they are assigned to.Match Instance Typepolicy satisfies the users application
and Match Machine Typepolicy satisfies the users machine type requirements
almost all the time. In both cases, the percentage of requests that are matched
against their requirements is more than 95%. This is expected, since theMatch
Instance Typeand theMatch Machine Typepolicies have the prior information
about instances and machine types supported by each zone, respectively. Poli-
cies other thanPrediction Basedpolicy match only 30% of the users machine or
instance type requirements. As an example, whileMatch Instance Typepolicy
can place to the requests to a zone where the required instance type is satisfied
almost 100%, it performs very poor when it comes to matching the machine type
requirement. This is because the prior information about the machine types is
not available toMatch Instance Typebut it is only available toMatch Machine
Typepolicy. Prediction Basedpolicy, on the other hand, can match both the in-
stance and the machine type requirements significantly higher without any prior
knowledge of the distributions of machines and the instancetypes for availability
zones.
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Figure 7.7: Percentage of matches.

Prediction Basedpolicy aims to optimize user satisfaction by selecting the
zone with the best utility value while maintaining a high resource utilization. In
order to measure the impact of thePrediction Basedpolicy to resource utilization,
we compare the average zone CPU utilization values under different policies in
Figure 7.8. This comparison shows that thePrediction Basedpolicy is not re-
ducing the utilization of the zones compared to other policies. Hence, Prediction
based policy increases the utility value without under utilizing zone resources. It
is seen that average zone utilization for CPU is around 50% foralmost all of the
policies. The reason for less CPU utilization than offered CPUload is due to high
rejection probabilities ( 0.6) for large and xlarge instances.

Figure 7.8: Mean cloud utilization
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In our simulation, we allow every policy to try placing the request multiple
times until it is accepted. Figure 7.9 reports the average number of trials for each
policy in order to get accepted after the first one. We see thatthe number of
additional attempts after the initial one for thePrediction Basedpolicy is much
less than 1. Therefore, the requests are placed to their bestmatching zones in their
first trials most of the time. In contrast toPrediction Basedpolicy, Most Utilized
andMatch Machine Typepolicies require almost 4 additional trials on the average.
Random, Least Utilized, Match Instance Type, on the other hand, requires more
than 2 additional trials on the average. OurPrediction Basedpolicy reduces the
number of trials significantly compared to other policies. Having less number of
trials for placement enables instances to be provisioned faster.

Figure 7.9: Average number of trials.

7.3.2 Deriving insight for availability zones

In order to demonstrate another use of our prediction models, we simply gener-
ate a sample cluster of workload and show which zone meets itsrequirements
most by using predicted utility values. High-performance databases such as SAP,
Microsoft SharePoint and other enterprise applications with very high reliability
constraint can perform a cluster of high performance memoryinstances with high
reliability constraint. Without referring to the inputs ofTable 7.3, we generate
average predicted utility rates for each zone with the use ofprediction models in
Figure 7.10.

Figure 7.10 shows relative average utility values per availability zone. By
using predicted utility values of this cluster, we concludethat AZ 9 is the best
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Figure 7.10: Zone preference for high performance memory instances with high
reliability requirement.

zone followed by AZ 10, 11, and 12 with a decreasing performance, for satisfying
high performance memory instances with high reliability constraint.

Assuming that performance of supported instance types are published, by only
looking at the published properties, (see Table 2) AZ 3, 6, and 9 would have been
good candidates for deploying high performance memory instances. However,
our predicted utility values show that zone 3 is almost one ofthe weakest zones
to satisfy this type of workload requirements due to only meeting instance type
requirement but failing to meet the reliability level requirement. The prediction
models capture the reliability level of zones from previousdeployments and pre-
dict a low utility value for zone 3. It is also supported from the simulator that zone
3 is a low reliable zone with high probable rack level failures. Another interesting
result that could not be derived from published attributes but can be extracted from
our models is even though AZ 10, 11, and 12 are not the optimum zones for high
performance memory instances in terms of not meeting the supported instance
type, having high reliability on these zones make utility function almost as good
as AZ 9 which is a medium level reliable zone supporting a highperformance
memory instances.
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Conclusion

Large Internet systems require management decisions that should continuously
analyze huge volumes of variable and heterogeneous data sets coming from sys-
tem and network monitors. Understanding the statistical characterization of data
sets of each server and the evolution of the system dynamics is crucial for system
management. However, the increasing size of monitored data, their high vari-
ability and their heterogeneity limit the applicability ofexisting approaches for
performance modeling.

This thesis proposes a set of novel strategies for supporting decisions for sys-
tem management that address the challenges of volume, variety, and variability
typical of data monitored in large Internet systems.

First, we propose a novel strategy for big data analytics that, by taking system
monitor data, is able to select the most relevant data sets, statistically characterize
their behavior, and to evaluate the dynamics of the overall system. All experi-
ments carried on real data sets demonstrate that the proposed strategy finds useful
applications in system management related to modern large Internet systems. Fu-
ture work in the direction of big data analytics is oriented to the characterization of
server behavior and system dynamics through the combination of different metrics
and resources.

Second, we present a set of methodologies for the detection of anomalies in
modern Internet systems, where monitored data streams refer to heterogeneous
and variable system resource measures. In particular, the models proposed in this
thesis improve the state of the art in the fields of behavioralanomalies detection
and state change detection. The proposed methods combine for the first time on-
line models to achieve a continuously adaptive representation of the data flowing
from the system monitors with online statistical tests as anomaly detectors. We
demonstrate that the proposed methods are able to improve the performance of
existing state of the art anomaly detector applicable at runtime. All experiments
carried out on synthetic and real datasets demonstrate thatthe proposed solutions
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are robust and effective: they signals just relevant anomalies with very low number
of false detections, and provide the precision of detectionfor different statistical
properties and variability levels of the input data. The proposed methods are char-
acterized by low computational complexity and can be applied to thousands of
data flows typical of large Internet systems.

Third, we propose a novel model for detecting correlations that is able to cap-
ture the presence of dependency also between highly variable time series as those
coming from samples of monitored system resources. It is based on the extraction
of the main patterns of the time series, the removal of perturbations, and the selec-
tion of just the trend patterns. Moreover, we use the proposed correlation index as
similarity measure that can be applied to correlation-based clustering algorithms
specifically tailored to the finding of related time series characterized by high
variability. Evaluation carried out on datasets characterized by different levels of
variability demonstrate that the proposed models improve the state of the art in
terms of accuracy and robustness. Our promising results evidence the possibility
of using the proposed models as a support for system management applications
in all domains characterized by high variability where existing correlation models
and clustering algorithms do not work.

Finally, an automated decision making mechanism for cloud availability zone
selection is developed to optimize user satisfaction. Our method employs predic-
tive analytics and machine learning techniques to learn theunpublished attributes
of cloud availability zones. The models are dynamically updated to reflect the
most recent performance changes in availability zones. Then, the optimum se-
lection is made based on the learned behavior of the availability zones. The
comparison of our selection method to non-predictive selection methods shows
that the predictive approach performs better than the non-predictive ones in terms
of user satisfaction, while maintaining high cloud performance. The prediction
models can also be used to derive useful insights for availability zones, and can
help cloud providers to plan ahead their operations. As future work, we intend to
extend our experiments to more complicated workloads and test in a real environ-
ment. Another extension of this work, which we wish to pursue, is to investigate
the confidence level of the prediction models and its influence on overall decision
making results, in terms of user satisfaction and cloud performance.
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