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Abstract The number of physical objects connected to the Internet con-
stantly grows and a common thought says the IoT scenario will change the way
we live and work. Since IoT technologies have the potential to be pervasive in
almost every aspect of a human life, in this paper, we deeply analyze the IoT
scenario. First, we describe IoT in simple terms and then we investigate what
current technologies can achieve. Our analysis shows four major issues that
may limit the use of IoT (i.e., interoperability, security, privacy, and business
models) and it highlights possible solutions to solve these problems. Finally,
we provide a simulation analysis that emphasizes issues and suggests practical
research directions.
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1 The IoT Scenario

In recent years, the term Internet of Things (IoT) has received considerable
attention by both academia and industry, with governments making the first
regulatory steps enabling their deployment [1,2]. In the IoT scenario, people
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and physical objects are connected and are able to communicate with each
other, to improve life quality [3–9]. Vehicles, home appliances, smartphones,
home and wearable sensors, personal and public devices are examples of objects
that can become smart in order to be part of an IoT scenario. Indeed, by pro-
viding the ability to communicate, even through non conventional paradigms
[10,11], these objects can share captured data. This data might be the base of
an integrated analysis that aims to produce intelligent services [12].

Probably one of the most known IoT applications is home automation, for
which many systems are already available on the marketplace. Nevertheless,
the IoT scenario is definitely wider: a city may become smart by using sensors
and devices to monitor and manage traffic, to improve the efficiency of waste
management, to plan urban and transportation changes, etc.; health-care may
become smart by using sensors and devices to improve emergency services,
to provide elderly home assistance and medical aids, etc.; industries may use
IoT to improve security in automotive transportation, to make logistics more
efficient, to enhance industrial automation, etc.; energy providers may use IoT
to intelligently manage energy distribution [3,13]. There is no doubt in saying
that the IoT scenario has the potential to be pervasive in almost every aspect
of human life [3–7].

Technically speaking, the IoT can be thought of as the interconnection of
objects with the Internet, as shown in Figure 1. At objects level we have sen-
sors that perform actions like “feel”, “ear”, “measure”, “check” and we have
actuators that perform actions through electrical, hydraulic, pneumatic or me-
chanical movements. All these objects communicate with each other through
sensor networks [14–16] that use data link protocols like NFC, RFID, LTE,
Wi-Fi, Zigbee, etc., and interact with the platform and with the application
levels through Internet communication technologies.

Millions of physical objects are currently connected to the Internet [14]
and several research reports agree that by 2020 the IoT scenario will include
more than 20 billion of smart objects. These objects are enabled by several
technological changes that caused, among others, a lowering of the production
costs of sensors and devices, an increase of computational capacity and an
ubiquitous networking coverage. For these reasons, different ICT consulting
firms foresee an exponential growth of the IoT over the next few years. For
instance, Gartner1 forecasts that the IoT will generate revenue exceeding $300
billion in 2020, resulting in $1.9 trillion in global economic value-add through
sales into diverse end markets. Moreover, also public governments are reserving
large fundings to IoT research: in 2015, the UK government committed around
e50 million to IoT research; Germany has earmarked up to e200 million to
projects related to internet-based manufacturing; France reserves e50 million
to digital development projects related to embedded software and connected
objects [17].

1 https://www.gartner.com/doc/2625419/forecast-internet-things-worldwide-
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Fig. 1: The IoT architecture [18].

However, although many research studies state that IoT technologies will
affect several domains, there are some critical open issues, including interop-
erability, security and privacy, that need to be addressed.

The remainder of the paper is organized as follows: In Section 2, we de-
scribe the most promising application domains for the IoT; in Section 3 we
analyze the IoT scenario, highlighting open issues and possible directions that
might help removing these burdens. Section 4 presents an original experimental
assessment of state-of-the-art IoT internetworking approaches, whereas con-
clusions are drawn in Section 5.

2 Fields of Applications

In recent years, academic and private researches have proposed many different
fields of application for the IoT. In the following, we will first briefly describe
two well-known IoT fields of application and then we will focus on four most
promising ones.

Smart Home. Smart home is a firm and important field of application with
a market expected to reach $121 billion by 2022 [19]. Comfort, security and en-
ergy efficiency are among the main benefits that a smart home can bring [20].
For instance, house owners might use their smartphone to control Wi-Fi en-
abled home electronics (e.g., appliances, heaters, air conditioning, coffee ma-
chines, etc.) from anywhere, might increase home security (e.g., by using Wi-Fi
connected cameras, sensors, and alarms) and might manage energy more effi-
ciently (e.g., by using Wi-Fi outlets to turn off electronics when not in use).
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Smart City. Smart cities market is estimated to grow from $52 billion in
2015 to $147 billion by 2020 [21]. Smarter utilization and deployment of pub-
lic resources (e.g., lights, roads, parkings), better efficiency of services (e.g.,
waste management, public transportation)[22,23], better quality life (e.g., pol-
lution and traffic control) and, in general, a reduction of wastes and costs for
the public administration are among the main benefits of smart cities [4,24].
For instance, simple objects equipped with LoRaWAN and Sigfox communica-
tion technologies can transform the act of parking, allowing citizens to detect
available parking spots in an easy way. This would not only save citizens time,
but it would also help to reduce pollution, thus improving the lives of citizens.

Smart Mobility. The market for smart mobility infrastructure and services
is expected to exceed $25 billion in 2024 [25]. The key advantages of smart
mobility are automation, safety, and comfort. For instance, modern vehicle
connection interfaces, exploiting the cars’ OBD2 connectors and Bluetooth
technologies, can automatically record routes and refueling stops on smart-
phones, keeping an eye on data such as odometer reading and tank fill level;
intelligent streets, digital railways, Vehicular Ad Hoc Networks (VANETS)
and advances in cognitive ability are transforming the way autonomous vehi-
cles react to hazards and traffic. Furthermore, it is predicted that, in the next
20 years, most vehicles will be fully automated, transforming current drivers
into simple passengers [26].

Health-care. Medical and health-care are very attractive fields for the IoT [3]
and this market is expected to create about $1.1 - $2.5 trillion in value by 2025
[27]. Cost efficiency, reliability and safety are among the main benefits that
smart health-care can bring: patients monitoring might be done in remote
and in real-time through the use of smart objects and sensors, smart objects
might be used to replace human regular checks of patients vital signs, home
health might be improved by issuing alerts if some irregularity is detected.
For example, smart prescription bottles2 have sensors that register actions on
bottles (as opening, or reducing their content) and are rechargeable using a
standard micro-USB port. Bottles use the cellular communication technology
to (world wide) interact with the service provider that checks on the patient
activity in real time and promptly reacts if needed.

Retail Industry. The IoT retail market size is expected to reach $54 billion
by 2022 [28]. Better customer experience, more efficient and secure supply
chain, and the development of new channels and revenue streams are among
the main benefits that smart retail industry can bring. For instance, sensors
can be used to track customers’ behaviors in order to better organize products
placements; RFID can be used to track products in the supply chain [29,
30] and to update in real time inventories information from off-the-shelves
products; smart price tags, smart codes and sensors can be used to automate
many functions that are currently manually performed [31].

2 https://adheretech.com/
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Smart Factory. The smart factory market size is expected to reach $75 bil-
lion by 2020 [32]. In a Smart Factory [33], the manufacturing solutions exploit
flexible and adaptive production processes, where the actors are equipped with
enough computing and communication capabilities to give them an ability to
act independently, without direct human intervention. For example, BMW
has developed a tracking system based on RFIDs to enhance motor produc-
tion and client customization: an RFID tag attached to each engine enhances
the performance of the assembly line. This brings to higher levels of automa-
tion, but also to reduction of unnecessary labor and waste of resources. The
benefits could also go beyond the actual production of goods. For instance,
in a food supply chain scenario, IoT can enhance the whole process, from
farms to processing plants, from processing plants to stores and from stores
to consumers [29].

Although at first sight the above examples may look like a successful re-
alization of IoT technologies, to a closer look they are just independent IoT
applications and do not implement a global IoT scenario. Indeed, such exam-
ples also show one of the main limitations for a successful employment of IoT
technologies: the lack of interoperability between objects of the same scenario.
For instance, a city using many independent IoT applications, cannot be ad-
dressed as a real smart city. Analogously, health-care companies are proposing
a large variety of interesting sensor-based applications, but what is lacking is
a systematic and smart integration of the collected data, potentially together
with personal information records. The current IoT scenario reminds the ICT
scenario of the 70s, composed of many networks (e.g., milnet, nsf-net, cs-net,
etc.) unable to communicate with each other and many applications and oper-
ating systems that were unfortunately unable to interact with the others. The
fragmented scenario of the 70s was virtually unified by the standardization
of protocols and services provided by TCP/IP. As discussed in the follow-
ing section, we suggest to follow a similar path to make the IoT a successful
scenario.

3 Open Issues and Future Directions

The IoT might open a wide new world of opportunities, but for an actual
large-scale employment it is still necessary to address important open issues.

3.1 Interoperability

IoT objects and devices are produced by different vendors, have different tech-
nical characteristics and specifications (e.g., smartphones vs. simple RFID
tags), use different communication protocols (Zigbee, Bluetooth, Bluetooth
Low Energy, Wi-Fi, GSM, 3G and LTE, just to name few), and are often in-
tegrated with other heterogeneous sources of information. This is a big issue:
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on the one side, producers that want to invest do not have clear indications
on standards to adopt when developing IoT products and, when adopting spe-
cific IoT technologies for their products, they do not know for how long these
technologies will be supported in the IoT market; on the other side, users who
want to buy IoT products do not know for how long these will be compatible
with the upcoming IoT scenario.

Open standards seem to be the right answer to these problems, as they
can provide clear guidelines for companies to deliver quality products. Private
companies (e.g., AllSeen Alliance), as well as third-party institutions (e.g.,
the IEEE Standards Association3), are working on producing communication
standards for IoT objects with the goal of allowing different devices and sen-
sors to communicate between themselves, regardless of their brand, category
and technical equipment. Needless to say, once open standards are defined,
producers should be enforced to apply them.

In addition, the traditional Internet architecture needs to adapt to IoT
challenges, both at low and high level. One main reason is the tremendous
increasing number of objects willing to connect to the Internet: 2010 has seen
the surpass of the number of objects connected to the Internet over the earth’s
human population [14]. We have to expect a great increase of the traffic on
the Internet, incurring into possible delays and in an increase of bandwidth
request. Therefore, to allow IoT scalability, IPv6 and new generation of com-
munication protocols seem to be mandatory.

Finally, there are also platform level interoperability issues concerning the
need of integrating raw data coming from IoT objects with static and historical
data stored in databases or accessible through Web services [22]. Indeed, in-
formation integration is a key (and costly) challenge [34] that needs to address
many different interrelated problems like data extraction and cleaning, data
transformation into data conforming with the unified format. A possible an-
swer to these problems is the dataspace paradigm [35], an emerging approach
in the information integration agenda. In a dataspace, data coexist while the
actual integration efforts are faced when needed. This paradigm might repre-
sent a good answer to the problem of interoperability for IoT because of the
high level of heterogeneity of the involved information sources and the need
of a large scale deployment. To this end, the use of open source platforms
might facilitate the development of IoT applications through plug-in services
for push/pull data connection and integrated view creation and maintenance.

3.2 Security and privacy

IoT takes advantage of the possibility to gather large sets of data that, prop-
erly analyzed, give information that can be used to provide better services.
However, as any other device connected to the Internet, IoT objects are pos-
sible target to a wide range of security attacks that can lead to data leakage

3 http://standards.ieee.org/innovate/iot/projects.html
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and/or data manipulation. Some recent examples of security issues include:
a smart doorbell receiving the video feed from someone else house, people
taking unauthorized control of the security system of specific buildings (e.g.,
houses, banks, factories, etc.), attackers compromising on-line car systems and
stopping/speeding up cars with malicious intent. If customers are expected to
use IoT technologies and products, they must be assured that no accidental
and/or malicious behavior might loose, steal or manipulate their data.

In the IoT scenario, security solutions cannot be limited to the single ob-
ject or device, but they must be end-to-end solutions, going from the applica-
tion level to the object level and vice-versa. Again, the heterogeneity of IoT
interacting objects further complicates matters as different objects require
different security levels (e.g., fitness wearables vs. health-care applications).
Nevertheless, it is fundamental to provide security solutions at least for the
following problems: authentication (any object involved in a communication
must be clearly and uniquely identified); confidentiality (data must be secure
and available only to authorized entities); integrity (data must not be altered
by anyone when traveling from one point to another, or while stored in some
database); fault-tolerance (even in the presence of a fault, security services
must be continuously provided).

Another issue strictly related to security is privacy. In the Internet sce-
nario, consumers are becoming more and more aware that data are now trading
currencies for services (e.g., personal information in exchange of an email ac-
count), and they are increasingly interested in their privacy [36,37]; the lack of
clarity about who has access to data may limit the growth of the IoT scenario.
For instance, what if personal sensitive data collected with wearable devices
(e.g., heart rate, blood pressure, etc.) will be available also to health insurance
companies? And what if these companies exploit users’ personal data to tune
the insurance policy cost or even to deny the policy? Possible solutions to these
privacy issues are new policies reassuring customers that data do not concern
individuals but aggregates, clarifying the use of data, for how long these data
are stored, and who has access to them.

3.3 Business

The IoT scenario suffers from the lack of clear, widely accepted, and successful
business models, of use cases and of return of investment examples [38].

Although there are some early players that successfully invested in IoT
(e.g., companies in the fitness and/or smart home scenarios), most companies
are still thinking whether joining the IoT, because the scenario has charac-
teristics that limit the development of a solid business model: i) diversity of
objects, ii) immaturity of innovation, and iii) unstructured ecosystem [39]. The
diversity of objects and the immaturity of innovation cause the employment of
several different proprietary platforms and of proprietary end-to-end IoT solu-
tions, whereas the unstructured ecosystem causes doubts to investors because
the scenario is too chaotic, just like the Internet was in the mid-90s.
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The solution to these problems is closely dependent on the solution of the
problems highlighted above. In particular, it is fundamental to first address the
problems related to interoperability and security, as this would make available
IoT communication standards and IoT end-to-end security solutions. These
solutions could be the blocks on which to build solid business models for the
IoT scenario.

4 Internetworking in the IoT Environment

As highlighted in the previous section, one of the main issues in the develop-
ment of an effective IoT scenario is the interoperability of objects and devices.
A similar problem was approached and solved within the well-known and well
studied Mobile Ad-hoc NETwork (MANET) paradigm, where distinct perva-
sive and ubiquitous sensors and devices are connected to the Internet. There-
fore, one may think to employ specific MANET communication techniques
to manage interactions among objects and devices in the IoT scenario. How-
ever, the IoT networking environment also shows differences with the MANET
scenario. Indeed, IoT exhibits peculiar features such as 3D topologies and mo-
bility conditions that change greatly from scenario to scenario. In particular,
there are environments where objects and devices keep moving, others where
they seldom move, or where just a small percentage of them move whereas the
majority is static or move nomadically. With the goal to investigate whether
the adoption of MANET solutions is efficient or not for the IoT environment,
in this section, we present a simulation study that uses some representative
MANET protocols in a 3D scenario, which is a typical representation of an
IoT environment. However, since MANET protocols are generally designed for
2D scenarios, we employ well known techniques to address 3D ones.

Generally speaking, MANET protocols are either topology-based or position-
based. The former approach relies on topological information to route packets
between a source and a destination, whereas the latter relies on node locations
to determine the suitable next hop. It is noteworthy to mention that position-
based approaches were introduced to address some limitations of topology-
based protocols. For instance, position-based protocols exploit the Global Po-
sitioning System (GPS) to maintain, at node level, an up-to-date view of the
positional information of its neighborhood. Conversely, topology-based proto-
cols incur in large overheads due to the need to maintain up-to-date routes of
path disruptions caused by node mobility.

We consider two topology-based protocols (i.e., the Ad hoc On-Demand
Distance Vector (AODV [40]) and the Destination Sequenced Distance Vector
(DSDV [41])) and two position-based protocols (i.e., the Greedy-Face-Greedy
(GFG [42]) and the Greedy-Random-Greedy (GRG [43])).

In particular, AODV considers a reactive approach to routing, and it builds
routes on-demand whenever they are needed, whereas DSDV considers a proac-
tive approach where route changes are propagated to the entire network in or-
der to have an up-to-date view of the network paths. Another inherent property
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Table 1: Simulation parameters.

Parameter Value

MAC type IEEE 802.11g
Simulation area 1000 m x 1000 m x 1000 m
Transmission range 250 m
Node max speed 10 m/s
Number of data flows 10
Packet size 64 Bytes
Packet rate 2 pckt/s
Queue type Drop Tail
Pause time 5s

of both protocols is the employment of routing tables necessary to identify the
next-hop towards a destination. State-of-the-art position-based strategies rely
on the Face algorithm, where packets are forwarded on a planar graph follow-
ing the right-hand rule [42]. The algorithm does guarantee packet delivery to
the destination in the context of planar (2D) networks, addressing the issue
of local minima to which a greedy approach to routing is subject to. Port-
ing the concept of planarization in 3D environments is not so straightforward,
nevertheless studies like [44,45] investigate the issue and proposed projection
techniques whereby nodes of interest are projected over a 2D plane in order to
create a planar sub-graph where the Face technique can be applied. In our sim-
ulation study, we consider the Face projection algorithm described in [45], as
different studies agree that it achieves the best performance in terms of packet
delivery ratio. GFG and GRG interleave operational phases whenever packet
delivery is stuck in a local minima. In specifics, both approaches start with a
greedy operational phase whereby packets are greedily forwarded close to the
destination and, whenever packet advancement is not possible (i.e., stuck in
a local minima), the next node is chosen either randomly or according to the
Face strategy.

4.1 Experimental Scenario and Results

The simulation scenario consists of a set of nodes randomly positioned inside
a cube of length 1000 units and a transmission range of 250 units. To asses the
protocols, we consider a mixed scenario comprised of 20 mobile and 80 static
nodes. In particular, mobile nodes are randomly positioned inside the scenario
boundaries, move in a 3D space and follow a Random Way Point mobility
mode. In order to increase the confidence of the outcome, we perform 40 runs
of each configuration scenario and report the average values. Moreover, the
simulation duration is set to 100s and the traffic consists of 10 flows (different
sources and destinations) of CBR traffic. Table 1 summarizes the considered
mobility parameters. It is noteworthy to point out that position-based proto-
cols are equipped with a beaconing mechanism, whereby nodes announce their
presence every 0.5s in the neighborhood.
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Fig. 2: Delivery profiles comparison of topology and position-based approaches.

In Fig. 2a we can observe that DSDV and GFG achieve the lowest per-
formance, with AODV having the best performance in terms of delivery rate.
When analyzing the delivery time (Fig. 2b), DSDV outperforms the other
protocols, however at the cost of achieving the lowest delivery rate. Focus-
ing on the position-based approaches, GFG has the worst performance when
compared to GRG and this can be explained thinking to the protocol modus
operandi, whereby packets end up traversing long paths in projected faces in
order to reach the destination.

Since most IoT application scenarios require a certain level of data deliv-
ery, DSDV and GFG are not worth using due to their low data delivery rates.
On the other hand, even if AODV achieves a good level of data delivery, it
unfortunately experiences high delivery delays (e.g., on average, few hundreds
of milliseconds could be spent to deliver a packet), as shown in Figure 2b.
Therefore, it is unable to support real time and interactive traffic (e.g., road
safety, on-line games/chat, distributed control). These performances are af-
fected by the necessity of establishing a route towards the destination before
beginning the transmission of the data.

Since the ability to support real-time and interactive traffic is crucial for
IoT applications (e.g., to support safety and distributed control for automated
vehicles, or just for entertainment applications), it is necessary to develop rout-
ing solutions specifically tailored to IoT. Needless to say, these solutions should
be released as open standards and should be secured to malicious attacks.

5 Conclusions

In this paper, we analyzed the IoT scenario: we observed a very fragmented
scenario that might compromise the successful employment of IoT. Major is-
sues regard the proliferation of communication technologies, the absence of
end-to-end security solutions and the lack of solid business models. To this
aim, we provided a simulation analysis that emphasized issues and suggested
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practical research directions. Finally, we highlighted some future research di-
rections that might help addressing the identified issues, thus making the IoT
a real pervasive and successful scenario.
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